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STATE OF NEW YORK

7601
I N SENATE
May 11, 2016

Introduced by Sen. KLEIN -- read twi ce and ordered printed, and when
printed to be comritted to the Conmittee on Veterans, Honeland Securi -
ty and Mlitary Affairs

AN ACT to anend the executive law, the public health law and the envi-
ronnmental conservation law, in relation to the protection of water
supplies

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The executive law is anended by adding a new section 711-b
to read as foll ows:

S 711-B. REVI EW OF WATER SUPPLI ER VULNERABI LI TY ANALYSI S ASSESSMENTS.
THE COWM SSI ONER SHALL REVI EW EACH VULNERABILITY ANALYSIS ASSESSMENT
FROM A WATER SUPPLI ER TRANSM TTED TO THE DI VI SI ON FROM THE DEPARTMENT OF
HEALTH PURSUANT TO SECTION ELEVEN HUNDRED TWENTY- FI VE OF THE PUBLI C
HEALTH LAW THE COVWM SSI ONER MAY | SSUE RECOMVENDATI ONS OR GENERAL GUI D
ANCE TO THE WATER SUPPLIER BASED ON THE ASSESSMENT TO ENHANCE
PROTECTI ONS AGAI NST A TERRORI ST ATTACK OR CYBER ATTACK. SUCH RECOMVENDA-
TI ONS AND GUI DANCE SHALL BE KEPT CONFI DENTI AL AND SHALL BE EXEMPT FROM
DI SCLOSURE UNDER ARTI CLE SI X OF THE PUBLI C OFFI CERS LAW

S 2. Paragraph (a) of subdivision 1 of section 1125 of the public
health | aw, as anended by chapter 405 of the |laws of 2002, is anmended to
read as foll ows:

(a) "Water supply enmergency plan" shall nean a plan REVIEWED AND
approved by the conmmssioner and filed with the departnent. The pl an
shall follow a formwhich shall be specified by the departnent and which
shal | include, but not be limted to, those itens enunerated in this
section, and shall address those actions to be taken by a water supplier
to anticipate energencies and respond responsibly to emergency situ-
ations. THE DEPARTMENT SHALL MAINTAIN A LIST OF ALL WATER SUPPLIERS
REQUI RED TO FI LE A WATER SUPPLY EMERGENCY PLAN PURSUANT TO THI S SECTI ON

S 3. Paragraph (k) of subdivision 2 of section 1125 of the public
health | aw, as anended by chapter 405 of the |laws of 2002, is anmended to
read as foll ows:

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(k) a vulnerability analysis assessnment, including an analysis of
vulnerability to terrorist attack, | NCLUDI NG CYBER ATTACK, which shal
be made after consultation with local and state |aw enforcenment agen-
ci es.

S 4. Subdivisions 5 and 8 of section 1125 of the public health |aw,
subdi vi sion 5 as anmended and subdi vision 8 as added by chapter 317 of
the laws of 2007, are anended to read as foll ows:

5. Every water supplier shall review, and if necessary, revise its
wat er supply energency plan and report its findings to the comm ssioner
by Decenber thirty-first, nineteen hundred ninety-five. Any water
suppl i er whose water supply enmergency plan does not include an analysis
of wvulnerability to terrorist attack, |NCLUDI NG CYBER ATTACK, shal
revise its emergency plan and report its findings to the conm ssi oner by
January first, two thousand [three] SEVENTEEN. Every water supplier
shall keep its water supply enmergency plan up to date, shall provide
updat ed comuni cation and notification information to the conm ssioner
by Decenber thirty-first of every year, and shall submt its water
supply energency plan to the conmm ssioner for review at | east once every
five years and within thirty days after major water facility infrastruc-
ture changes have been nmade. THE COWM SSI ONER SHALL TRANSM T A COPY OF
EACH VULNERABILITY ANALYSIS ASSESSMENT FROM A WATER SUPPLI ER TO THE
SUPERI NTENDENT OF STATE POLI CE, COWM SSI ONER OF THE DI VI SI ON OF HOVELAND
SECURI TY AND EMERGENCY SERVI CES, AND CHI EF TECHNOLOGY OFFI CER

8. The conmi ssioner, SUPERI NTENDENT OF STATE POLI CE, COW SSI ONER OF
THE DI VISION OF HOVELAND SECURITY AND EMERGENCY SERVI CES, AND CHI EF
TECHNOLOGY OFFI CER shal |l keep confidential: (a) all vulnerability analy-
sis assessnents and all information derived therefrom and (b) all
information determined by a water supplier to pose a security risk to
the operation of a water supply system Such assessnents and informtion
shall be exenpt from di sclosure under article six of the public officers
| aw. A person who, w thout authorization, discloses any such assessnent
or information to another person who has not been authorized to receive
such assessnment or information is guilty of a class A nisdeneanor.

S 5. Subdivisions 6, 7 and 8 of section 1125 of the public health |aw
are renunbered subdivisions 7, 8 and 9 and a new subdivision 6 is added
to read as foll ows:

6. (A) THE COMM SSI ONER OR A COUNTY HEALTH DEPARTMENT MAY PROVI DE
GUI DANCE AND ASSI STANCE TO COMMUNI TY WATER SYSTEMS ON CONDUCTI NG VULNER-
ABI LI TY ASSESSMENTS, PREPARI NG WATER SUPPLY EMERGENCY PLANS AND ADDRESS-
| NG THREATS FROM TERRORI ST ATTACKS, | NCLUDI NG CYBER ATTACKS, DESI GNED TO
DI SRUPT THE PROVI SI ON OF SAFE DRI NKI NG WATER OR SI GNI FI CANTLY AFFECT THE
PUBLI C HEALTH, OR SIGNI FI CANTLY AFFECT THE SAFETY OR SUPPLY OF DRI NKI NG
WATER PROVI DED TO COVMUNI TI ES OR | NDI VI DUALS

(B) A COWUNI TY WATER SYSTEM THAT IS NOT A WATER SUPPLI ER, MAY ELECT
TO COWPLETE A WATER SUPPLY EMERGENCY PLAN. SUCH COVMUNI TY WATER SYSTEM
MAY ELECT TO SUBM T THE PLAN TO THE COW SSI ONER FOR APPROVAL. I N SUCH A
CASE, THE COW SSI ONER SHALL SUBJECT THE PLAN TO SUCH APPROVAL PROCESS
AS DESCRI BED | N PARAGRAPH (A) OF SUBDI VI SION ONE OF THI S SECTI ON

S 6. Subdivision 1 of section 15-0507 of the environnmental conserva-
tion law, as amended by chapter 364 of the laws of 1999, is anended to
read as foll ows:

1. Any owner of a damor other structure which inpounds waters shal
at all tinmes operate and naintain said structure and all appurtenant
structures in a safe condition. As used in this section and section
71-1109 of this chapter, "owner"™ means any person or |ocal public corpo-
rati on who owns, erects, reconstructs, repairs, nmaintains or uses a dam
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or other structure which inmpounds waters. The commi ssioner may promnul -
gate regul ations requiring any owner to prepare and inplenment a safety
program for such dam or structure as necessary to safeguard life, prop-
erty or natural resources. Regul ations governing the safety program nay
i nclude requirenments for inspections, nonitoring, maintenance and opera-
tion, emergency action planning, RESPONSE AND PREVENTION OF TERRORI SM
AND CYBER TERRORI SM financial security, recordkeeping and reporting or
any other requirenment the conm ssioner deens necessary to safeguard
life, property or natural resources. Such requirenent shall only apply
to those dans or other structures that inmpound waters which pose, in the
event of failure, a threat of personal injury, substantial property
damage or substantial natural resource damage.

S 7. This act shall take effect immediately.



