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STATE OF NEW YORK

6834
I N SENATE
February 26, 2016

Introduced by Sen. VENDI TTO -- read twi ce and ordered printed, and when
printed to be comritted to the Conmittee on Consuner Protection

AN ACT to anend the general business |aw and the state technology |aw,
inrelation to notification of a security breach

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED I N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Subdivisions 1, 2, 6, 7, 8 and 9 of section 899-aa of the
general business |law, as added by chapter 442 of the | aws of 2005, para-
graph (c) of subdivision 1, paragraph (a) of subdivision 6 and subdivi -
sion 8 as amended by chapter 491 of the | aws of 2005 and paragraph (a)
of subdivision 8 as anmended by section 6 of part N of chapter 55 of the
| aws of 2013, are amended to read as foll ows:

1. As used in this section, the following ternms shall have the foll ow
i ng nmeani ngs:

(a) "Personal information" shall nmean any information concerning a
natural person which, because of name, nunber, personal mark, or other
identifier, can be used to identify such natural person;

(b) "Private information" shall mean EITHER (1) personal infornmation
consi sting of any information in conmbination with any one or nore of the
following data elenents, when either the personal infornmation or the
data elenment is not encrypted, or encrypted with an encryption key that
has al so been acquired:

(1) social security nunber

(2) driver's license nunber or non-driver identification card nunber;
[or]

(3) account nunber, credit or debit card nunber, in conbination wth
any required security code, access code, or password that would permt
access to an individual's financial account; OR

(4) BI OVETRI C | NFORMVATI ON, MEANI NG DATA GENERATED BY AUTOVATIC MEAS-
UREMENTS OF AN | NDI VI DUAL' S PHYSI CAL CHARACTERI STI CS, WHI CH ARE USED BY
THE OANER OR LI CENSEE TO AUTHENTI CATE THE | NDI VI DUAL' S | DENTI TY;

(I'l) A USER NAME OR EMAI L ADDRESS | N COMVBI NATION WTH A PASSWORD OR
SECURI TY QUESTION AND ANSWER THAT WOULD PERM T ACCESS TO AN ONLI NE
ACCOUNT; OR

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(1'11) ANY UNSECURED PROTECTED HEALTH | NFORMATION AS DEFINED IN THE
HEALTH | NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY ACT OF 1996 (45 C.F. R
PTS. 160, 162, 164), AS AMENDED FROM TI ME TO TI ME.

“"Private information" does not include publicly available information
which is lawfully made avail able to the general public from federal,
state, or |ocal government records.

(c) "Breach of the security of the systent shall nean unauthorized
acqui sition or acquisition without valid authorization of conputerized
data that conpronmises the security, confidentiality, or integrity of
[ personal ] PRI VATE information naintained by a business. Good faith
acqui sition of [personal] PRIVATE information by an enpl oyee or agent of
the business for the purposes of the business is not a breach of the
security of the system provided that the private information is not
used or subject to unauthorized disclosure.

In determ ni ng whether information has been acquired, or is reasonably
believed to have been acquired, by an unauthorized person or a person
wi t hout valid authorization, such business nmay consider the follow ng
factors, anong others:

(1) indications that the information is in the physical possession and
control of an unauthorized person, such as a |lost or stolen conputer or
ot her devi ce containing information; or

(2) indications that the information has been downl oaded or copied; or

(3) indications that the information was wused by an unauthorized
person, such as fraudulent accounts opened or instances of identity
theft reported.

(d) "Consumer reporting agency” shall nean any person which, for none-
tary fees, dues, or on a cooperative nonprofit basis, regularly engages
in whole or in part in the practice of assenbling or evaluating consuner
credit information or other information on consuners for the purpose of
furni shing consumer reports to third parties, and which uses any neans
or facility of interstate comrerce for the purpose of preparing or
furni shing consumer reports. A list of consunmer reporting agencies shal
be conpiled by the state attorney general and [furnished upon request to
any person or business required to make a notification under subdivision
two of this section] PUBLICLY POSTED ON | TS WEBSI TE.

(E) "CREDIT CARD' SHALL HAVE THE SAME MEANING AS IN 15 U . S.C. S 1602.

(F) "DEBIT CARD' SHALL HAVE THE SAME MEANING AS IN 15 U S.C. S 1681A

2. Any person or business which conducts business in New York state,
and which owns or |Ilicenses conputerized data which includes private
i nformati on shall disclose any breach of the security of +the system
foll owi ng discovery or notification of the breach in the security of the
system to any resident of New York state whose private information was,
or is reasonably believed to have been, acquired by a person wthout
valid authorization OR BY AN UNAUTHORI ZED PERSON. The di scl osure shal
be made in the nost expedient tinme possible and wthout unreasonable
del ay, consistent with the Ilegitimte needs of |aw enforcenent, as
provi ded in subdivision four of this section, or any neasures necessary
to determ ne the scope of the breach and restore the [reasonabl e] integ-
rity of the system

6. (a) whenever the attorney general shall believe from evidence
satisfactory to himthat there is a violation of this article he nay
bring an action in the name and on behalf of the people of the state of
New York, in a court of justice having jurisdiction to issue an injunc-
tion, to enjoin and restrain the continuation of such violation. In
such action, prelimnary relief nay be granted under article sixty-three
of the civil practice law and rules. In such action the court nmay award



Co~NOoOUIT~hWNE

S. 6834 3

damages for actual costs or losses incurred by a person entitled to
notice pursuant to this article, if notification was not provided to
such person pursuant to this article, including consequential financia
| osses. \Whenever the court shall determne in such action that a person
or business violated this article knowi ngly or recklessly, the court nay
i mpose a civil penalty of the greater of [five] TEN thousand dollars or
up to [ten] TWVENTY dollars per instance of failed notification, provided
that the latter anobunt shall not exceed [one] TWOD hundred fifty thousand
dol | ars.

(b) the renedies provided by this section shall be in addition to any
ot her lawful remedy avail abl e.

(c) no action may be brought under the provisions of +this section
unl ess such action is commenced within [two] THREE years [i medi at el y]
after EITHER the date [of the act conplained of or the date of discovery
of such act] THE ACT WAS DI SCOVERED OR, THE DATE OF NOTI CE SENT PURSUANT
TO PARAGRAPH (A) OF SUBDI VI SION EI GHT OF THI S SECTI ON

7. Regardl ess of the nethod by which notice is provided, such notice
shall PRECEDE THE | SSUANCE OF ANY REPLACEMENT CREDI T CARD OR DEBI T CARD
TO ANY AFFECTED PERSON AS A RESULT OF ANY BREACH OF THE SECURI TY OF THE
SYSTEM ABSENT ANY DOCUMENTED EVI DENCE OF UNAUTHORI ZED USE OF SUCH CREDI T
CARD OR DEBIT CARD AND SHALL include contact information for the person
or business making the notification, THE TELEPHONE NUVBERS AND WEBSI TES
OF THE RELEVANT STATE AND FEDERAL AGENCI ES THAT PROVI DE | NFORVATI ON
REGARDI NG SECURI TY BREACH RESPONSE AND | DENTI TY THEFT PREVENTI ON AND
PROTECTI ON | NFORMATI ON, and a description of the categories of infornma-
tion that were, or are reasonably believed to have been, acquired by a
person w thout valid authorization OR BY AN UNAUTHORI ZED PERSON, i ncl ud-
ing specification of which of the elenents of personal information and
private informati on were, or are reasonably believed to have been, so

acqui r ed.
8. (a) In the event that any New York residents are to be notified,
t he person or business shall notify the state attorney general, the

departnment of state and the [division of state police] OFFI CE OF | NFOR-
MATI ON TECHNCOLOGY SERVICES as to the timng, content and distribution of
the notices [and], approximate nunber of affected persons AND PROVIDE A
COPY OF THE TEMPLATE OF THE NOTI CE SENT TO AFFECTED PERSONS. Such
notice shall be nmade wi thout delaying notice to affected New York resi-
dent s.

(b) In the event that nore than five thousand New York residents are
to be notified at one tine, the person or business shall also notify
consuner reporting agencies as to the timng, content and distribution
of the notices and approxi mate nunber of affected persons. Such notice
shall be made wi thout del aying notice to affected New York residents.

9. THE DEPARTMENT OF STATE SHALL RECEI VE AND RESPOND TO COVPLAI NTS AND
I NQUIRIES RELATING TO ANY BREACH OF THE SECURI TY OF THE SYSTEM MAKE
REFERRALS AS APPROPRI ATE AND IN COOPERATION WTH THE STATE ATTORNEY
GENERAL AND THE OFFI CE OF | NFORMATI ON TECHNOLOGY SERVI CES DEVELOP, REGUJ
LARLY UPDATE AND MAKE PUBLI CLY AVAI LABLE | NFORVATI ON RELATI NG TO HOW TO
RESPOND TO A BREACH OF THE SECURI TY OF THE SYSTEM AND BEST PRACTI CES FOR
HOW TO PREVENT A BREACH OF THE SECURI TY OF THE SYSTEM

10. The provisions of this section shall be exclusive and shal
preenpt any provisions of |local |aw, ordinance or code, and no locality
shal |l inpose requirenments that are inconsistent with or nore restrictive
than those set forth in this section.

S 2. Paragraphs (a) and (d) of subdivision 1 and subdivisions 2, 6, 7
and 8 of section 208 of the state technology |aw, as added by chapter
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442 of the laws of 2005, subdivision 2 and paragraph (a) of subdivision
7 as anended by section 5 of part N of chapter 55 of the |aws of 2013
and subdi visions 6 and 7 as anended by chapter 491 of the |aws of 2005,
are amended to read as foll ows:

(a) "Private information"™ shall nean: (1) personal information in
conbination with any one or nore of the following data elenents, when
either the personal information or the data elenment is not encrypted or
encrypted with an encryption key that has al so been acquired:

(1) social security nunber

(2) driver's license nunber or non-driver identification card nunber;
[or]

(3) account nunber, credit or debit card nunber, in conbination with
any required security code, access code, or password which would permt
access to an individual's financial account; OR

(4) BIOVETRIC | NFORVATI ON, MEANI NG DATA GENERATED BY AUTOVATI C MEAS-
UREMENTS OF AN | NDI VI DUAL' S PHYSI CAL CHARACTERI STI CS, WHI CH ARE USED BY
THE OANER OR LI CENSEE TO AUTHENTI CATE THE | NDI VI DUAL' S | DENTI TY;

(1) A USER NAME OR EMAI L ADDRESS | N COVBI NATION W TH A PASSWORD OR
SECURI TY QUESTI ON AND ANSVWER THAT WOULD PERM T ACCESS TO AN ONLINE
ACCOUNT; OR

(I'11) ANY UNSECURED PROTECTED HEALTH | NFORMATI ON AS DEFI NED I N THE
HEALTH | NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY ACT OF 1996 (45 C F. R
PTS. 160, 162, 164), AS AMENDED FROM TI ME TO TI ME.

“"Private information" does not include publicly available information
that is lawfully nade available to the general public from federal,
state, or |ocal government records.

(d) "Consumer reporting agency” shall nean any person which, for none-
tary fees, dues, or on a cooperative nonprofit basis, regularly engages
in whole or in part in the practice of assenbling or eval uating consuner
credit information or other information on consunmers for the purpose of
furnishing consuner reports to third parties, and which uses any neans
or facility of interstate comerce for the purpose of preparing or
furni shing consumer reports. A list of consunmer reporting agencies shal
be conpiled by the state attorney general and [furnished upon request to
state entities required to nmake a notification under subdivision tw of
this section] PUBLICLY POSTED ON I TS WEBSI TE.

2. Any state entity that owns or |icenses conputerized data that
includes private information shall disclose any breach of the security
of the systemfollow ng discovery or notification of the breach in the
security of the systemto any resident of New York state whose private
i nformati on was, or is reasonably believed to have been, acquired by a
person w thout valid authorization. The disclosure shall be made in the
nost expedi ent time possible and without unreasonabl e delay, consistent
with the legitinmte needs of |aw enforcenent, as provided in subdivision
four of this section, or any neasures necessary to determ ne the scope
of the breach and restore the [reasonable] integrity of the data system
The state entity shall consult with the state office of information
technol ogy services to deternine the scope of the breach and restoration
measures. W THI N NI NETY DAYS OF THE NOTI CE OF THE BREACH, THE OFFI CE OF
| NFORMATI ON TECHNOLOGY SERVI CES SHALL DELI VER A REPORT ON THE SCOPE OF
THE BREACH AND RECOMVENDATI ONS TO RESTORE AND | MPROVE THE SECURI TY OF
THE SYSTEM TO THE STATE ENTI TY.

6. Regardl ess of the nethod by which notice is provided, such notice
shall include contact information for the state entity making the
notification, THE TELEPHONE NUMBERS AND THE WEBSI TES FOR THE RELEVANT
STATE AND FEDERAL AGENCI ES THAT PROVI DE | NFORMVATI ON REGARDI NG SECURI TY
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BREACH RESPONSE AND | DENTI TY THEFT PREVENTI ON AND PROTECTI ON | NFORVATI ON
and a description of the categories of information that were, or are
reasonably believed to have been, acquired by a person w thout valid
aut horization, including specification of which of the elenents of
personal information and private information were, or are reasonably
bel i eved to have been, so acquired.

7. (a) In the event that any New York residents are to be notified,
the state entity shall notify the state attorney general, the departnent
of state and the state office of information technology services as to
the timng, content and distribution of the notices and approxi mate
nunber of affected persons AND PROVIDE A COPY OF THE TEMPLATE OF THE
NOTI CE SENT TO AFFECTED PERSONS. Such notice shall be nade w thout
del aying notice to affected New York residents.

(b) I'n the event that nore than five thousand New York residents are
to be notified at one tinme, the state entity shall also notify consumer
reporting agencies as to the timng, content and distribution of the
noti ces and approxi mate nunber of affected persons. Such notice shall be
made wi t hout del aying notice to affected New York residents.

8. THE STATE OFFI CE OF | NFORMATI ON TECHNOLOGY SERVI CES SHALL DEVELOP,
UPDATE AND PROVI DE REGULAR TRAI NI NG TO ALL STATE ENTITIES RELATING TO
BEST PRACTICES FOR THE PREVENTI ON OF A BREACH OF THE SECURI TY OF THE
SYSTEM

9. Any entity listed in subparagraph two of paragraph (c) of subdivi-
sion one of this section shall adopt a notification policy no nore than
one hundred twenty days after the effective date of this section. Such
entity nmay develop a notification policy which is consistent wth this
section or alternatively shall adopt a local |aw which is consistent
with this section.

S 3. This act shall take effect January 1, 2017.



