Co~NOUITR~hWNE

STATE OF NEW YORK

4072--B
2015- 2016 Regul ar Sessi ons
I N SENATE
February 26, 2015

I ntroduced by Sens. GOLDEN, CROCI, DeFRANCI SCO, FUNKE, GALLI VAN, GRI FFQ
LARKIN, LITTLE, NOzZzZOLIO, ORTT, SEWARD -- read tw ce and ordered
printed, and when printed to be commtted to the Commttee on Codes --
recommtted to the Conmttee on Codes in accordance with Senate Rule
6, sec. 8 -- conmittee discharged, bill amended, ordered reprinted as
anmended and reconmitted to said comittee -- commttee discharged,
bill anended, ordered reprinted as anended and reconmitted to said
conmittee

AN ACT to anend the penal law and the <crimnal procedure law, in
relation to cyber crinmes

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Subdivisions 1, 2, 3 and 4 of section 155.00 of the pena
law, subdivision 1 as anmended by chapter 514 of the |aws of 1986, are
amended and two new subdivisions 10 and 11 are added to read as foll ows:

1. "Property" neans any noney, personal property, real property,
conputer data, conputer program PERSONAL | DENTIFYI NG | NFORVATI ON,
SECRET SCIENTIFIC MATERIAL, thing in action, evidence of debt or
contract, or any article, substance or thing of value, including any
gas, steam water or electricity, which is provided for a charge or
conpensat i on.

2. "Obtain" includes, but is not limted to, the bringing about of a
transfer or purported transfer of property or of a legal interest there-
in, whether to the obtainer or another. WTH REGARD TO PERSONAL | DENTI -
FYI NG | NFORVATI ON, COVPUTER DATA OR COVWPUTER PROGRAM  OBTAI N | NCLUDES
DUPLI CATI NG ~ RECORDI NG, COPYI NG DOMNLQADI NG UPLQADI NG OR PRI NTI NG OUT
THE | NFORMATI ON, DATA, OR PROGRAM OR OBTAINING A PHYSICAL OBJECT
CONTAI NIl NG SUCH | NFORVATI ON. W TH REGARD TO SERVI CE, OBTAI N | NCLUDES,
BUT IS NOT LIMTED TO, USI NG OR ACCESSI NG A SERVI CE.

3. "Deprive." To "deprive" another of property neans (a) to wthhold
it or cause it to be withheld fromhimOR HER permanently or for so

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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extended a period or under such circunstances that the mgjor portion of
its economc value or benefit is lost to himOR HER, or (b) to dispose
of the property in such manner or under such circunstances as to render
it unlikely that an owner will recover such property. WHEN THE PROPERTY
| S PERSONAL | DENTI FYI NG | NFORMVATI ON, COVMPUTER DATA OR COVWPUTER PROGRAM
TO DEPRI VE ANOTHER OF | TS MEANS TO OBTAIN I T OR CAUSE A THI RD PERSON TO
OBTAIN | T UNDER SUCH Cl RCUMSTANCES THAT A SUBSTANTI AL PORTI ON OF THE
ECONOM C BENEFI T OR VALUE OF HAVI NG CONTROL OVER IT OR AUTHORITY OVER
ITS USE IS LOST TO AN OOWNER. TO DEPRI VE ANOTHER OF SERVICE IS TO USE OR
ACCESS A SERVICE OR CAUSE A THIRD PERSON TO USE OR ACCESS A SERVICE
UNDER SUCH Cl RCUMSTANCES THAT SOVE OF THE ECONOM C BENEFI T OR VALUE OF
HAVI NG CONTROL OR AUTHORI TY OVER PROVIDING THE SERVICE IS LOST TO AN
ONNER.

4. "Appropriate."” To "appropriate" property of another to oneself or a
third person neans (a) to exercise control over it, or to aid a third
person to exercise control over it, permanently or for so extended a
period or under such circunstances as to acquire the major portion of
its econonic value or benefit, or (b) to dispose of the property for the
benefit of oneself or a third person. WHEN THE PROPERTY |S PERSONAL
| DENTI FYI NG | NFORMATI ON, COWPUTER DATA OR COVPUTER PROGRAM OF ANOTHER,
TO APPROPRI ATE | T TO ONESELF OR A THI RD PERSON MEANS TO OBTAIN I T UNDER
SUCH Cl RCUMSTANCES AS TO ACQU RE THE ABILITY TOUSE IT OR DISPCSE OF I T
TO THE ECONOM C BENEFI T OF ONESELF OR A THI RD PERSON OR TO THE ECONOM C
DETRI MENT OR DAMAGE OF AN ONNER. TO APPROPRI ATE A SERVI CE PROVI DED BY
ANOTHER TO ONESELF OR A THI RD PERSON MEANS TO USE OR ACCESS THE SERVI CE
UNDER SUCH Cl RCUMSTANCES AS TO ACQU RE THE ABILITY TOUSE IT TO THE
ECONOM C BENEFI T OF ONESELF OR A THI RD PERSON OR TO THE ECONOM C DETRI -
MENT OR DAMAGE OF AN OMNER.

10. " COWPUTER PROGRAM' MEANS AN ORDERED SET OF DATA REPRESENTI NG CODED
| NSTRUCTI ONS OR STATEMENTS THAT WHEN EXECUTED BY THE COWPUTER, CAUSE THE
COWUTER TO PROCESS DATA OR DI RECT THE COVPUTER TO PERFORM ONE OR MORE
COVPUTER OPERATI ONS OR BOTH AND MAY BE | N ANY FORM | NCLUDI NG MAGNETI C
STORAGE MEDIA, OPTICAL MEDIA, COWUTING DEVICES, PUNCHED CARDS, OR
STORED | NTERNALLY IN THE MEMORY OF THE COVPUTER.

11. "COWPUTER DATA" MEANS A REPRESENTATI ON OF | NFORMATI ON, KNOW.EDGE,
FACTS, CONCEPT OR I NSTRUCTI ONS WHI CH ARE BEI NG PROCESSED, OR HAVE BEEN
PROCESSED I N A COVWPUTER AND MAY BE I N ANY FORM | NCLUDI NG MAGNETI C STOR-
AGE MEDIA, PUNCHED CARDS, OR STORED | NTERNALLY IN THE MEMORY OF THE
COWPUTER.

S 2. Paragraph (c) of subdivision 2 of section 155.05 of the penal |aw
is anmended and a new paragraph (f) is added to read as foll ows:

(c) By conmitting the crinme of issuing a bad check, as defined in
section 190.05, OR BY OBTAI NI NG PROPERTY OR SERVI CE BY USI NG OR PRESENT-
ING A FORM OF PAYMENT OR PERSONAL | DENTI FYI NG | NFORMATI ON THE ACTOR
KNOAS HE OR SHE |I'S NOT AUTHORI ZED TO USE OR KNOWS | S EXPI RED OR FORGED
OR OTHERW SE NOT VALI D

(F) BY THEFT OF SERVICE. THEFT OF SERVI CE MEANS EI THER (1) USING OR
ACCESSI NG A SERVICE IN A MANNER THAT OTHERW SE REQUI RES PAYMENT AND
| NTENTI ONALLY FAI LI NG TO PAY FOR SUCH USE OR ACCESS BY ElI THER TAMPERI NG
W THOUT AUTHORI TY W TH A DELI VERY, PAYMENT, OR MEASUREMENT DEVICE OR
MECHANISM OR BY ENTERING OR LEAVING PREM SES WHERE THE SERVICE | S
PROVI DED BY STEALTH OR BY EVADI NG A PHYSI CAL BARRIER, OR (Il1) USING OR
ACCESSING A SERVICE IN A MANNER THAT OTHERW SE REQUI RES PAYMENT OR THE
PRESENTATI ON OF PERSONAL | DENTI FYI NG | NFORMATI ON AND USI NG OR PRESENTI NG
A FORM OF PAYMENT OR PERSONAL | DENTI FYI NG | NFORMATI ON THE ACTOR KNOWS HE
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OR SHE | S NOT AUTHORI ZED TO USE OR KNOAS | S EXPI RED OR FORGED OR OTHER-
W SE NOT VALID

S 3. Subdivision 1 of section 155.20 of the penal law is anmended to
read as foll ows:

1. Except as otherwi se specified in this section, value neans the
mar ket value of the property at the tine and place of the crinme, or if
such cannot be satisfactorily ascertained, the cost of replacenent of
the property wthin a reasonable tinme after the crinme. WTH REGARD TO
SERVI CE, VALUE SHALL ALSO MEAN THE COST OF PROVI DI NG THE SERVI CE AT THE
TIME OF THE CRIME, AND WTH REGARD TO THE VALUE OF COWPUTER DATA OR
COWUTER PROGRAM VALUE SHALL MEAN THE REPLACEMENT COST OR THE MARKET
VALUE AT THE TI ME AND PLACE OF THE CRIME, OR THE COST TO WRI TE OR DEVEL-
OP SUCH DATA AND/ OR PROGRAM WH CHEVER | S GREATER

S 4. The penal law is anended by adding a new section 155.23 to read
as foll ows:

S 155.23 PETIT THEFT OF SERVI CE.

A PERSON | S GUILTY OF PETIT THEFT OF SERVI CE WHEN HE OR SHE STEALS A
SERVI CE.

PETIT THEFT OF SERVICE | S A CLASS B M SDEMEANOR

S 5. Section 155.25 of the penal law is anended to read as foll ows:

S 155.25 Petit |arceny.

A person is guilty of petit |arceny when he OR SHE steal s property, OR
STEALS A SERVICE AND THE VALUE OF THE SERVI CE EXCEEDS FI VE HUNDRED
DOLLARS.

Petit larceny is a class A m sdeneanor.

S 6. The openi ng paragraph and subdivisions 1, 4 and 6 of section
155.30 of the penal |aw, the opening paragraph and subdivisions 1 and 6
as anmended by chapter 515 of the | aws of 1986, subdivision 4 as anended
by chapter 556 of the |aws of 1987, are anmended to read as foll ows:

A person is quilty of grand larceny in the fourth degree when he OR
SHE steals property OR A SERVI CE and when:

1. The value of the property OR SERVI CE exceeds one thousand doll ars;
or

4. The property consists of a credit card or debit card OR PERSONAL
| DENTI FYI NG | NFORMATI ON; or

6. The property OR SERVICE, regardless of its nature and value, is
obt ai ned by extortion; or

S 7. Section 155.35 of the penal |aw, as anended by chapter 464 of the
| aws of 2010, is anended to read as foll ows:

S 155.35 Grand larceny in the third degree.

A person is guilty of grand larceny in the third degree when he or she
steal s property OR A SERVI CE and:

1. when the value of the property exceeds three thousand dollars, or

2. the property is an automated teller machine or the contents of an
automated teller machi ne, OR

3. THE PROPERTY | S PERSONAL | DENTI FYI NG | NFORMATI ON OF TWENTY-FI VE OR
MORE PERSONS.

Grand larceny in the third degree is a class D fel ony.

S 8. Section 155.40 of the penal |aw, as anended by chapter 515 of the
| aws of 1986, is anended to read as foll ows:

S 155.40 Grand larceny in the second degree.

A person is quilty of grand larceny in the second degree when he OR
SHE steals property OR A SERVI CE and when:

1. The value of the property OR SERVICE exceeds fifty thousand
dol l ars; or
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2. The property OR SERVICE, regardless of its nature and value, is
obtai ned by extortion committed by instilling in the victima fear that
the actor or another person wll (a) cause physical injury to sone
person in the future, or (b) cause damage to property, or (c) wuse or
abuse his OR HER position as a public servant by engagi ng in conduct
within or related to his OR HER official duties, or by failing or refus-
ing to performan official duty, in such manner as to affect some person
adversely, OR

3. THE PROPERTY | S PERSONAL | DENTI FYI NG | NFORMATI ON OF ONE HUNDRED OR
MORE PERSONS.

Grand larceny in the second degree is a class C felony.

S 9. Section 155.42 of the penal |aw, as added by chapter 515 of the
| aws of 1986, is anended to read as foll ows:

S 155.42 Grand larceny in the first degree.

A person is guilty of grand larceny in the first degree when he OR SHE
steal s property OR A SERVICE and when the value of the property OR
SERVI CE exceeds one mllion dollars; OR THE PROPERTY IS PERSONAL | DENTI -
FYI NG | NFORMATI ON OF ONE THOUSAND OR MORE PERSONS.

Grand larceny in the first degree is a class B fel ony.

S 10. Subdivisions 5 and 8 of section 156.00 of the penal |aw, subdi-
vision 5 as anended and subdivision 8 as added by chapter 558 of the
| aws of 2006, are amended to read as foll ows:

5. "Conputer material" 1is property and nmeans any conputer data or
comput er program whi ch

(a) contains records of the medical history or nedical treatnent of an
identified or readily identifiable individual or individuals. This term
shall not apply to the gaining access to or duplication solely of the
nmedi cal history or medical treatnment records of a person by that person
or by another specifically authorized by the person whose records are
gai ned access to or duplicated; or

(b) contains records maintained by the state or any political subdivi-
sion thereof or any governmental instrunentality within the state which
contains any information concerning a person, as defined in subdivision
seven of section 10.00 of this chapter, which because of name, nunber
synbol, mark or other identifier, can be used to identify the person and
which is otherwise prohibited by |law from being disclosed. This term
shall not apply to the gaining access to or duplication solely of
records of a person by that person or by another specifically authorized
by the person whose records are gained access to or duplicated; or

(c) is not and is not intended to be available to anyone other than
the person or persons rightfully in possession thereof or selected
persons having access thereto with his, her or their consent and which
[accords or may accord such rightful possessors an advantage over
conpetitors or other persons who do not have know edge or the benefit
t hereof] ANY PERSON, OTHER THAN A PERSON RI GHTFULLY | N POSSESSI ON, KNOWS
OR SHOULD KNOW I'S NOT | NTENDED TO BE AVAI LABLE TO HH M OR HER

8. "Wthout authorization" neans to use or to access a conputer,
conmput er service or conmputer network wi thout the perm ssion of the owner
or | essor or someone licensed or privileged by the owner or |essor where
such person knew that his or her use or access was w thout perm ssion or
after actual notice to such person that such use or access was Ww t hout
perm ssi on, OR THAT SUCH USE OR ACCESS WAS FOR PURPCSES OTHER THAN THOSE
FOR WHI CH PERM SSION WAS GRANTED BY THE OWER, LESSOR, OR SOVEONE
LI CENSED OR PRI VILEGED BY SUCH OAMNER OR LESSOR. It shall al so nean the
access of a conputer service by a person wi thout perm ssion where such
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person knew that such access was w thout perm ssion or after actua
notice to such person, that such access was w t hout perm ssion.

Proof that such person used or accessed a conputer, computer service
or conputer network through the knowi ng use of a set of instructions,
code or conputer programthat bypasses, defrauds or otherw se circum
vents a security neasure installed or used with the user's authorization
on the conputer, conputer service or conputer network shall be presunp-
tive evidence that such person used or accessed such conmputer, conputer
service or conputer network w thout authorization.

S 11. Section 156.20 of the penal |aw, as anended by chapter 558 of
the laws of 2006, is anended to read as foll ows:

S 156. 20 Conputer tanpering in the [fourth] FIFTH degree.

A person is guilty of conmputer tanpering in the [fourth] FIFTH degree
when he or she uses, causes to be used, or accesses a conputer, conputer
service, or conputer network w thout authorization and he or she inten-
tionally alters in any nmanner or destroys conputer data or a conputer
program of anot her person.

Conmputer tanmpering in the [fourth] FIFTH degree is a class A m sdenea-
nor .

S 12. Section 156.25 of the penal |aw, as anended by chapter 89 of the
| aws of 1993, subdivision 2 as anmended by chapter 376 of the |aws of
1997, is amended to read as foll ows:

S 156. 25 Conputer tanpering in the [third] FOURTH degr ee.

A person is guilty of conputer tanpering in the third degree when he
OR SHE commits the crinme of conputer tanpering in the [fourth] FIFTH
degr ee and:

1. he OR SHE does so with an intent to conmt or attenpt to commt or
further the commi ssion of any felony; or

2. he OR SHE has been previously convicted of any crime under this
article or subdivision el even of section 165.15 of this chapter; or

3. he ORSHE intentionally alters in any manner or destroys conputer
material; or

4. he OR SHE intentionally alters in any manner or destroys conputer
data or a conputer programso as to cause danmges in an aggregate anount
exceedi ng one thousand dol | ars.

Comput er tanmpering in the [third] FOURTH degree is a class E felony.

S 13. Section 156.26 of the penal |aw, as amended by chapter 590 of
the laws of 2008, is anended to read as foll ows:

S 156. 26 Conputer tanpering in the [second] THI RD degr ee.

A person is guilty of conputer tanpering in the [second] TH RD degree
when he or she commits the crinme of conputer tanpering in the fourth
degree and he or she intentionally alters in any manner or destroys:

1. conputer data or a conputer programso as to cause danages in an
aggregat e amobunt exceedi ng three thousand dollars; or

2. conmputer material that contains records of the nedical history or
nmedi cal treatnent of an identified or readily identifiable individual or
i ndividuals and as a result of such alteration or destruction, such
i ndi vidual or individuals suffer serious physical injury, and he or she
is aware of and consciously disregards a substantial and wunjustifiable
ri sk that such serious physical injury may occur.

Comput er tanmpering in the [second] THIRD degree is a class D felony.

S 14. Section 156.27 of the penal |aw, as added by chapter 89 of the
| aws of 1993, is anended to read as foll ows:

S 156. 27 Conputer tanpering in the [first] SECOND degr ee.

A person is guilty of conputer tanpering in the [first] SECOND degree

when he OR SHE commits the crinme of conputer tanpering in the fourth
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degree and he OR SHE intentionally alters in any manner or destroys
conputer data or a conputer programso as to cause damages in an aggre-
gate amount exceeding fifty thousand doll ars.

Comput er tanmpering in the [first] SECOND degree is a class C felony.

S 15. The penal law is anended by adding a new section 156.28 to read
as foll ows:

S 156. 28 COWUTER TAMPERI NG I N THE FI RST DEGREE.

A PERSON | S GUILTY OF COVWUTER TAMPERI NG | N THE FI RST DEGREE WHEN HE
OR SHE COW TS THE CRI ME OF COVMPUTER TAMPERI NG | N THE FI FTH DEGREE AND
HE OR SHE | NTENTI ONALLY ALTERS | N ANY MANNER OR DESTROYS COWPUTER DATA
OR A COWUTER PROGRAM AND THEREBY CAUSES DAMAGES | N AN AGGREGATE AMOUNT
OF ONE M LLI ON DOLLARS OR MORE.

COVWPUTER TAMPERI NG I N THE FI RST DEGREE | S A CLASS B FELONY.

S 16. The penal law is amended by adding five new sections 156.60,
156. 65, 156. 70, 156.75 and 156.80 to read as foll ows:

S 156.60 DENIAL OF SERVICE ATTACK ON A COWUTER, COWVPUTER SERVI CE,
COWUTER PROGRAM OR COMPUTER NETWORK I N THE FI FTH DEGREE.

A PERSON | S GUILTY OF DENI AL OF SERVI CE ATTACK ON A COWUTER, COWPUTER
SERVI CE, COWUTER PROGRAM OR COWVPUTER NETWORK I N THE FI FTH DEGREE WHEN
HE OR SHE ACTI NG ALONE OR W TH OTHERS KNOW NGLY CAUSES THE TRANSM SSI ON
OF A PROGRAM | NFORMATI ON, CODE, OR COMMAND, OR OTHER ELECTRONIC COWWU-
NI CATION, AND AS A RESULT OF SUCH CONDUCT, | NTENTI ONALLY MAKES THE
COWUTER, COWPUTER SERVI CE, COWUTER PROGRAM OR COMPUTER NETWORK TEMPO
RARI LY OR | NDEFI NI TELY UNAVAI LABLE TO | TS | NTENDED USERS.

DENI AL OF SERVI CE ATTACK ON A COWPUTER, COWUTER SERVICE, COWPUTER
PROGRAM OR COWPUTER NETWORK IN THE FI FTH DEGREE | S A CLASS A M SDEMEA-
NOR.

S 156.65 DENI AL OF SERVICE ATTACK ON A COWUTER, COWUTER SERVI CE,
COWUTER PROGRAM OR COVPUTER NETWORK | N THE FOURTH DEGREE.

A PERSON | S GUILTY OF DENI AL OF SERVI CE ATTACK ON A COWUTER, COWPUTER
SERVI CE, COWUTER PROGRAM OR COWVPUTER NETWORK | N THE FOURTH DEGREE WWHEN
HE OR SHE COW TS THE CRI ME OF DENI AL OF SERVI CE ATTACK ON A COWPUTER,
COWUTER SERVI CE, COWUTER PROGRAM OR COWPUTER NETWORK |IN THE FIFTH
DEGREE AND THEREBY CAUSES DAMAGES OR LOSS THAT EXCEEDS ONE THOUSAND
DOLLARS TO ANOTHER PERSON OR PERSONS, AND/OR ONE OR MORE FI NANCI AL
| NSTI TUTI ONS ANDY OR OTHER BUSI NESSES.

DENIAL OF SERVICE ATTACK ON A COWUTER, COWPUTER SERVI CE, COWPUTER
PROGRAM OR COWMPUTER NETWORK I N THE FOURTH DEGREE | S A CLASS E FELONY.

S 156.70 DENI AL OF SERVICE ATTACK ON A COWUTER, COWUTER SERVI CE,
COWUTER PROGRAM OR COVMPUTER NETWORK | N THE THI RD DEGREE.

A PERSON 1S QU LTY OF DENI AL OF SERVI CE ATTACK ON A COWUTER I N THE
TH RD DEGREE WHEN HE OR SHE COM TS THE CRIME OF DENIAL OF SERVICE
ATTACK ON A COWUTER, COWPUTER SERVI CE, COVWPUTER PROGRAM OR COVPUTER
NETWORK | N THE FI FTH DEGREE AND THEREBY CAUSES DAMAGES OR LOSS THAT
EXCEEDS THREE THOUSAND DOLLARS TO ANOTHER PERSON OR PERSONS, AND/ OR TO
ONE OR MORE FI NANCI AL | NSTI TUTI ONS AND/ OR OTHER BUSI NESSES, OR COW TS
OR ATTEMPTS TO COWM T A CLASS D FELONY OR HI GHER LEVEL CRI ME OR ACTS AS
AN ACCESSORY TO THE COWM SSI ON OF A CLASS D OR H GHER LEVEL FELONY.

DENI AL OF SERVI CE ATTACK ON A COWPUTER, COWUTER SERVICE, COWPUTER
PROGRAM OR COWVPUTER NETWORK I N THE THI RD DEGREE | S A CLASS D FELONY.

S 156.75 DENFAL OF SERVICE ATTACK ON A COWUTER, COWVPUTER SERVI CE,
COWUTER PROGRAM OR COVPUTER NETWORK | N THE SECOND DEGREE.

A PERSON | S GUILTY OF DENI AL OF SERVI CE ATTACK ON A COWUTER, COWPUTER
SERVI CE, COWUTER PROGRAM OR COWMPUTER NETWORK | N THE SECOND DEGREE WWHEN
HE OR SHE COW TS THE CRI ME OF DENI AL OF SERVI CE ATTACK ON A COWPUTER,
COWUTER SERVI CE, COWUTER PROGRAM OR COVPUTER NETWORK I N THE FI FTH
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DEGREE AND THEREBY CAUSES DAMAGES OR LOSS THAT EXCEEDS FIFTY THOUSAND
DOLLARS TO ANOTHER PERSON OR PERSONS, AND/ OR FI NANCI AL | NSTI TUTI ONS
AND/ OR OTHER BUSI NESSES, OR COWM TS OR ATTEMPTS TO COWT A CLASS C
FELONY OR H GHER LEVEL CRIME OR ACTS AS AN ACCESSORY I N THE COWM SSI ON
OF A CLASS C OR H GHER LEVEL FELONY.

DENI AL OF SERVI CE ATTACK ON A COWPUTER, COWUTER SERVI CE, COWPUTER
PROGRAM OR COWMPUTER NETWORK | N THE SECOND DEGREE |S A CLASS C FELONY.

S 156.80 DENIAL OF SERVICE ATTACK ON A COWUTER, COWVPUTER SERVI CE,
COWUTER PROGRAM OR COVMPUTER NETWORK | N THE FI RST DEGREE.

A PERSON | S GUILTY OF DENI AL OF SERVI CE ATTACK ON A COWUTER, COWPUTER
SERVI CE, COWUTER PROGRAM OR COWMPUTER NETWORK I N THE FI RST DEGREE WHEN
HE OR SHE COW TS THE CRI ME OF DENI AL OF SERVI CE ATTACK ON A COWPUTER,
COWUTER SERVI CE, COWUTER PROGRAM OR COWPUTER NETWORK |IN THE FIFTH
DEGREE AND THEREBY CAUSES DAMAGES OR LOSS THAT EXCEEDS ONE M LLI ON
DOLLARS TO ANOTHER PERSON OR PERSONS, AND/OR ONE OR MORE FI NANCI AL
| NSTI TUTI ONS ANDY OR OTHER BUSI NESSES, OR COMM TS OR ATTEMPTS TO COWM T A
CLASS B FELONY OR H GHER LEVEL CRIME OR ACTS AS AN ACCESSORY I N THE
COW SSI ON ON A CLASS B OR HI GHER LEVEL FELONY.

DENI AL OF SERVI CE ATTACK ON A COWPUTER, COWUTER SERVI CE, COWPUTER
PROGRAM OR COWVPUTER NETWORK I N THE FI RST DEGREE | S A CLASS B FELONY.

S 17. Subdivision 2 of section 165.45 of the penal |aw, as anended by
chapter 81 of the laws of 1995, is anended to read as foll ows:

2. The property consists of a credit card, debit card or public bene-
fit card, OR PERSONAL |DENTIFYI NG | NFORVATI ON AS DEFI NED I N SECTI ON
190. 77 OF TH S CHAPTER; or

S 18. Section 165.50 of the penal |aw, as anended by chapter 515 of
the laws of 1986, is anended to read as foll ows:

S 165.50 Crim nal possession of stolen property in the third degree.

A person is quilty of crimnal possession of stolen property in the
third degree when he OR SHE knowi ngly possesses stolen property, wth
intent to benefit himself OR HERSELF or a person other than an owner
thereof or to inpede the recovery by an owner thereof, and when the
value of the property exceeds three thousand dollars, OR THE PROPERTY
CONS| STED OF THE PERSONAL | DENTI FYI NG | NFORMATI ON OF TVEENTY- FI VE OR MORE
PERSONS.

Crim nal possession of stolen property in the third degree is a class
D fel ony.

S 19. Section 165.52 of the penal |aw, as added by chapter 515 of the
| aws of 1986, is anended to read as foll ows:

S 165.52 Crim nal possession of stolen property in the second degree.

A person is guilty of crimnal possession of stolen property in the
second degree when he OR SHE knowi ngly possesses stolen property, with
intent to benefit hinself OR HERSELF or a person other than an owner
thereof or to inpede the recovery by an owner thereof, and when the
val ue of the property exceeds fifty thousand dollars, OR THE PROPERTY
CONSI STS OF THE PERSONAL | DENTI FYI NG | NFORMATI ON OF ONE HUNDRED OR MORE
PERSONS.

Crim nal possession of stolen property in the second degree is a class
C fel ony.

S 20. Section 165.54 of the penal |aw, as added by chapter 515 of the
| aws of 1986, is anended to read as foll ows:

S 165.54 Crim nal possession of stolen property in the first degree.

A person is qguilty of crimnal possession of stolen property in the
first degree when he OR SHE knowi ngly possesses stolen property, wth
intent to benefit himself OR HERSELF or a person other than an owner
thereof or to inpede the recovery by an owner, and when the val ue of the



Co~NOoOUIT~hWNE

S. 4072--B 8

property exceeds one mllion dollars, OR THE PROPERTY CONSISTS OF THE
PERSONAL | DENTI FYI NG | NFORMATI ON OF ONE THOUSAND OR MORE PERSONS

Crimnal possession of stolen property in the first degree is a class
B fel ony.

S 21. Section 190.60 of the penal |aw, as anended by chapter 491 of
the | aws of 1992, subdivision 1 as amended by chapter 357 of the | aws of
1996, is amended to read as foll ows:

S 190. 60 Schenme to defraud in the [second] FIFTH degree.

1. A person is gquilty of a schene to defraud in the [second] FIFTH
degree when he OR SHE engages in a schenme constituting a systematic
ongoi ng course of conduct with intent to defraud nore than one person or
to obtain property from nore than one person by false or fraudul ent
pretenses, representations or proni ses, and so obtains property from one
or nore of such persons.

2. In any prosecution under this section, it shall be necessary to
prove the identity of at |east one person fromwhomthe defendant so
obt ai ned property, but it shall not be necessary to prove the identity
of any other intended victim

Scheme to defraud in the [second] FIFTH degree is a class A m sdenea-
nor .

S 22. The penal law is amended by adding three new sections 190.62,
190. 63 and 190.64 to read as foll ows:

S 190. 62 SCHEME TO DEFRAUD | N THE FOURTH DEGREE

A PERSON | S GUILTY OF A SCHEME TO DEFRAUD I N THE FOURTH DEGREE WHEN HE
OR SHE ENGAGES IN A SCHEME TO DEFRAUD I N THE FI FTH DEGREE, AND

1. INTENDS TO OBTAI N PROPERTY OR SERVI CE FROM TEN OR MORE PERSONS; OR

2. THE VALUE OF THE PROPERTY OR SERVI CE OBTAI NED EXCEEDS ONE THOUSAND
DOLLARS; OR

3. I NTENDS TO OBTAI N AND DOES OBTAI N PROPERTY OR SERVI CE FROM AT LEAST
ONE VULNERABLE ELDERLY PERSON AS DEFI NED I N SECTI ON 260. 31 OF TH S CHAP-
TER

SCHEME TO DEFRAUD I N THE FOURTH DEGREE | S A CLASS E FELONY.

S 190. 63 SCHEME TO DEFRAUD I N THE THI RD DEGREE

A PERSON | S GUILTY OF A SCHEME TO DEFRAUD IN THE THI RD DEGREE WHEN HE
OR SHE ENGAGES IN A SCHEME TO DEFRAUD I N THE FI FTH DEGREE, AND

1. INTENDS TO OBTAIN PROPERTY OR SERVI CE FROM TVENTY- FI VE OR MORE
PERSONS; OR

2. THE VALUE OF THE PROPERTY OR SERVI CE OBTAI NED EXCEEDS THREE THOU-
SAND DOLLARS.

SCHEME TO DEFRAUD IN THE THI RD DEGREE IS A CLASS D FELONY
S 190. 64 SCHEME TO DEFRAUD | N THE SECOND DEGREE

A PERSON | S GUILTY OF A SCHEME TO DEFRAUD I N THE SECOND DEGREE WHEN HE
OR SHE ENGAGES IN A SCHEME TO DEFRAUD I N THE FI FTH DEGREE, AND

1. INTENDS TO OBTAIN PROPERTY OR SERVI CE FROM ONE HUNDRED OR MORE
PERSONS; OR

2. THE VALUE OF THE PROPERTY OR SERVI CE OBTAI NED EXCEEDS FIFTY THOU
SAND DOLLARS.

SCHEME TO DEFRAUD I N THE SECOND DEGREE | S A CLASS C FELONY.

S 23. Section 190.65 of the penal |aw, as anmended by chapter 291 of
the laws of 2008, is anended to read as foll ows:

S 190. 65 Schenme to defraud in the first degree.

[1.] A personis guilty of a schene to defraud in the first degree
when he or she[: (a)] engages in CONDUCT CONSTI TUTI NG a schene [consti -
tuting a systematic ongoi ng course of conduct with intent] to defraud
[ten] IN THE FI FTH DEGREE AND | NTENDS TO OBTAI N PROPERTY OR SERVI CE FROM
ONE THOUSAND or nore persons or to obtain property fromten or nore
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persons by false or fraudul ent pretenses, representations or pronises,
and so obtains property from one or nore of such persons; [or (b)
engages in a scheme constituting a systematic ongoi ng course of conduct
with intent to defraud nore than one person or to obtain property from
nore than one person by false or fraudulent pretenses, representations
or prom ses, and so obtains] AND VALUE OF THE property [with a value in
excess of one thousand dollars fromone or nore such persons; or (c)
engages in a schene constituting a systematic ongoi ng course of conduct
with intent to defraud nore than one person, nore than one of whomis a
vul nerable elderly person as defined in subdivision three of section
260. 30 of this chapter or to obtain property fromnore than one person

nore than one of whom is a vulnerable elderly person as defined in
subdi vi sion three of section 260.30 of this chapter, by false or fraudu-
| ent pretenses, representations or promses, and so obtains property
fromone or nore such persons.

2. In any prosecution wunder this section, it shall be necessary to
prove the identity of at |east one person from whom the defendant so
obtained property, but it shall not be necessary to prove the identity
of any other intended victim provided that in any prosecution under
paragraph (c) of subdivision one of this section, it shall be necessary
to prove the identity of at |east one such vul nerable elderly person as
defined in subdivision three of section 260.30 of this chapter] OR
SERVI CE OBTAI NED EXCEEDS ONE M LLI ON DOLLARS

Scheme to defraud in the first degree is a class [E] B fel ony.

S 24. Section 190.78 of the penal |aw, as added by chapter 619 of the
| aws of 2002, is anended to read as foll ows:

S 190.78 ldentity theft in the [third] FIFTH degree.

A person is guilty of identity theft in the [third] FIFTH degree when
he or she knowingly and with intent to defraud assunes the identity of
anot her person by presenting hinself or herself as that other person, or
by acting as that other person or by using personal identifying inform-
tion of that other person, and thereby:

1. obtains goods, noney, property or services or uses credit in the
nane of such other person or causes financial |oss to such person or to
anot her person or persons; or

2. conmits a class A m sdemeanor or higher |evel crine.

Identity theft in the [third] FIFTH degree is a class A m sdeneanor.

S 25. Section 190.79 of the penal |aw, as added by chapter 619 of the
| aws of 2002, subdivision 4 as anmended by chapter 279 of the laws of
2008, is anmended to read as foll ows:

S 190.79 ldentity theft in the [second] FOURTH degree.

A person is guilty of [identify] IDENTITY theft in the [second] FOURTH
degree when he or she knowingly and with intent to defraud assunes the
identity of another person by presenting hinself or herself as that
other person, or by acting as that other person or by using persona
identifying information of that other person, and thereby:

1. obtains goods, nobney, property or services or uses credit in the
nane of such other person in an aggregate anount that exceeds five
hundred dol | ars; or

2. causes financial loss to such person or to another person or
persons in an aggregate anmount that exceeds five hundred dollars; or

3. commts or attenpts to commt a felony or acts as an accessory to
the conm ssion of a felony; or

4. commts the crinme of identity theft in the [third] FIFTH degree as
defined in section 190.78 of this article and has been previously
convicted within the last [five years of identity theft in the third
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degree as defined in section 190.78, identity theft in the second degree
as defined in this section, identity theft in the first degree as
defined in section 190.80, unlawful possession of personal identifica-
tion information in the third degree as defined in section 190.81,

unl awf ul possessi on of personal identification information in the second
degree as defined in section 190.82, unlawful possession of persona

identification information in the first degree as defined in section
190. 83, unl awful possession of a skimrer device in the second degree as
defined in section 190.85, unlawful possession of a skinmer device in
the first degree as defined in section 190.86, grand larceny in the
fourth degree as defined in section 155.30, grand larceny in the third
degree as defined in section 155.35, grand larceny in the second degree
as defined in section 155.40 or grand larceny in the first degree as
defined in section 155.42 of this chapter] TEN YEARS, EXCLUDI NG ANY TI ME
PERI OD DURI NG WHI CH SUCH PERSON WAS | NCARCERATED FOR ANY REASON, OF ANY
CRIME IN TH S ARTI CLE OR ARTI CLE ONE HUNDRED SEVENTY OF THI S CHAPTER, OR
OF ANY LARCENY CRIME AS DEFINED IN ARTI CLE ONE HUNDRED FI FTY- FI VE OF
TH S CHAPTER, OR OF ANY CRI M NAL POSSESSI ON OF STOLEN PROPERTY CRIME AS
DEFI NED | N ARTI CLE ONE HUNDRED SI XTY-FI VE OF TH' S CHAPTER, OR HE OR SHE
KNOW NGLY AND W TH | NTENT TO DEFRAUD ASSUMES THE I DENTITY OF THREE OR
MORE PERSONS BY PRESENTING H MSELF OR HERSELF AS THOSE PERSONS OR BY
ACTI NG AS THOSE PERSONS OR BY USI NG PERSONAL | DENTI FYI NG | NFORVATI ON  OF
ANY OF THOSE PERSONS AND THEREBY OBTAINS GOODS, MONEY, PROPERTY OR
SERVI CES OR USES CREDIT IN THE NAME OF AT LEAST ONE SUCH PERSON, OR
CAUSES FINANCI AL LGOSS TO AT LEAST ONE SUCH PERSON OR TO ANOTHER PERSON
OR PERSONS.

Identity theft in the [second] FOURTH degree is a class E felony.

S 26. Section 190.80 of the penal |aw, as added by chapter 619 of the
laws of 2002, subdivision 4 as anended by chapter 279 of the | aws of
2008, is anmended to read as foll ows:

S 190.80 ldentity theft in the [first] TH RD degree.

A person is guilty of identity theft in the [first] TH RD degree when
he or she knowingly and with intent to defraud assunes the identity of
anot her person by presenting hinself or herself as that other person, or
by acting as that other person or by using personal identifying inform-
tion of that other person, and thereby:

1. obtains goods, nobney, property or services or uses credit in the
nane of such other person in an aggregate anount that exceeds two thou-
sand doll ars; or

2. causes financial loss to such person or to another person or
persons in an aggregate anmount that exceeds two thousand dollars; or

3. commts or attenpts to commt a class D felony or higher |evel
crime or acts as an accessory in the comm ssion of a class D or higher
| evel felony; or

4. commts the crime of identity theft in the [second] FOURTH degree
as defined in section 190.79 of this article and has been previously
convicted within the last [five years of identity theft in the third
degree as defined in section 190.78, identity theft in the second degree
as defined in section 190.79, identity theft in the first degree as
defined in this section, unlawful possession of personal identification
information in the third degree as defined in section 190.81, unlawf ul
possession of personal identification information in the second degree
as defined in section 190.82, unlawful possession of personal identifi-
cation information in the first degree as defined in section 190. 83,
unl awf ul possession of a skimer device in the second degree as defined
in section 190.85, unlawful possession of a skimer device in the first
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degree as defined in section 190.86, grand larceny in the fourth degree
as defined in section 155.30, grand larceny in the third degree as
defined in section 155.35, grand larceny in the second degree as defined
in section 155.40 or grand larceny in the first degree as defined in
section 155.42 of this chapter] TEN YEARS, EXCLUDING ANY TIMe PERI OD
DURING WH CH SUCH PERSON WAS | NCARCERATED FOR ANY REASQN, OF ANY CRI ME
IN THI S ARTI CLE OR ARTI CLE ONE HUNDRED SEVENTY OF THIS CHAPTER, OR OF
ANY LARCENY CRIME AS DEFINED I N ARTI CLE ONE HUNDRED FI FTY-FIVE OF TH S
CHAPTER, OR OF ANY CRIM NAL POSSESSION OF STOLEN PROPERTY CRIME AS
DEFINED |IN ARTICLE ONE HUNDRED SI XTY-FI VE OF TH S CHAPTER, OR ASSUMES
THE | DENTI TY OF TEN OR MORE PERSONS BY PRESENTI NG H MSELF OR HERSELF AS
THOSE OTHER PERSONS, OR BY ACTI NG AS THOSE OTHER PERSONS, OR BY USI NG
PERSONAL | DENTI FYI NG | NFORMVATI ON OF THOSE OTHER PERSONS, AND THEREBY
OBTAI NI NG GOODS, MONEY, PROPERTY OR SERVI CES OR USES CREDI T | N THE NAME
OF AT LEAST ONE SUCH PERSON, OR CAUSES FI NANCI AL LOSS TO AT LEAST ONE
SUCH PERSON, TO ANOTHER PERSON OR PERSONS.

Identity theft in the [first] THIRD degree is a class D fel ony.

S 27. Section 190.80-a of the penal |aw, as added by chapter 226 of
the laws of 2008, is renunbered section 190.80-c and amended, and two
new sections 190.80-a and 190.80-b are added to read as foll ows:

S 190. 80-A I DENTITY THEFT | N THE SECOND DEGREE.

A PERSON | S GUILTY OF | DENTITY THEFT I N THE SECOND DEGREE WHEN:

1. HE OR SHE KNOW NGLY AND W TH | NTENT TO DEFRAUD ASSUVMES THE | DENTI TY
OF ANOTHER PERSON BY PRESENTI NG H MSELF OR HERSELF AS THAT OTHER PERSON,
OR BY ACTING AS THAT OIHER PERSON OR BY USI NG PERSONAL | DENTI FYI NG
| NFORVMATI ON OF THAT OTHER PERSON, AND THEREBY:

A. OBTAINS GOODS, MONEY, PROPERTY OR SERVICES OR USES CREDIT IN THE
NAME OF SUCH OTHER PERSON |IN AN AGGREGATE AMOUNT THAT EXCEEDS
TVENTY- FI VE THOUSAND DOLLARS; OR

B. CAUSES FI NANCI AL LOSS TO SUCH PERSON TO ANOTHER PERSON OR PERSONS
I N AN AGGREGATE AMOUNT THAT EXCEEDS TWENTY- FI VE THOUSAND DOLLARS; OR

C COWMTS OR ATTEMPTS TO COW T A CLASS C FELONY OR HI GHER LEVEL
CRIME OR ACTS AS AN ACCESSORY IN THE COM SSION OF A CLASS C OR HI GHER
LEVEL FELONY; OR

D. COW TS THE CRIME OF I DENTITY THEFT I N THE THI RD DEGREE AS DEFI NED
I N SECTION 190.80 OF THIS ARTICLE AND HAS BEEN PREVIQUSLY CONVI CTED
WTH N THE LAST TEN YEARS, EXCLUDI NG ANY TI ME DURI NG WHI CH SUCH PERSON
WAS | NCARCERATED FOR ANY REASON, OF ANY CRIME IN THI S ARTI CLE OR ARTI CLE
ONE HUNDRED SEVENTY OF THI S CHAPTER, OR ANY LARCENY CRI ME AS DEFINED IN
ARTICLE ONE HUNDRED FIFTY-FIVE OF TH S CHAPTER, OR OF ANY CRI M NAL
POSSESSI ON OF STOLEN PROPERTY CRI ME AS DEFINED IN ARTICLE ONE HUNDRED
SI XTY-FI VE OF TH S CHAPTER, OR

2. ASSUMES THE |DENTITY OF TWENTY-FI VE OR MORE PERSON BY PRESENTI NG
H MSELF OR HERSELF AS THOSE OTHER PERSONS, OR BY ACTING AS THOSE OTHER
PERSONS, OR BY USING PERSONAL | DENTI FYI NG | NFORMATI ON OF THOSE OTHER
PERSONS, AND THEREBY OBTAI NS GOODS, MONEY, PROPERTY OR OR SERVICES OR
USES CREDI T IN THE NAME OF AT LEAST ONE SUCH PERSON, OR CAUSES FI NANCI AL
LOSS TO AT LEAST ONE SUCH PERSON, OR TO ANOTHER PERSON OR PERSONS.

| DENTI TY THEFT | N THE SECOND DEGREE OF A CLASS C FELONY.

S 190. 80-B I DENTITY THEFT I N THE FI RST DEGREE.

A PERSON | S GUILTY OF I DENTITY THEFT I N THE FI RST DEGREE WHEN:

1. HE OR SHE KNOW NGLY AND W TH | NTENT TO DEFRAUD ASSUVMES THE | DENTI TY
OF ANOTHER PERSON BY PRESENTI NG H MSELF OR HERSELF AS THAT OTHER PERSON,
OR BY ACTING AS THAT OIHER PERSON OR BY USI NG PERSONAL | DENTI FYI NG
| NFORVATI ON, AND THEREBY:
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A. OBTAINS GOODS, MONEY, PROPERTY OR SERVICES OR USES CREDIT IN THE
NAME OF SUCH OTHER PERSON |IN AN AGGREGATE AMOUNT THAT EXCEEDS FI VE
HUNDRED THOUSAND DOLLARS; OR

B. CAUSES FINANCIAL LOSS TO SUCH PERSON OR TO ANOTHER PERSON OR
PERSONS | N AN AGGREGATE AMOUNT THAT EXCEEDS FIVE HUNDRED THOUSAND
DOLLARS; OR

C COWMTS OR ATTEMPTS TO COW T A CLASS B FELONY OR HI GHER LEVEL
CRIME OR ACT AS AN ACCESSORY IN THE COMWM SSION OF A CLASS B OR H GHER
LEVEL FELONY; OR

D. COM TS THE CRIME OF | DENTITY THEFT I N THE SECOND DEGREE AS DEFI NED
IN SECTION 190.80-A OF TH S ARTI CLE AND HAS BEEN PREVI OQUSLY CONVI CTED
W THI N THE LAST TEN YEARS, EXCLUDI NG ANY TI ME DURI NG WHI CH SUCH PERSON
WAS | NCARCERATED FOR ANY REASON, OF ANY CRIME IN THI S ARTI CLE OR ARTI CLE
ONE HUNDRED SEVENTY OF THI S CHAPTER, OR OF ANY LARCENY CRI ME AS DEFI NED
I N ARTI CLE ONE HUNDRED FI FTY-FIVE OF THI S CHAPTER, OR OF ANY CRI M NAL
POSSESSI ON OF STOLEN PROPERTY CRI ME AS DEFI NED | N ARTI CLE ONE HUNDRED
SI XTY-FI VE OF TH S CHAPTER, OR

2. ASSUMES THE | DENTI TY OF ONE HUNDRED OR MORE PERSONS BY PRESENTI NG
H MSELF OR HERSELF AS THOSE OTHER PERSONS, OR BY ACTI NG AS THOSE OTHER
PERSONS, OR BY USI NG PERSONAL | DENTI FYI NG | NFORMATION OF THOSE OTHER
PERSONS, AND THEREBY OBTAI NS GOODS, MONEY, PROPERTY OR SERVI CES OR USES
CREDIT I N THE NAME OF A LEAST ON SUCH PERSON, OR CAUSES FI NANCI AL LGsSS
TO AT LEAST ON SUCH PERSON, OR TO ANOTHER PERSON OR PERSONS.

| DENTI TY THEFT I N THE FI RST DEGREE | S A CLASS B FELONY.

S 190. 80-c Aggravated identity theft.

A person is guilty of aggravated identity theft when he or she know
ingly and with intent to defraud assunes the identity of another person
by presenting hinself or herself as that other person, or by acting as
t hat ot her person or by using personal identifying information of that
ot her person, and knows that such person is a nenber of the armed forc-
es, and knows that such nmenber is presently deployed outside of the
continental United States OR KNOAS THAT SUCH PERSON | S A VULNERABLE
ELDERLY PERSON OR A PHYSI CALLY DI SABLED PERSON AS SUCH TERMS ARE DEFI NED
I N SECTI ON 260.31 OF TH S CHAPTER AND:

1. thereby obtains goods, noney, property or services or uses credit
in the nane of such [nmenber of the armed forces] IND VIDUAL in an aggre-
gate anmount that exceeds five hundred dollars; or

2. thereby causes financial |oss to such [nmenber of the armed forces]
I NDI VI DUAL in an aggregate anount that exceeds five hundred doll ars.

Aggravated identity theft is a class D fel ony.

S 28. Sections 190.85 and 190.86 of the penal |aw, as added by chapter
279 of the |aws of 2008, are anended to read as foll ows:

S 190.85 [Unlawful] CRIM NAL possession of a skinmer device in the
second degr ee.

1. A personis guilty of [unlawful] CRI M NAL possession of a skimmer
device in the second degree when he or she possesses a skinmer device
with the intent that such device be used in furtherance of the comm s-
sion of the crinme of identity theft [or unlawful possession of persona
identification information] as defined in this article, LARCENY AS
DEFI NED | N ARTI CLE ONE HUNDRED FI FTY-FI VE OF TH S CHAPTER, OR CRI M NAL
POSSESSI ON OF STOLEN PROPERTY AS DEFINED IN ARTICLE ONE HUNDRED
SI XTY-FI VE OF THI S CHAPTER

2. For purposes of this article, "skimer device" neans a device
designed or adapted to obtain personal identifying information froma
credit card, debit card, public benefit card, access card or device, or
ot her card or device that contains personal identifying informtion.
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[Unlawful] CRIM NAL possession of a skinmer device in the second
degree is a class [A m sdenmeanor] D FELONY
S 190.86 [Unl awful] CRIM NAL possession of a skimrer device in the first

degr ee.

A person is quilty of J[unlawful] CRIM NAL possession of a ski mrer
device in the first degree when he or she commts the crime of [unlaw
ful] CRIM NAL possession of a skimrer device in the second degree and he
or she has been previously convicted within the last [five years of
identity theft in the third degree as defined in section 190.78, identi-
ty theft in the second degree as defined in section 190.79, identity
theft in the first degree as defined in section 190.80, unlawf ul
possessi on of personal identification information in the third degree as
defined in section 190.81, unlawful possession of personal identifica-
tion information in the second degree as defined in section 190.82,
unl awf ul possessi on of personal identification information in the first
degree as defined in section 190.83, unlawful possession of a skimer
device in the second degree as defined in section 190.85, unlaw ul
possession of a skinmer device in the first degree as defined in this
section, grand larceny in the fourth degree as defined in section
155.30, grand larceny in the third degree as defined in section 155. 35,
grand larceny in the second degree as defined in section 155.40 or grand
larceny in the first degree as defined in section 155.42 of this chap-
ter] TEN YEARS, EXCLUDI NG ANY TI ME DURI NG WHI CH SUCH PERSON WAS | NCAR-
CERATED FOR ANY REASON, FOR ANY CRIME IN THS ARTICLE OR ARTICLE ONE
HUNDRED SEVENTY OF TH S CHAPTER, OR OF ANY LARCENY CRI ME AS DEFI NED I N
ARTI CLE ONE HUNDRED FI FTY-FIVE OF THIS CHAPTER, OR OF ANY CRI M NAL
POSSESSI ON OF STOLEN PROPERTY CRI ME AS DEFI NED | N ARTI CLE ONE HUNDRED
SI XTY-FI VE OF THI S CHAPTER

[Unl awful ] CRI M NAL possession of a skimer device in the first degree
is a class [E] C felony.

S 29. Paragraph (1) of subdivision 4 of section 20.40 of the crimna
procedure |aw, as amended by section 3 of subpart C of part C of chapter
97 of the laws of 2011, is amended to read as foll ows:

(1) An offense of identity theft, LARCENY, CRI M NAL POSSESSI ON OF
STOLEN PROPERTY, or unlawful possession of personal identifying inform-
tion, IN WH CH THE PROPERTY STOLEN OR CRI M NALLY POSSESSED |S PERSONAL
| DENTI FYI NG | NFORMATION OR COWPUTER DATA OR COVPUTER PROGRAM and al |
crimnal acts conmitted as part of the sane crimnal transaction as
defined in subdivision two of section 40.10 of this chapter nay be pros-
ecuted (i) in any county in which part of the offense took place regard-
|l ess of whether the defendant was actually present in such county, or
(ii) in the county in which the person who suffers financial |oss
resided at the tine of the comm ssion of the offense, or (iii) in the
county where the person whose personal identifying information was used
in the commssion of the offense resided at the time of the comm ssion
of the offense. The | aw enforcenent agency of any such county shall take
a police report of the matter and provide the conplainant with a copy of
such report at no charge.

S 30. Subdivision 2 of section 690.05 of the crimnal procedure |aw,
as anended by chapter 504 of the |aws of 1991, the opening paragraph as
anended by chapter 424 of the laws of 1998, is anended to read as
fol | ows:

2. A search warrant is a court order and process directing a police
of ficer, DI STRICT ATTORNEY OR OTHER PUBLI C SERVANT OF THE KI ND DESCRI BED
N SUBDI VI SION ONE OF THI' S SECTI ON, to conduct:
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(a) a search of designated prem ses, or of a designated vehicle, or of
a designated person, OR OF AN ELECTRONI C COVMUNI CATI ON SERVI CE OR REMOTE
COWPUTI NG SERVI CE, for the purpose of seizing designated property or
kinds of property, and to deliver any property so obtained to the court
whi ch i ssued the warrant; or

(b) a search of a designated prem ses for the purpose of searching for
and arresting a person who is the subject of: (i) a warrant of arrest
i ssued pursuant to this chapter, a superior court warrant of arrest
i ssued pursuant to this chapter, or a bench warrant for a felony issued
pursuant to this chapter, where the designated prem ses is the dwelling
of a third party who is not the subject of the arrest warrant; or

(ii) a warrant of arrest issued by any other state or federal court
for an offense which would constitute a felony under the laws of this
state, where the designated prenises is the dwelling of a third party
who is not the subject of the arrest warrant.

AS USED IN THI S SECTI ON, THE TERM "ELECTRONI C COVMUNI CATI ONS SERVI CE"
MEANS ANY SERVI CE WHI CH PROVI DES TO USERS THERECF THE ABI LI TY TO SEND OR
RECEIVE WRE OR ELECTRONI C COVMUNI CATI ONS. " REMOTE COMPUTI NG SERVI CE"
MEANS ANY SERVI CE WHI CH PROVI DES TO USERS THERECF COWUTER STORAGE OR
PROCESSI NG SERVI CES BY MEANS OF AN ELECTRONI C COVMUNI CATI ONS SYSTEM THE
TERVMS " ELECTRONI C COVMUNI CATI ON SERVI CE" AND " REMOTE COWPUTI NG SERVI CE"
SHALL BE CONSTRUED IN ACCORDANCE WTH THE ELECTRONIC COVMUNI CATI ONS
PRI VACY ACT | N CHAPTER 121 ( COMMENCI NG W TH SECTI ON 2701) OF PART | OF
TITLE 18 OF THE UNI TED STATE CODE ANNOTATED. THI'S SECTION SHALL NOT
APPLY TO CORPORATI ONS THAT DO NOT PROVI DE THOSE SERVI CES TO THE GENERAL
PUBLI C.

S 31. Subdivision 1 of section 690.15 of the crimnal procedure lawis
amended to read as foll ows:

1. A search warrant nust direct a search of one or nore of the
fol | ow ng:

(a) A designated or described place or prem ses;

(b) A designated or described vehicle, as that termis defined in
section 10.00 of the penal |aw,

(c) A designated or described person[.];

(D) A DESI GNATED OR DESCRIBED ELECTRONIC COVMUNI CATION SERVICE OR
REMOTE COWVPUTI NG SERVI CE.

S 32. Section 690.20 of the crimnal procedure |aw is anended by
addi ng a new subdivision 3 to read as fol |l ows:

3. THE PROVI SIONS OF SUBDI VISION ONE OF THI'S SECTION TO THE CONTRARY
NOTW THSTANDI NG, A SEARCH WARRANT DI RECTI NG THE SEARCH OF A DESI GNATED
OR DESCRIBED ELECTRONIC COMMUNI CATION SERVICE OR REMOTE COWPUTI NG
SERVI CE, MAY BE EXECUTED ON ANY COWMPANY, CORPORATION OR ENTITY WHICH IS
HEADQUARTERED OR LOCATED OUTSI DE OF THE STATE OF NEW YORK, AND WH CH
CONDUCTS | TS REGULAR BUSI NESS | N NEW YORK OR THAT OFFERS | TS SERVI CES TO
RESI DENTS OF NEW YORK. SERVICE ON ANY SUCH ELECTRONI C COVMUNI CATI ON
SERVI CE OR REMOTE COVPUTI NG SERVI CE ENTITY MAY BE MADE BY PERSONAL
DELI VERY W THI N THE STATE, BY REQ STERED OR CERTI FI ED MAI L. SERVI CE MAY
ALSO BE MADE BY FACSIMLE OR OTHER ELECTRONIC MEANS I F THE SERVICE | S
ACCOVPANI ED W TH A CERTI FI CATI ON FROM THE SENDER THAT SUCH SENDER |S A
POLICE OFFICER, DISTRICT ATTORNEY OR OTHER PUBLI C SERVANT SPECI FI ED I N
SUBDI VI SION ONE OF SECTION 690.05 OF THIS ARTICLE. IF AN ENTITY SHALL
REFUSE SUCH SERVICE, THEN SUCH POLICE OFFI CER, DI STRICT ATTORNEY OR
OTHER PUBLI C SERVANT LOCATED WTHI N THE JURI SDI CTION IN WHI CH THE ELEC
TRONIC COVWUNI CATION SERVICE OR REMOTE COWPUTING SERVICE ENTITY IS
LOCATED MAY SERVE THE WARRANT UPON SUCH ENTI TY. A SEARCH WARRANT | SSUED
PURSUANT TO THI' S SUBDI VI SI ON SHALL BE LIM TED I N SCOPE TO THE DESI GNATED
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OR DESCRI BED ELECTRONI C RECORDS OR DATA, EITHER I N PAPER OR ELECTRONI C
FORM THAT ARE MADE, KEPT, OR MAI NTAI NED BY THE ELECTRONI C COVMUNI CATI ON
SERVI CE OR REMOTE COWVPUTI NG SERVI CE, AND SHALL NOT | NCLUDE ANY OTHER
PHYSI CAL OR TANG BLE | TEMS. ANY ELECTRONI C RECORDS OR DATA RESPONSI VE TO
A SEARCH WARRANT | SSUED PURSUANT TO THI S SUBDI VI SI ON SHALL BE ADM TTED
| NTO EVI DENCE BEFORE THE GRAND JURY OR AT TRIAL I N ACCORD W TH THE RULES
AND LAWS OF NEW YORK STATE.

S 33. Section 690.30 of the crimnal procedure law is anended by
addi ng a new subdivision 3 to read as fol |l ows:

3. ANY PROVISION OF SUBDIVISION ONE OF THI'S SECTI ON TO THE CONTRARY
NOTW THSTANDI NG, A SEARCH WARRANT THAT | S | SSUED PURSUANT TO SUBDI VI SI ON
THREE OF SECTI ON 690.20 OF THI S ARTI CLE | S DEEMED EXECUTED AT THE TIME
THAT SERVI CE | S MADE UPON THE ELECTRONI C COVMUNI CATI ON SERVI CE OR REMOTE
COVPUTI NG SERVI CE ENTI TY PURSUANT TO SUCH SUBDI VI SI ON

S 34. Section 496.06 of the penal |aw, as added by section 14 of
subpart A of part H of chapter 55 of the laws of 2014, is anended to
read as foll ows:

S 496. 06 Public corruption.

1. A person conmits the crine of public corruption when: (a) (i) being
a public servant he or she conmts a specified offense through the use
of his or her public office, or (ii) being a person acting 1in concert
with such public servant he or she commits a specified offense, and (b)
the state or any political subdivision thereof or any governnental
instrunmentality within the state is the owner of the property.

2. A "specified offense” is an offense defined by any of the foll ow ng
provisions of this <chapter: section 155.25 (petit |arceny); section
155.30 (grand larceny in the fourth degree); section 155.35 (grand
larceny in the third degree); section 155.40 (grand larceny in the
second degree); section 155.42 (grand larceny in the first degree);
section 190.60 (schenme to defraud in the [second] FIFTH degree); SECTION
190. 62 (SCHEME TO DEFRAUD | N THE FOURTH DEGREE); SECTION 190. 63 ( SCHEME
TO DEFRAUD IN THE THI RD DEGREE); SECTION 190.64 (SCHEME TO DEFRAUD |IN
THE SECOND DEGREE); or section 190.65 (schenme to defraud in the first
degree).

S 35. Section 190.77 of the penal |aw, as anended by chapter 226 of
the laws of 2008, subdivision 1 as separately anended by chapter 279 of
the laws of 2008, is anended to read as foll ows:

S 190.77 O fenses involving theft of identity; definitions.

1. For the purposes of sections 190.78, 190.79, 190.80 [and],
190. 80-a, 190.80-B, 190.80-C and 190.85 of this article "personal iden-
tifying informati on" neans a person's nanme, address, telephone nunber,
date of birth, driver's license nunber, social security nunber, place of
enpl oynment, nother's nmaiden nane, financial services account nunber or
code, savings account nunber or code, checking account nunber or code,
brokerage account nunber or code, credit card account nunber or code,
debit card nunber or code, automated teller nachine nunber or code,
taxpayer identification nunber, conputer system password, signature or
copy of a signature, electronic signature, unique bionetric data that is
a fingerprint, voice print, retinal inage or iris imge of another
person, telephone <calling card nunber, nobile identification nunber or
code, electronic serial nunber or personal identification nunber, or any
ot her nanme, nunber, code or information that nmay be wused alone or in
conjunction with other such information to assune the identity of anoth-
er person.

2. For the purposes of sections 190.78, 190.79, 190.80, 190.80-a,
190. 80-B, 190.80-C, 190.81, 190.82 and 190.83 of this article:
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a. "electronic signature"” shall have the sane neaning as defined in
subdivision three of section three hundred two of the state technol ogy
| aw.

b. "personal identification nunmber" neans any nunber or code which may
be used alone or in conjunction with any other information to assune the
identity of another person or access financial resources or credit of
anot her person.

c. "menber of the armed forces" shall nean a person in the mlitary
service of the United States or the mlitary service of the state,
including but not limted to, the arned forces of the United States, the
army national guard, the air national guard, the New York naval mlitia,
the New York guard, and such additional forces as nay be created by the
federal or state governnment as authorized by |aw.

S 36. Subdivision 2 of section 190.83 of the penal |aw, as separately
anmended by chapters 226 and 279 of the laws of 2008, is anmended to read
as foll ows:

2. he or she has been previously convicted within the last five years
of identity theft in the third degree as defined in section [190.78]
190.80, identity theft in the second degree as defined in section
[190.79] 190.80-A, identity theft inthe first degree as defined in
section [190.80] 190.80-B, unlawful possession of personal identifica-
tion information in the third degree as defined in section 190.81,
unl awf ul possessi on of personal identification information in the second
degree as defined in section 190.82, unlawful possession of persona
identification information in the first degree as defined in this
section, [unlawful] CRIMNAL possession of a skinmer device in the
second degree as defined in section 190.85, [unlawful] CRI M NAL
possessi on of a skimer device in the first degree as defined in section
190. 86, grand larceny in the fourth degree as defined in section 155. 30,
grand larceny in the third degree as defined in section 155.35, grand
| arceny in the second degree as defined in section 155.40 or grand
larceny in the first degree as defined in section 155.42 of this chap-
ter; or

S 37. Paragraph (s) of subdivision 8 of section 700.05 of the crimna
procedure |aw, as added by chapter 619 of the [aws of 2002, is anended
to read as foll ows:

(s) Ildentity theft in the second degree, as defined in section
[190. 79] 190.80-A of the penal law, identity theft in the first degree,
as defined in section [190.80] 190.80-B of the penal |aw, unlaw ul
possessi on of personal identification information in the second degree,
as defined in section 190.82 of the penal |aw, and unl awful possession
of personal identification information in the first degree, as defined
in section 190.83 of the penal |aw

S 38. Paragraph (a) of subdivision 3 of section 490.05 of the pena
| aw, as anended by section 7 of part A of chapter 1 of the | aws of 2004,
is amended to read as foll ows:

(a) "Specified offense" for purposes of this article neans a class A
felony offense other than an offense as defined in article two hundred
twenty, a violent felony offense as defined in section 70. 02,
mansl aughter in the second degree as defined in section 125.15, crimna
tanpering in the first degree as defined in section 145.20, identity
theft in the second degree as defined in section [190.79] 190.80-A,
identity theft in the first degree as defined in section [190.80]
190. 80- B, unl awful possession of personal identification information in
the second degree as defined in section 190.82, unlawful possession of
personal identification information in the first degree as defined in
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section 190.83, noney laundering in support of terrorismin the fourth
degree as defined in section 470.21, noney |aundering in support of
terrorism in the third degree as defined in section 470.22, noney | aun-
dering in support of terrorism in the second degree as defined in
section 470.23, noney |laundering in support of terrorism in the first
degree as defined in section 470.24 of this chapter, and includes an
attenpt or conspiracy to conmt any such offense.

S 39. Subdivision 1 and paragraph (b) of subdivision 4 of section
60.27 of the penal |aw, subdivision 1 as anended by chapter 279 of the
| aws of 2008, and paragraph (b) of subdivision 4 as anended by chapter
313 of the | aws of 2011, are anended to read as foll ows:

1. In addition to any of the dispositions authorized by this article,
the court shall consider restitution or reparation to the victimof the
crime and may require restitution or reparation as part of the sentence
i nposed upon a person convicted of an offense, and after providing the
district attorney with an opportunity to be heard in accordance with the
provisions of this subdivision, require the defendant to make restitu-
tion of the fruits of his or her offense or reparation for the actua
out - of - pocket 1oss caused thereby and, in the case of a violation of
section 190.78, 190.79, 190.80, 190.80-A, 190.80-B, 190.82 or 190.83 of
this chapter, any costs or losses incurred due to any adverse action
taken against the victim The district attorney shall where appropriate,
advise the court at or before the tine of sentencing that the victim
seeks restitution or reparation, the extent of injury or economc |oss
or danage of the victim and the anobunt of restitution or reparation
sought by the wvictim in accordance with his or her responsibilities
under subdivision two of section 390.50 of the crimnal procedure |aw
and article twenty-three of the executive |law. The court shall hear and
consider the information presented by the district attorney in this
regard. In that event, or when the victiminpact statenent reports that
the victimseeks restitution or reparation, the <court shall require,
unl ess the interests of justice dictate otherwise, in addition to any of
the dispositions authorized by this article that the defendant nake
restitution of the fruits of the offense and reparation for the actua
out - of -pocket loss and, in the case of a violation of section 190.78,
190. 79, 190.80, 190.82 or 190.83 of this chapter, any costs or |osses
incurred due to any adverse action, caused thereby to the victim In the
event that restitution or reparation are not ordered, the court shal
clearly state its reasons on the record. Adverse action as used in this
subdi vision shall rmean and include actual loss incurred by the victim
i ncludi ng an anmount equal to the value of the tinme reasonably spent by
the victimattenpting to renediate the harmincurred by the victimfrom
the of fense, and the consequential financial |osses fromsuch action.

(b) the term™"victim' shall include the victim of the offense, the
representative of a crime victim as defined in subdivision six of
section six hundred twenty-one of the executive |law, an individual whose
identity was assunmed or whose personal identifying information was used
in violation of section 190.78, 190.79 J[or], 190.80, 190.80-A OR
190. 80-B of this chapter, or any person who has suffered a financia
loss as a direct result of +the acts of a defendant in violation of
section 190.78, 190.79, 190.80, 190.80-A, 190.80-B, 190.82 or 190.83 of
this chapter, a good samaritan as defined in section six hundred twen-
ty-one of the executive |aw and the office of victimservices or other
government al agency that has received an application for or has provided
fi nanci al assi stance or conpensation to the victim A victimshall also
mean any owner or |awful producer of a naster recording, or a trade
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associ ation that represents such ower or Ilawful producer, that has
suffered injury as a result of an offense as defined in article two
hundred seventy-five of this chapter.

S 40. This act shall take effect inmediately.



