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STATE OF NEW YORK

3119
2015- 2016 Regul ar Sessi ons
I N SENATE
February 2, 2015

Introduced by Sen. ORTT -- read twi ce and ordered printed, and when
printed to be committed to the Conmittee on Education

AN ACT to anend the education law, in relation to enacting the "KI12
student privacy and cloud conputing act” to prohibit service providers
who offer cloud conputing services to primary and secondary educa-
tional institutions from processing student data for comercia
pur poses

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Short title. This act shall be known and may be cited as
the "K12 student privacy and cloud conputing act".

S 2. Legislative findings. The | egislature hereby finds and decl ares:

1. doud conputing services enable convenient, on-demand network
access to a shared pool of configurable conmputing resources (including
net wor ks, servers, storage, applications, and services) that can be
rapidly provisioned and released with mniml managenment effort or
service provider interaction;

2. Coud conputing services offer trenendous potential to educationa
institutions in ternms of hel ping consolidate technical infrastructure,
reducing energy and capital costs, increasing collaboration through
"anyti me- anywhere" access to applications and information, and reali zing
ef ficiencies, network resilience, and flexible deploynent; and

3. Coud conmputing service providers hold the potential to invade the
privacy of students by tracking students' online activities for comrer-
ci al purposes, such as delivering behaviorally targeted advertising or
otherwise inproving advertising services that the service provider nay
offer in connection with or separate fromthe services it offers to the
educational institution.

In light of the foregoing, the |legislature deens it necessary to
ensure that when an educational institution engages a cloud conputing
service provider to process student data, that the service provider uses
student data only for the benefit of the educational institution and
does not use such data for the service provider's own commercia
pur poses.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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S 3. The education law is anmended by adding a new section 756 to read
as foll ows:

S 756. STUDENT PRI VACY AND CLOUD COVPUTI NG. 1. DEFINITIONS. FOR THE
PURPCSES OF THI' S SECTI ON, THE FOLLOW NG TERMS SHALL HAVE THE FOLLOW NG
MEANI NGS:

(A) "CLOUD COWUTING SERVICE'" SHALL MEAN A SERVICE THAT ENABLES
CONVENI ENT, ON- DEMAND NETWORK ACCESS TO A SHARED POOL OF CONFI GURABLE
COWUTI NG RESOURCES TO PROVIDE A STUDENT, TEACHER OR STAFF MEMBER
ACCOUNT- BASED PRODUCTI VI TY APPLI CATI ONS SUCH AS EMAI L, DOCUMENT STORAGE
AND DOCUMENT EDI TI NG THAT CAN BE RAPI DLY PROVI SI ONED AND RELEASED W TH
M N MAL MANAGEMENT EFFORT OR CLOUD COWPUTI NG SERVICE PROVIDER | NTER-
ACTI ON.

(B) "CLOUD COWUTING SERVICE PROVIDER' SHALL MEAN AN ENTITY, OTHER
THAN AN EDUCATI ONAL | NSTI TUTIQN, THAT OPERATES A CLOUD COWPUTI NG
SERVI CE.

(C) "EDUCATI ONAL | NSTI TUTI ON' SHALL MEAN ANY PUBLI C OR NONPUBLI C
SCHOOL, CHARTER SCHOOL, SCHOOL DI STRICT OR BOARD OF COOPERATI VE EDUCA-
TI ONAL SERVI CES SERVI NG STUDENTS | N GRADES Kl NDERGARTEN THROUGH TWELFTH
GRADE.

(D) "PERSON' SHALL MEAN | NDI VI DUAL, PARTNERSHI P, CORPCRATI ON, ASSCCI -
ATI ON, COVPANY OR ANY OTHER LEGAL ENTITY.

(E) "PROCESS' OR "PROCESSING' SHALL MEAN TO USE, ACCESS, MANI PULATE,
SCAN, MODI FY, TRANSFORM DI SCLOSE, STORE, TRANSM T, TRANSFER, RETAI N,
AGGREGATE, OR DI SPOSE OF STUDENT DATA.

(F) "STUDENT DATA" SHALL MEAN ANY | NFORVATI ON OR MATERI ALS | N ANY
MEDI A OR FORVAT CREATED OR PROVI DED BY: (1) A STUDENT IN THE COURSE OF
THE STUDENT'S USE OF THE CLOUD COWVPUTI NG SERVICE; OR (I1) AN EMPLOYEE OR
AGENT OF THE EDUCATI ONAL | NSTI TUTI ON THAT IS RELATED TO A STUDENT. IN
EACH CASE THE TERM " STUDENT DATA" SHALL | NCLUDE, BUT NOT BE LIMTED TO
THE NAME, ELECTRONIC MAIL ADDRESS, POSTAL ADDRESS, PHONE NUMBER, EMAI L
MESSAGE, WORD PROCESSI NG DOCUMENTS, UNI QUE | DENTI FI ERS, METADATA, OF A
STUDENT, OR ANY AGGREGATI ONS OR DERI VATI VES THERECF.

2. PROH BI'TION ON THE USE OF STUDENT DATA. ANY PERSON WHO, W TH KNOW
LEDGE THAT STUDENT DATA WLL BE PROCESSED, PROVIDES A CLOUD COWPUTI NG
SERVICE TO AN EDUCATI ONAL | NSTITUTION, |S PROH Bl TED FROM USI NG THAT
CLOUD COWPUTI NG SERVI CE TO PROCESS STUDENT DATA FOR ANY SECONDARY USES
THAT BENEFIT THE CLOUD COVPUTI NG SERVI CE PROVI DER OR ANY THI RD PARTY,
| NCLUDI NG BUT NOT LIM TED TO, ONLI NE BEHAVI ORAL ADVERTI SING  CREATI NG
OR CORRECTI NG AN | NDI VI DUAL OR HOUSEHOLD PROFI LE PRI MARILY FOR THE CLOUD
COWUTI NG SERVICE PROVIDER S OR ANY THI RD PARTY'S BENEFI T, THE SALE OF
THE DATA FOR ANY COMMERCI AL PURPOSE, OR ANY OTHER SIMLAR COWWERCI AL
FOR-PROFIT ACTIVITY, PROVIDED, HOANEVER, A CLOUD COWPUTI NG SERVI CE MAY
PROCESS OR MONI TOR STUDENT DATA SOLELY TO PROVIDE SUCH SERVICE TO THE
EDUCATI ONAL | NSTI TUTI ON AND MAI NTAIN THE | NTEGRI TY OF SUCH SERVI CE.

3. CERTIFI CATION OF COWPLI ANCE. ANY PERSON WHO ENTERS | NTO AN AGREE-
MENT TO PROVI DE A CLOUD COWVPUTI NG SERVI CE TO AN EDUCATI ONAL | NSTI TUTI ON
MUST CERTIFY IN WRITING TO THE EDUCATI ONAL | NSTI TUTI ON THAT I T SHALL
COWLY WTH THE TERVMS AND CONDI TI ONS SET FORTH IN SUBDIVISION TWO OF
THI S SECTI ON.

S 4. This act shall take effect on the first of Novenber next succeed-
ing the date on which it shall have becone a | aw, provided that the
comm ssi oner of education and the board of regents are authorized to
promul gate such rules and regul ations as may be necessary for the tinely
I mpl enentation of this act on or before such effective date.



