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STATE OF NEW YORK

9910--A
Cal . No. 717

I N ASSEMBLY
April 26, 2016

Introduced by M of A WEINSTEIN, TITONE, CRESPO, GOITFRI ED, SCH MM NG
ER, WEPRIN -- Muilti-Sponsored by -- M of A ABINANTI, CYVMBROW TZ,
FARRELL, GALEF, GLICK, JAFFEE, MARKEY, M LLER,  MORELLE, PAULIN,
PEOPLES- STOKES, ROSENTHAL, SKARTADCS, STIRPE -- (at request of the
Ofice of Court Admnistration) -- read once and referred to the
Committee on Judiciary -- reported and referred to the Comrmttee on
Codes -- reported fromconmttee, advanced to a third readi ng, anmended
and ordered reprinted, retaining its place on the order of third read-

i ng

AN ACT to anend the estates, powers and trusts law, in relation to the
adm nistration of digital assets

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The estates, powers and trusts law is anmended by adding a
new article 13-A to read as foll ows:
ARTI CLE 13- A
ADM NI STRATI ON OF DI A TAL ASSETS
SUMMARY OF ARTI CLE

PART 1. DEFI NI TI ONS
SECTI ON 13- A-1 DEFI NI TI ONS.

PART 2. APPLI CABI LI TY, PROCEDURE FOR DI SCLOSURE, USER DI RECTI ONS
SECTI ON 13- A-2.1 APPLI CABI LI TY.
13- A-2.2 USER DI RECTI ON FOR DI SCLOSURE OF DI G TAL ASSETS.
13- A-2. 3 TERMS- OF- SERVI CE AGREEMENT.
13- A-2. 4 PROCEDURE FOR DI SCLCSI NG DI G TAL ASSETS.

PART 3. DI SCLOSURE OF DI G TAL ASSETS TO FI DUCI ARY
SECTI ON 13- A-3.1 DI SCLOSURE OF CONTENT OF ELECTRONI C COVMUNI CATI ONS OF
DECEASED USER.
13-A-3.2 DI SCLOSURE OF OTHER DI G TAL ASSETS OF DECEASED USER.
13-A-3.3 DI SCLOSURE OF CONTENT OF ELECTRONI C COVMUNI CATI ONS OF
PRI NCI PAL.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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13-A-3.4 DI SCLOSURE OF OTHER DI G TAL ASSETS OF PRI NCI PAL.

13-A-3.5 DI SCLOSURE OF DI A TAL ASSETS HELD I N TRUST WHEN TRUSTEE
'S ORI G NAL USER

13-A-3.6 DI SCLOSURE OF CONTENTS OF ELECTRONIC COVMUNI CATI ONS
HELD | N TRUST WHEN TRUSTEE NOT ORI G NAL USER.

13-A-3.7 DI SCLOSURE OF OTHER DI G TAL ASSETS HELD IN TRUST WHEN
TRUSTEE NOT ORI G NAL USER.

13-A-3.8 DI SCLOSURE OF DI A TAL ASSETS TO GUARDI AN OF WARD.

PART 4. FI DUCI ARY DUTY AND AUTHORI TY, COWVPLI ANCE AND | MVUNI TY
SECTI ON 13- A-4.1 FI DUCI ARY DUTY AND AUTHORI TY.
13-A-4.2 CUSTODI AN COVPLI ANCE AND | MVUNI TY.

PART 5. M SCELLANEQUS PROVI SI ONS
SECTI ON 13- A-5.1 RELATI ON TO ELECTRONI C S| GNATURE | N GLOBAL AND NATI ONAL
COMVERCE ACT.
13- A-5.2 SEVERABI LI TY.

PART 1. DEFI NI TI ONS
S 13-A-1 DEFI NI TI ONS

IN TH' S ARTI CLE THE FOLLOWN NG TERM5 SHALL HAVE THE FOLLOW NG MEANI NGS:

(A) "ACCOUNT" MEANS AN ARRANGEMENT UNDER A TERMS- OF- SERVI CE AGREEMENT
IN VH CH A CUSTODI AN CARRI ES, MAI NTAI NS, PROCESSES, RECEI VES, OR STORES
A DG TAL ASSET OF THE USER OR PROVI DES GOODS OR SERVI CES TO THE USER

(B) " AGENT" MEANS A PERSON GRANTED AUTHORITY TO ACT AS
ATTORNEY-I N-FACT FOR THE PRINCIPAL UNDER A POANER OF ATTORNEY AND
I NCLUDES THE ORI G NAL AGENT OR ANY CO- AGENT OR SUCCESSOR ACGENT.

(© "CARRIES" MEANS ENGAGES IN THE TRANSM SSI ON OF AN ELECTRONI C
COMVUNI CATI ON.

(D) "CATALOGUE OF ELECTRONI C COVMUNI CATI ONS' MEANS | NFORMATI ON  THAT
| DENTI FI ES EACH PERSON W TH WH CH A USER HAS HAD AN ELECTRONI C COVMUNI -
CATION, THE TI ME AND DATE OF THE COVMJIN CATION, AND THE ELECTRONI C
ADDRESS OF THE PERSON.

(E) “"CONTENT OF AN ELECTRONIC COVMUNI CATI ON' MEANS | NFORVATI ON
CONCERNI NG THE SUBSTANCE OR MEANI NG OF THE COVMUNI CATI ON VHI CH:

(1) HAS BEEN SENT OR RECElI VED BY A USER

(2) IS IN ELECTRONIC STORAGE BY A CUSTODIAN PROVIDING AN
ELECTRONI G- COVMUNI CATION  SERVICE TO THE PUBLIC OR IS CARRI ED OR MAI N-
TAINED BY A CUSTODI AN PROVIDING A REMOTE-COWPUTING SERVICE TO THE
PUBLI C; AND

(3) I'S NOT READILY ACCESSI BLE TO THE PUBLI C.

(F) "COURT" MEANS THE COURT IN TH'S STATE HAVI NG JURI SDI CTION I N
MATTERS RELATI NG TO THE CONTENT OF THI S ARTI CLE.

(G "CUSTODI AN' MEANS A PERSON THAT CARRIES, MAINTAINS, PROCESSES,
RECEI VES, OR STORES A DI G TAL ASSET OF A USER

"DESI GNATED RECI PI ENT" MEANS A PERSON CHOSEN BY A USER USI NG AN
ONLINE TOOL TO ADM NI STER DI G TAL ASSETS OF THE USER.

(1) "DIG TAL ASSET" MEANS AN ELECTRONI C RECCRD IN WHI CH AN | NDI VI DUAL
HAS A RIGHT OR I NTEREST. THE TERM DOES NOT | NCLUDE AN UNDERLYI NG ASSET
OR LIABILITY UNLESS THE ASSET OR LIABILITY IS |ITSELF AN ELECTRONI C
RECCRD.

(J) "ELECTRONIC' MEANS RELATING TO TECHNOLOGY HAVI NG ELECTRI CAL,
Dl G TAL, MAGNETI C, W RELESS, OPTI CAL, ELECTROVAGNETIC, OR SIM LAR CAPA-
Bl LI Tl ES.

(K) "ELECTRONI C COVMUNI CATI ON' HAS THE MEANI NG SET FORTH IN 18 U.S. C.
SECTI ON 2510(12), AS AMENDED.
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(L) "ELECTRONI C- COVMUNI CATI ON SERVI CE" MEANS A CUSTODI AN THAT PROVI DES
TO A USER THE ABILITY TO SEND OR RECElI VE AN ELECTRONI C COVMUNI CATI ON.

(M "FIDUCI ARY" | NCLUDES AN EXECUTOR, PRELI M NARY EXECUTOR, ADM NI S-
TRATOR, TEMPORARY ADM NI STRATOR, VOLUNTARY ADM NI STRATOR, PERSONAL
REPRESENTATI VE, GUARDI AN, AGENT, OR TRUSTEE. TH S TERM | NCLUDES THE
SUCCESSOR TO ANY FI DUCI ARY.

" GUARDI AN' MEANS A PERSON VWHO HAS BEEN APPO NTED AS A GUARDI AN BY
A COURT OF THI S STATE PURSUANT TO THE SURROGATE' S COURT PRCOCEDURE ACT OR
THE MENTAL HYA ENE LAW

(O "INFORVATI ON' MEANS DATA, METADATA, | NTERNET PROTOCCL ADDRESS,
USER LOG N | NFORVATI ON, TEXT, | MAGES, VIDEGCS, SOUNDS, CODES, COWUTER
PROGRAMS, SOFTWARE, DATABASES, OR SIM LAR | NTELLI GENCE OF ANY NATURE.

(P) "ONLINE TOOL" MEANS AN ELECTRONI C SERVI CE PROVI DED BY A CUSTCDI AN
THAT ALLOWS THE USER, | N AN AGREEMENT DI STI NCT FROM THE TERMS- OF- SERVI CE
AGREEMENT BETWEEN THE CUSTODI AN AND USER, TO PROVIDE DI RECTIONS FOR
DI SCLOSURE OR NONDI SCLOSURE OF DI G TAL ASSETS TO A TH RD PERSON.

(Q "PERSON' MEANS A NATURAL PERSON, CORPORATI ON, BUSI NESS TRUST,
ESTATE, TRUST, PARTNERSH P, LIMTED LIABILITY COVPANY, ASSCCI ATI ON,
JO NT VENTURE, BUSI NESS OR NONPROFI T ENTI TY, PUBLI C CORPORATI ON, GOVERN-
MENT OR GOVERNMENTAL SUBDI VI SI ON, AGENCY, OR | NSTRUMENTALI TY, OR OTHER
LEGAL OR COWMERCI AL ENTI TY, BOARD AND THE STATE.

(R) "POAER OF ATTORNEY" MEANS A RECORD THAT GRANTS AN AGENT AUTHORI TY
TO ACT I N THE PLACE OF A PRI NCI PAL.

(S) "PRINCI PAL" MEANS AN | NDI VI DUAL WHO GRANTS AUTHORI TY TO AN AGENT
IN A POAER OF ATTORNEY.

(T) "PROTECTI VE ORDER' MEANS AN ORDER APPO NTI NG A GUARDI AN OR ANOTHER
ORDER RELATED TO MANAGEMENT OF A WARD S PROPERTY.

"RECORD" MEANS | NFORMVATI ON THAT IS | NSCRI BED ON A TANG BLE MEDI UM
OR THAT IS STORED IN AN ELECTRONI C OR OTHER MEDI UM AND | S RETRI EVABLE | N
PERCEI VABLE FORM
"REMOTE- COVPUTI NG SERVI CE" MEANS A CUSTODI AN THAT PROVI DES TO A
USER COVPUTER- PROCESSI NG SERVI CES OR THE STORAGE OF DI G TAL ASSETS BY
MEANS OF AN ELECTRONI C COMMUNI CATI ONS SYSTEM AS DEFINED IN 18 U. S. C
SECTI ON 2510(14), AS AVMENDED.

(W " TERMS- OF- SERVI CE AGREEMENT" MEANS AN AGREEMENT THAT CONTRCOLS THE
RELATI ONSHI P BETWEEN A USER AND A CUSTODI AN.

"TRUSTEE" | NCLUDES AN ORI G NAL ADDI TI ONAL. AND SUCCESSOR TRUSTEE,
AND A CO TRUSTEE.

(Y) "USER' MEANS A PERSON THAT HAS AN ACCOUNT W TH A CUSTQODI AN.

(Z) "WARD' MEANS AN | NDI VI DUAL FOR WHOM A GUARDI AN HAS BEEN APPQ NTED
BY A COURT OF THI S STATE PURSUANT TO THE SURROCGATE' S COURT PROCEDURE ACT
OR THE MENTAL HYG ENE LAW THE TERM I NCLUDES AN | NDI VI DUAL FOR WHOM AN
APPLI CATI ON OF GUARDI ANSHI P | S PENDI NG

PART 2. APPLI CABI LI TY; PROCEDURE FOR DI SCLOSURE; USER DI RECTI ONS

S 13-A-2.1 APPLICABILITY

(A) THI'S ARTI CLE APPLIES TO

(1) A FIDUCI ARY ACTING UNDER A WLL, TRUST OR POAER OF ATTORNEY
EXECUTED BEFORE, ON, OR AFTER THE EFFECTI VE DATE OF TH S ARTI CLE;

(2) AN EXECUTOR, ADM NI STRATOR OR PERSONAL REPRESENTATI VE ACTI NG FOR A
DECEDENT WHO DI ED BEFORE, ON, OR AFTER THE EFFECTI VE DATE OF TH S ARTI -
CLE;

(3) A GUARDI ANSHI P PROCEEDI NG COMMENCED BEFORE, ON, OR AFTER THE
EFFECTI VE DATE OF TH S ARTI CLE; AND
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(4) A TRUSTEE ACTING UNDER A TRUST CREATED BEFORE, ON, OR AFTER THE
EFFECTI VE DATE OF THI S ARTI CLE.

(B) THIS ARTICLE APPLIES TO A CUSTCDI AN | F THE USER RESIDES IN TH S
STATE OR RESIDED IN THI S STATE AT THE TI ME OF THE USER S DEATH.

(© TH S ARTI CLE DCES NOT APPLY TO A DI G TAL ASSET OF AN EMPLOYER USED
BY AN EMPLOYEE I N THE ORDI NARY COURSE OF THE EVMPLOYER S BUSI NESS.

S 13-A-2.2 USER DI RECTI ON FOR DI SCLOSURE OF DI G TAL ASSETS

(A) A USER MAY USE AN ONLINE TOOL TO DI RECT THE CUSTODI AN TO DI SCLOSE
TO A DESI GNATED RECI PI ENT OR NOT TO DI SCLOSE SOME OR ALL OF THE USER S
DI G TAL ASSETS, | NCLUDI NG THE CONTENT OF ELECTRONIC COVMUNI CATIONS. |IF
THE ONLINE TOOL ALLOWS THE USER TO MODI FY OR DELETE A DI RECTI ON AT ALL
TI MES, A DI RECTI ON REGARDI NG DI SCLOSURE USI NG AN ONLI NE TOOL OVERRI DES A
CONTRARY DI RECTI ON BY THE USER IN A WLL, TRUST, POANER OF ATTORNEY, OR
OTHER RECORD.

(B) IF A USER HAS NOT USED AN ONLINE TOOL TO G VE DI RECTI ON UNDER
PARAGRAPH (A) OR I F THE CUSTCDI AN HAS NOT PROVI DED AN ONLI NE TOOL, THE
USER MAY ALLOWOR PROHI BIT IN A WLL, TRUST, POAER OF ATTORNEY, OR OTHER
RECORD, DI SCLOSURE TO A FI DUCI ARY OF SOME OR ALL OF THE USER S DI G TAL
ASSETS, | NCLUDI NG THE CONTENT OF ELECTRONIC COVMUNI CATIONS SENT OR
RECEI VED BY THE USER.

(© A USER S DI RECTI ON UNDER PARAGRAPH (A) OR (B) OVERRI DES A CONTRARY
PROVI SI ON | N A TERMS- OF- SERVI CE AGREEMENT THAT DOES NOT REQUI RE THE USER
TO ACT AFFI RVATI VELY AND DI STI NCTLY FROM THE USER S ASSENT TO THE TERMS
OF SERVI CE.

S 13- A-2. 3 TERM5- OF- SERVI CE AGREEMENT

(A) TH'S ARTI CLE DCES NOT CHANGE OR | MPAIR A RIGHT OF A CUSTODI AN OR A
USER UNDER A TERMS- OF- SERVI CE AGREEMENT TO ACCESS AND USE DI G TAL ASSETS
OF THE USER

(B) THI'S ARTICLE DCES NOT G VE A FIDUCI ARY CR A DESI GNATED RECI Pl ENT
ANY NEW OR EXPANDED RI GHTS OTHER THAN THOSE HELD BY THE USER FOR WHOM
OR FOR WHOSE ESTATE, THE FIDUCI ARY OR DESIGNATED RECIPIENT ACTS OR
REPRESENTS.

(© A FIDUCI ARY' S OR DESI GNATED RECI PI ENT' S ACCESS TO DI G TAL ASSETS
MAY BE MODI FI ED OR ELI M NATED BY A USER, BY FEDERAL LAW OR BY A TERMS-
OF-SERVI CE AGREEMENT |F THE USER HAS NOTI' PROVI DED DI RECTI ON UNDER
SECTI ON 13- A-2. 2.

S 13-A-2. 4 PROCEDURE FOR DI SCLOSI NG DI G TAL ASSETS

(A) WHEN DI SCLOSI NG DI G TAL ASSETS OF A USER UNDER THI'S ARTICLE, THE
CUSTCDI AN MAY AT | TS SOLE DI SCRETI ON:

(1) GRANT A FIDUCI ARY OR DESIGNATED RECIPIENT FULL ACCESS TO THE
USER S ACCOUNT;

(2) GRANT A FI DUCI ARY OR DESI GNATED RECI PI ENT PARTI AL ACCESS TO THE
USER' S ACCOUNT SUFFI CI ENT TO PERFORM THE TASKS W TH WHI CH THE FI DUCI ARY
OR DESI GNATED RECI PI ENT | S CHARGED; OR

(3) PROVI DE A FI DUCI ARY OR DESI GNATED RECI PI ENT A COPY IN A RECORD OF
ANY DI G TAL ASSET THAT, ON THE DATE THE CUSTODI AN RECEI VED THE REQUEST
FOR DI SCLOSURE, THE USER COULD HAVE ACCESSED | F THE USER WERE ALI VE AND
HAD FULL CAPACI TY AND ACCESS TO THE ACCOUNT.

(B) A CUSTODI AN MAY ASSESS A REASONABLE ADM NI STRATI VE CHARGE FOR THE
COST OF DI SCLCSI NG DI G TAL ASSETS UNDER THI S ARTI CLE.

(© A CUSTODI AN NEED NOT DI SCLOSE UNDER THI'S ARTICLE A DI G TAL ASSET
DELETED BY A USER.

(D) |IF A USER DI RECTS OR A FI DUCI ARY REQUESTS A CUSTCDI AN TO DI SCLCSE
UNDER THI S ARTI CLE SOVE, BUT NOT ALL, OF THE USER S DI G TAL ASSETS, THE
CUSTCDI AN NEED NOTI' DI SCLOSE THE ASSETS | F SEGREGATI ON OF THE ASSETS
WOULD | MPOSE AN UNDUE BURDEN ON THE CUSTODI AN. | F THE CUSTCDI AN BELI EVES
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THE DI RECTI ON OR REQUEST | MPOSES AN UNDUE BURDEN, THE CUSTODI AN OR FI DU-
Cl ARY MAY SEEK AN ORDER FROM THE COURT TO DI SCLOSE:

(1) A SUBSET LI M TED BY DATE OF THE USER S DI G TAL ASSETS;

(2) ALL OF THE USER S DI G TAL ASSETS TO THE FI DUCI ARY OR DESI GNATED
RECI Pl ENT;

(3) NONE OF THE USER S DI A TAL ASSETS; OR

(4) ALL OF THE USER S DIG TAL ASSETS TO THE COURT FOR REVIEW IN
CAMERA.

PART 3. DI SCLOSURE OF DI G TAL ASSETS TO FI DUCI ARY

S 13-A-3.1 DISCLOSURE OF CONTENT OF ELECTRONIC COVWMUN CATIONS OF
DECEASED USER

| F A DECEASED USER CONSENTED OR A COURT DI RECTS DI SCLOSURE OF THE
CONTENTS OF ELECTRONI C COVMUNI CATI ONS OF THE USER, THE CUSTCODI AN SHALL
DI SCLOSE TO THE EXECUTOR, ADM NI STRATOR OR PERSONAL REPRESENTATI VE OF
THE ESTATE OF THE USER THE CONTENT OF AN ELECTRONI C COMMUNI CATI ON SENT
OR RECEI VED BY THE USER | F THE EXECUTOR, ADM NI STRATOR OR REPRESENTATI VE
G VES THE CUSTODI AN:

(A) A WRI TTEN REQUEST FOR DI SCLOSURE | N PHYSI CAL OR ELECTRONI C FORM

(B) A COPY OF THE DEATH CERTI FI CATE OF THE USER;

(© A CERTIFIED COPY OF THE LETTER OF APPO NTMENT OF THE EXECUTOR,
ADM NI STRATOR, OR PERSONAL REPRESENTATI VE OR A SNVALL- ESTATE AFFI DAVIT OR
COURT ORDER;

(D) UNLESS THE USER PROVI DED DI RECTI ON USI NG AN ONLI NE TOOL, A COPY OF
THE USER S W LL, TRUST, OR OTHER RECORD EVI DENCI NG THE USER S CONSENT TO
DI SCLOSURE OF THE CONTENT OF ELECTRONI C COVMUNI CATI ONS; AND

(E) I'F REQUESTED BY THE CUSTODI AN:

(1) A NUMBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSI GNED BY THE CUSTODI AN TO | DENTI FY THE USER S ACCOUNT,;

(2) EVIDENCE LI NKING THE ACCOUNT TO THE USER; OR

(3) A FINDI NG BY THE COURT THAT:

(A) THE USER HAD A SPECI FI C ACCOUNT W TH THE CUSTQODI AN, | DENTI FI ABLE
BY THE | NFORVATI ON SPECI FI ED | N SUBPARAGRAPH (1) ;

(B) DI SCLOSURE OF THE CONTENT OF ELECTRONI C COMMUNI CATI ONS OF THE USER
WOULD NOT VI OLATE 18 U.S.C. SECTION 2701 ET SEQ, AS AMENDED, 47 U.S. C
SECTI ON 222, AS AMENDED, OR OTHER APPLI CABLE LAW

(© UNLESS THE USER PROVI DED DI RECTI ON USI NG AN ONLI NE TOOL, THE USER
CONSENTED TO DI SCLOSURE OF THE CONTENT OF ELECTRONI C COMVUNI CATI ONS; OR

(D) DI SCLOSURE OF THE CONTENT OF ELECTRONI C COMMUNI CATI ONS OF THE USER
I S REASONABLY NECESSARY FOR ADM NI STRATI ON OF THE ESTATE.

S 13-A-3.2 DI SCLOSURE OF OTHER DI G TAL ASSETS OF DECEASED USER

UNLESS THE USER PROHI BI TED DI SCLOSURE OF DI G TAL ASSETS OR THE COURT
DI RECTS OTHERW SE, A CUSTODI AN SHALL DI SCLOSE TO THE EXECUTOR, ADM NI S-
TRATOR OR PERSONAL REPRESENTATI VE OF THE ESTATE OF A DECEASED USER A
CATALOGUE OF ELECTRONI C COVMUNI CATI ONS SENT OR RECEI VED BY THE USER AND
DI G TAL ASSETS, OTHER THAN THE CONTENT OF ELECTRONI C COVMUNI CATI ONS, OF
THE USER, |IF THE EXECUTOR, ADM NI STRATOR OR PERSONAL REPRESENTATI VE
G VES THE CUSTODI AN:

(A) A WRI TTEN REQUEST FOR DI SCLOSURE | N PHYSI CAL OR ELECTRONI C FORM

(B) A COPY OF THE DEATH CERTI FI CATE OF THE USER;

(©) A CERTIFIED COPY OF THE LETTER OF APPO NTMENT OF THE EXECUTOR,
ADM NI STRATOR, OR PERSONAL REPRESENTATI VE OR A SNVALL- ESTATE AFFI DAVIT OR
COURT ORDER; AND

(D) I'F REQUESTED BY THE CUSTODI AN:
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(1) A NUMBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSI GNED BY THE CUSTODI AN TO | DENTI FY THE USER S ACCOUNT,;

(2) EVIDENCE LI NKING THE ACCOUNT TO THE USER;

(3) AN AFFI DAVI T STATING THAT DI SCLOSURE OF THE USER S DI G TAL ASSETS
I S REASONABLY NECESSARY FOR ADM NI STRATI ON OF THE ESTATE, OR

(4) A FINDI NG BY THE COURT THAT:

(A) THE USER HAD A SPECI FI C ACCOUNT WTH THE CUSTCDI AN, | DENTI FI ABLE
BY THE | NFORVATI ON SPECI FI ED | N SUBPARAGRAPH (1); OR

(B) DISCLOSURE OF THE USER S DI G TAL ASSETS |I'S REASONABLY NECESSARY
FOR ADM NI STRATI ON OF THE ESTATE.

S 13-A-3.3 DI SCLOSURE OF CONTENT OF ELECTRONI C COVMUNI CATI ONS OF PRI NCI -
PAL

TO THE EXTENT A PONER OF ATTORNEY EXPRESSLY GRANTS AN AGENT AUTHORI TY
OVER THE CONTENT OF ELECTRONI C COVMUNI CATI ONS SENT OR RECEI VED BY THE
PRI NCI PAL AND UNLESS DI RECTED OTHERW SE BY THE PRI NCl PAL OR THE COURT, A
CUSTCDI AN SHALL DI SCLOSE TO THE AGENT THE CONTENT | F THE AGENT G VES THE
CUSTODI AN

(A) A WRI TTEN REQUEST FOR DI SCLOSURE | N PHYSI CAL OR ELECTRONI C FORM

(B) A COPY OF THE PONER OF ATTORNEY EXPRESSLY GRANTING THE AGENT
AUTHORI TY OVER THE CONTENT OF ELECTRONI C COMVUNI CATI ONS OF THE PRI NCI -
PAL;

(© AN AFFIDAVIT I N WHI CH THE AFFI ANT ATTESTS THAT THE COPY IS AN
ACCURATE COPY OF THE ORI G NAL PONER OF ATTORNEY AND THAT, TO THE BEST OF
THE AFFI ANT' S KNONLEDGE, THE POWNER REMAI NS | N EFFECT; AND

(D) I'F REQUESTED BY THE CUSTODI AN:

(1) A NUMBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSIGNED BY THE CUSTODIAN TO |[IDENTIFY THE PRINC PAL'S
ACCOUNT; OR

(2) EVIDENCE LI NKING THE ACCOUNT TO THE PRI NCI PAL.

S 13-A-3.4 DI SCLOSURE OF OTHER DI G TAL ASSETS OF PRI NCI PAL

UNLESS OTHERW SE ORDERED BY THE COURT, DI RECTED BY THE PRI NCl PAL, OR
PROVI DED BY A POANER OF ATTORNEY, A CUSTODI AN SHALL DI SCLOSE TO AN AGENT
W TH SPECI FI C AUTHORI TY OVER DI G TAL ASSETS OR GENERAL AUTHORI TY TO ACT
ON BEHALF OF A PRI NCI PAL A CATALOGUE OF ELECTRONI C COMVUNI CATI ONS SENT
OR RECEI VED BY THE PRI NCl PAL AND DI G TAL ASSETS, OTHER THAN THE CONTENT
OF ELECTRONIC COWMUNI CATIONS, OF THE PRI NCI PAL | F THE AGENT G VES THE
CUSTODI AN

(A) A WRI TTEN REQUEST FOR DI SCLOSURE | N PHYSI CAL OR ELECTRONI C FORM

(B) A COPY OF THE PONER OF ATTORNEY THAT G VES THE ACGENT SPECIFIC
AUTHORI TY OVER Dl @ TAL ASSETS OR GENERAL AUTHORI TY TO ACT ON BEHALF OF
THE PRI NClI PAL;

(© AN AFFIDAVIT I N WHI CH THE AFFI ANT ATTESTS THAT THE COPY IS AN
ACCURATE COPY OF THE ORI G NAL PONER OF ATTORNEY AND THAT, TO THE BEST OF
THE AFFI ANT' S KNONLEDGE, THE POWNER REMAI NS | N EFFECT; AND

(D) I'F REQUESTED BY THE CUSTODI AN:

(1) A NUMBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSIGNED BY THE CUSTODIAN TO [IDENTIFY THE PRINC PAL'S
ACCOUNT; OR

(2) EVIDENCE LI NKING THE ACCOUNT TO THE PRI NCI PAL.

S 13-A-3.5 DISCLOSURE OF DI G TAL ASSETS HELD IN TRUST WHEN TRUSTEE IS
ORI G NAL USER

UNLESS OTHERW SE ORDERED BY THE COURT OR PROVIDED IN A TRUST, A CUSTG
DI AN SHALL DI SCLOSE TO A TRUSTEE THAT IS AN ORI G NAL USER OF AN ACCOUNT
ANY DI G TAL ASSET OF THE ACCOUNT HELD I N TRUST, | NCLUDI NG A CATALOGUE OF
ELECTRONI C COVMUNI CATI ONS OF THE TRUSTEE AND THE CONTENT OF ELECTRONI C
COMVUNI CATI ONS.
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S 13-A-3.6 DISCLOSURE OF CONTENTS OF ELECTRONI C COVMUNI CATI ONS HELD I N
TRUST WHEN TRUSTEE NOT ORI G NAL USER

UNLESS OTHERW SE CORDERED BY THE COURT, DI RECTED BY THE USER, OR
PROVI DED I N A TRUST, A CUSTODI AN SHALL DI SCLOSE TO A TRUSTEE THAT IS NOT
AN ORI G NAL USER OF AN ACCOUNT THE CONTENT OF AN ELECTRONIC COVMUNI -
CATION SENT OR RECEIVED BY AN ORI G NAL OR SUCCESSOR USER AND CARRI ED,
MAI NTAI NED, PROCESSED, RECEI VED, OR STORED BY THE CUSTCDIAN IN THE
ACCOUNT OF THE TRUST | F THE TRUSTEE G VES THE CUSTODI AN:

(A) A WRI TTEN REQUEST FOR DI SCLOSURE | N PHYSI CAL OR ELECTRONI C FORM

(B) A COPY OF THE TRUST | NSTRUMENT THAT | NCLUDES CONSENT TO DI SCLOSURE
OF THE CONTENT OF ELECTRONI C COMMUNI CATI ONS TO THE TRUSTEE;

(© A CERTIFI CATI ON BY THE TRUSTEE, UNDER PENALTY OF PERJURY, THAT THE
TRUST EXI STS AND THE TRUSTEE | S A CURRENTLY ACTI NG TRUSTEE OF THE TRUST,
AND

(D) I'F REQUESTED BY THE CUSTODI AN:

(1) A NUMBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSI GNED BY THE CUSTODI AN TO | DENTI FY THE TRUST' S ACCOUNT; OR

(2) EVIDENCE LI NKING THE ACCOUNT TO THE TRUST.

S 13-A-3.7 DI SCLOSURE OF OTHER DI G TAL ASSETS HELD I'N TRUST WHEN TRUSTEE
NOT' ORI G NAL USER

UNLESS OTHERW SE CORDERED BY THE COURT, DI RECTED BY THE USER, OR
PROVIDED I N A TRUST, A CUSTODI AN SHALL DI SCLOSE, TO A TRUSTEE THAT IS
NOT AN ORI G NAL USER OF AN ACCOUNT, A CATALOGUE OF ELECTRONI C COVMUNI -
CATI ONS SENT OR RECEI VED BY AN ORI G NAL OR SUCCESSOR USER AND STORED,
CARRI ED, OR NMNAI NTAI NED BY THE CUSTODI AN | N AN ACCOUNT OF THE TRUST AND
ANY DI G TAL ASSETS, OTHER THAN THE CONTENT OF ELECTRONI C COVMUNI CATI ONS,
IN VH CH THE TRUST HAS A RIGHT OR INTEREST | F THE TRUSTEE G4 VES THE
CUSTODI AN

(A) A WRI TTEN REQUEST FOR DI SCLOSURE | N PHYSI CAL OR ELECTRONI C FORM

(B) A COPY OF THE TRUST | NSTRUMENT;

(© A CERTIFI CATI ON BY THE TRUSTEE, UNDER PENALTY OF PERJURY, THAT THE
TRUST EXI STS AND THE TRUSTEE | S A CURRENTLY ACTI NG TRUSTEE OF THE TRUST,;
AND

(D) I'F REQUESTED BY THE CUSTODI AN:

(1) A NUMBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSI GNED BY THE CUSTODI AN TO | DENTI FY THE TRUST' S ACCOUNT; OR

(2) EVIDENCE LI NKING THE ACCOUNT TO THE TRUST.

S 13-A-3.8 DI SCLOSURE OF DI G TAL ASSETS TO GUARDI AN COF WARD

(A) AFTER AN OPPORTUNI TY FOR A HEARI NG CONCERNI NG THE APPO NTMENT OR
AUTHORI TY OF A GUARDI AN, THE COURT NMAY GRANT A GUARDI AN ACCESS TO THE
DI G TAL ASSETS OF A WARD.

(B) UNLESS OTHERW SE ORDERED BY THE COURT OR DI RECTED BY THE USER, A
CUSTCDI AN SHALL DI SCLOSE TO A GUARDIAN THE CATALOGUE OF ELECTRONIC
COMVUNI CATI ONS SENT OR RECEI VED BY A WARD AND ANY DI G TAL ASSETS, OTHER
THAN THE CONTENT OF ELECTRONI C COMMUNI CATIONS, IN WVH CH THE WARD HAS A
RI GHT OR I NTEREST | F THE WARD G VES THE CUSTQODI AN:

(1) A WRI TTEN REQUEST FOR DI SCLOSURE | N PHYSI CAL OR ELECTRONI C FORM

(2) A CERTIFIED COPY OF THE COURT ORDER THAT G VES THE GUARDI AN
AUTHORI TY OVER THE DI G TAL ASSETS OF THE WARD; AND

(3) I'F REQUESTED BY THE CUSTODI AN:

(A) A NUMBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSI GNED BY THE CUSTODI AN TO | DENTIFY THE ACCOUNT OF THE
WARD; OR

(B) EVI DENCE LI NKI NG THE ACCOUNT TO THE WARD.

(© A GUARDI AN W TH GENERAL AUTHORI TY TO MANAGE THE ASSETS OF A WARD
MAY REQUEST A CUSTODI AN OF THE DI G TAL ASSETS OF THE WARD TO SUSPEND OR
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TERM NATE AN ACCOUNT OF THE WARD FOR GOCD CAUSE. A REQUEST MADE UNDER
TH' S SECTI ON MJUST BE ACCOVPANI ED BY A CERTI FI ED COPY OF THE COURT ORDER
G VI NG THE GUARDI AN AUTHORI TY OVER THE WARD S PROPERTY.

PART 4. FIDUCI ARY DUTY AND AUTHORI TY, COVPLI ANCE AND | MVUNI TY
S 13-A-4.1 FI DUCI ARY DUTY AND AUTHORI TY

(Al THE LEGAL DUTIES |MPOGSED ON A FIDUCI ARY CHARGED W TH MANAG NG
TANG BLE PROPERTY APPLY TO THE MANAGEMENT OF DI G TAL ASSETS, | NCLUDI NG

(1) THE DUTY OF CARE

(2) THE DUTY OF LOYALTY; AND

(3) THE DUTY OF CONFI DENTI ALI TY.

(B) A FIDUCI ARY' S OR DESI GNATED RECI PI ENT' S AUTHORI TY W TH RESPECT TO
A DI G TAL ASSET OF A USER

(1) EXCEPT AS OTHERW SE PROVI DED | N SECTI ON 13-A-2.2, |S SUBJECT TO
THE APPLI CABLE TERMS OF SERVI CE;

(2) |'S SUBJECT TO OTHER APPLI CABLE LAW | NCLUDI NG COPYRI GHT LAW

(3) INTHE CASE OF A FIDUCIARY, IS LIMTED BY THE SCOPE OF THE
FI DUCI ARY' S DUTI ES; AND

(4) MAY NOT BE USED TO | MPERSONATE THE USER.

(C) A FIDUCI ARY W TH AUTHORI TY OVER THE PROPERTY OF A DECEDENT, WARD,
PRI NCI PAL, OR SETTLOR HAS THE RI GHT TO ACCESS ANY DI G TAL ASSET I N WH CH
THE DECEDENT, WARD, PRI NCI PAL, OR SETTLOR HAD A RIGHT OR |NTEREST AND
THAT 1S NOT HELD BY A CUSTODI AN OR SUBJECT TO A TERMS- OF- SERVI CE AGREE-
MENT.

(D) A FIDUCI ARY ACTING W THI N THE SCOPE OF THE FIDUCIARY'S DUTIES IS
AN AUTHORI ZED USER OF THE PROPERTY OF THE DECEDENT, WARD, PRI NCI PAL, OR
SETTLOR FOR THE PURPOSE OF APPLICABLE  COWPUTER FRAUD  AND
UNAUTHORI ZED- COVPUTER- ACCESS LAWS, | NCLUDI NG THI S STATE' S LAW ON UNAU-
THORI ZED COMPUTER ACCESS.

(E) A FIDUCI ARY W TH AUTHORI TY OVER THE TANG BLE, PERSONAL PROPERTY OF
A DECEDENT, WARD, PRI NCI PAL, OR SETTLOR

(1) HAS THE RI GHT TO ACCESS THE PROPERTY AND ANY DI G TAL ASSET STORED
INIT; AND

(2) 1S AN AUTHORI ZED USER FOR THE PURPCSE OF COVPUTER- FRAUD AND UNAU-
THORI ZED- COVMPUTER- ACCESS LAWS, | NCLUDING THI'S STATE'S LAW ON UNAUTHOR-
| ZED COVMPUTER ACCESS.

(F) A CUSTODI AN MAY DI SCLOSE | NFORMATI ON | N AN ACCOUNT TO A FI DUCI ARY
OF THE USER WHEN THE | NFORMATI ON |'S REQUIRED TO TERM NATE AN ACCOUNT
USED TO ACCESS DI G TAL ASSETS LI CENSED TO THE USER.

(G A FIDUCIARY OF A USER MAY REQUEST A CUSTCODI AN TO TERM NATE THE
USER S ACCOUNT. A REQUEST FOR TERM NATION MUST BE IN WRI TING IN El THER
PHYSI CAL OR ELECTRONI C FORM AND ACCOVPANI ED BY:

(1) |F THE USER |'S DECEASED, A COPY OF THE DEATH CERTI FI CATE OF THE
USER;

(2) A CERTIFIED COPY OF THE LETTER OF APPO NTMENT OF THE EXECUTOR,
ADM NI STRATOR, OR PERSONAL REPRESENTATI VE OR A SMALL- ESTATE AFFI DAVI T OR
COURT ORDER, POAER OF ATTORNEY, OR TRUST G VI NG THE FI DUCI ARY AUTHORI TY
OVER THE ACCOUNT; AND

(3) | F REQUESTED BY THE CUSTCDI AN:

(A) A NUVBER, USERNAME, ADDRESS, OR OTHER UNI QUE SUBSCRI BER OR ACCOUNT
| DENTI FI ER ASSI GNED BY THE CUSTODI AN TO | DENTI FY THE USER S ACCOUNT:;

(B) EVI DENCE LI NKI NG THE ACCOUNT TO THE USER, OR

(C) A FINDI NG BY THE COURT THAT THE USER HAD A SPECI FIC ACCOUNT W TH
THE CUSTODI AN, | DENTI FI ABLE BY THE | NFORMATI ON SPECI FI ED I N | TEM (A).

S 13- A- 4.2 CUSTODI AN COVPLI ANCE AND | MVUNI TY
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(A) NOT LATER THAN SIXTY DAYS AFTER RECEIPT OF THE | NFORVATI ON
REQUI RED UNDER SECTI ONS 13-A-3.1 THROUGH 13-A-4.1, A CUSTODI AN SHALL
COWPLY WTH A REQUEST UNDER THI S ARTI CLE FROM A FI DUCI ARY OR DESI GNATED
RECI PI ENT TO DI SCLOSE DI G TAL ASSETS OR TERM NATE AN ACCOUNT. | F THE
CUSTCDI AN FAILS TO COWPLY, THE FI DUCI ARY OR DESI GNATED RECI PI ENT NAY
APPLY TO THE COURT FOR AN ORDER DI RECTI NG COVPLI ANCE.

(B) AN ORDER UNDER PARAGRAPH (A) DI RECTI NG COVPLI ANCE MUST CONTAIN A
FINDING THAT COWPLIANCE IS NOT IN VIOLATION OF 18 U. S. C. SECTI ON 2702,
AS ANMENDED.

(© A CUSTODI AN MAY NOTI FY THE USER THAT A REQUEST FOR DI SCLOSURE OR
TO TERM NATE AN ACCOUNT WAS MADE UNDER THI S ARTI CLE.

(D) A CUSTODI AN MAY DENY A REQUEST UNDER THI S ARTI CLE FROM A FI DUCI ARY
OR DESI GNATED RECI PI ENT FOR DI SCLOSURE OF DI G TAL ASSETS OR TO TERM NATE
AN ACCOUNT | F THE CUSTODI AN | S AWARE OF ANY LAWFUL ACCESS TO THE ACCOUNT
FOLLOW NG THE RECEI PT OF THE FI DUCI ARY' S REQUEST.

(E) THIS ARTICLE DCES NOT LIMT A CUSTODIAN S ABILITY TO OBTAIN OR
REQUI RE A FI DUCI ARY OR DESI GNATED RECI PI ENT REQUESTI NG DI SCLOSURE OR
TERM NATI ON UNDER THI' S ARTI CLE TO OBTAIN A COURT ORDER WH CH:

(1) SPECI FI ES THAT AN ACCOUNT BELONGS TO THE WARD OR PRI NClI PAL;

(2) SPECIFIES THAT THERE IS SUFFI CI ENT CONSENT FROM THE WARD OR PRI N-
Cl PAL TO SUPPCORT THE REQUESTED DI SCLOSURE;, AND

(3) CONTAINS A FI NDI NG REQUI RED BY LAW OTHER THAN THI S ARTI CLE.

(F) A CUSTODI AN AND | TS OFFI CERS, EMPLOYEES, AND AGENTS ARE | MVUNE
FROM LIABILITY FOR AN ACT OR OM SSI ON DONE | N GOOD FAI TH I N COVPLI ANCE
WTH TH S ARTI CLE.

PART 5. M SCELLANEQUS PROVI SI ONS
S 13-A-5.1 RELATION TO ELECTRONIC SIGNATURE IN G.OBAL AND NATI ONAL
COMMERCE ACT

TH S ARTICLE MODI FIES, LIMTS, OR SUPERSEDES THE ELECTRONI C S| GNATURES
I N GLOBAL AND NATI ONAL COMMERCE ACT, 15 U.S.C. SECTION 7001 ET SEQ, BUT
DOES NOT MODIFY, LIMT, OR SUPERSEDE SECTION 101(C) OF SUCH ACT, 15
U S.C. SECTION 7001(C), OR AUTHORI ZE ELECTRONI C DELI VERY OF ANY OF THE
NOTI CES DESCRIBED IN SECTION 103(B) OF SUCH ACT, 15 U.S.C. SECTI ON
7003(B).
S 13-A-5.2 SEVERABI LI TY

| F ANY PROVI SION OF THI'S ARTICLE OR I TS APPLI CATION TO ANY PERSON OR
ClRCUMBTANCE |S HELD INVALID, THE |INVALIDITY DCES NOT AFFECT OTHER
PROVI SI ONS OR APPLI CATIONS OF THI'S ARTICLE WHICH CAN BE G VEN EFFECT
WTHOUT THE |INVALID PROVISION OR APPLICATION, AND TO TH S END THE
PROVI SIONS OF THI' S ARTI CLE ARE SEVERABLE.

S 2. This act shall take effect imediately.



