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STATE OF NEW YORK

9235
I N ASSEMBLY
February 4, 2016

Introduced by M of A D NONTZ  GOITFRI ED, GALEF, GIONAJ, JOYNER,
TITONE, LINARES -- Milti-Sponsored by -- M of A DAVILA ENG.EBRI GHT,
Gl CK, RAMOS, SKARTADCS -- read once and referred to the Commttee on
Codes

AN ACT to amend the crimnal procedure law, in relation to establishing
the New York el ectronic conmunications privacy act ("NYECPA")

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The crimnal procedure |aw is anmended by adding a new arti -
cle 695 to read as foll ows:
ARTI CLE 695
SEARCH AND SEI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C
COVMUNI CATI ONS
SECTI ON 695. 05 SEARCH AND SElI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C
COVMUNI CATI ONS; DEFI NI Tl ONS.
695. 10 SEARCH AND SElI ZURE OF ELECTRONI C DEVICES AND ELECTRONI C
COVMUNI CATI ONS; | N GENERAL.
695. 15 SEARCH AND SEI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C
COVMUNI CATI ONS; | N AN EMERGENCY.
695. 20 SEARCH AND SEI ZURE OF ELECTRONI C DEVICES AND ELECTRONI C
COVMUNI CATI ONS; WHEN EVI DENCE CAN BE SUPPRESSED.
695. 25 SEARCH AND SEI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C
COVMUNI CATI ONS; ANNUAL REPORT.
S 695. 05 SEARCH AND SEI ZURE OF ELECTRONI C DEVI CES AND ELECTRONIC COWWU-
NI CATI ONS; DEFI NI Tl ONS.
AS USED IN THI S ARTI CLE, THE FOLLOW NG DEFI NI TI ONS SHALL APPLY:
1. "ADVERSE RESULT" MEANS ANY OF THE FOLLOW NG
(A) DANGER TO THE LI FE OR PHYSI CAL SAFETY OF AN | NDI VI DUAL;
(B) FLI GHT FROM PROSECUTI ON,
(C) DESTRUCTI ON OF OR TAMPERI NG W TH EVI DENCE;
(D) I NTI M DATI ON OF POTENTI AL W TNESSES; OR
(E) SERI QUS JEOPARDY TO AN | NVESTI GATI ON.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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2. "AUTHORI ZED POSSESSOR' MEANS THE PERSON | N POSSESSI ON OF AN ELEC
TRONI C DEVI CE WHEN THAT PERSON | S THE OANER OF THE DEVICE OR HAS BEEN
AUTHORI ZED TO POSSESS THE DEVI CE BY THE OMNER OF THE DEVI CE.

3. "ELECTRONI C COVMUNI CATI ON'  MEANS THE TRANSM SSION  OF SI GNS,
SI GNALS, WRI TI NGS5, | MAGES, SOUNDS, DATA, OR I NTELLI GENCE OF ANY NATURE
IN VHOLE OR I N PART BY A WRE, RAD O ELECTROVAGNETI C, PHOTCELECTRIC, OR
PHOTO- OPTI CAL SYSTEM

4. "ELECTRONI C COVMUNI CATI ON | NFORVATI ON' MEANS | NFORMVATI ON RELATED TO
AN ELECTRONIC COVMUNI CATION OR THE USE OF AN ELECTRONI C COVMUNI CATI ON
SERVI CE | NCLUDI NG, BUT NOT LI M TED TO THE CONTENTS, SENDER, RECI Pl ENTS,
OR FORVMAT OF AN ELECTRONI C COMMUNI CATI ON;, THE PRECI SE OR APPROXI MATE
LOCATI ON OF THE SENDER OR RECI PI ENTS OF AN ELECTRONI C COVMUNI CATI ON AT
ANY TI ME DURI NG SUCH COVMUNI CATI ON; THE TI ME OR DATE SUCH COVMUNI CATI ON
WAS CREATED, SENT, OR RECEI VED AND | NFORVATI ON PERTAI NI NG TO AN | NDI VI D
UAL OR DEVI CE | NVOLVED | N THE COVMUNI CATI ON | NCLUDI NG BUT NOT LIM TED TO
AN | NTERNET PROTOCOL ADDRESS. ELECTRONI C COMMUNI CATI ON | NFORWVATI ON  DCES
NOT | NCLUDE SUBSCRI BER | NFORVATI ON AS DEFINED IN THI' S ARTI CLE.

5. "ELECTRONI C COVMUNI CATI ON SERVI CE" MEANS A SERVI CE THAT PROVI DES
SUBSCRI BERS TO OR USERS OF SUCH SERVI CE THE ABILITY TO SEND OR RECEI VE
AN ELECTRONIC COVMUNI CATION AS DEFINED |IN TH S ARTI CLE, | NCLUDI NG A
SERVI CE THAT ACTS AS AN | NTERVMVEDI ARY | N THE TRANSM SSION  OF ELECTRONI C
COMVUNI CATI ONS, OR THAT STORES ELECTRONI C COMMUNI CATI ON | NFORMATI ON.

6. "ELECTRONI C DEVI CE" MEANS A DEVI CE THAT STORES, GENERATES, OR TRAN-
SM TS | NFORMATI ON I N ELECTRONI C FORM

7. "ELECTRONI C DEVICE | NFORVATI ON' MEANS | NFORVATI ON STORED I N OR
GENERATED THROUGH THE OPERATION OF AN ELECTRONIC DEVICE, | NCLUDI NG
I NFORVATI ON RELATED TO THE LOCATI ON OF SUCH DEVI CE AT ANY TI ME.

8. "ELECTRONI C | NFORVATI ON' MEANS ELECTRONI C COVMUNI CATI ON | NFORMATI ON
OR ELECTRONI C DEVI CE | NFORMATI ON.

9. "LAW ENFORCEMENT AGENCY" MEANS ANY ACGENCY WHI CH | S EMPONERED BY LAW
TO CONDUCT AN | NVESTI GATI ON OR TO MAKE AN ARREST FOR AN OFFENSE UNDER
THE PENAL LAW AND AN AGENCY VWHI CH | S AUTHORI ZED BY LAW TO PROSECUTE OR
PARTI Cl PATE | N THE PRCSECUTI ON OF AN OFFENSE UNDER THE PENAL LAW

10. "LAW ENFORCEMENT OFFI CER' MEANS ANY PUBLIC SERVANT VWHO IS
EMPONERED BY LAW TO CONDUCT AN | NVESTI GATI ON OF OR TO MAKE AN ARREST FOR
AN OFFENSE UNDER THE PENAL LAW AND ANY ATTORNEY AUTHORI ZED BY LAW TO
PROSECUTE OR PARTICI PATE IN THE PROSECUTI ON OF AN OFFENSE UNDER THE
PENAL LAW

11. " LOCATI ON | NFORVATI ON' MEANS | NFORVATI ON REGARDI NG THE GENERAL OR
SPECI FI C LOCATI ON OF AN ELECTRONI C DEVI CE.

12. " SERVI CE PROVI DER'" MEANS A PERSON OR ENTI TY THAT PROVI DES AN ELEC
TRONI C COMVUNI CATI ON SERVI CE.

13. "SPECI FI C CONSENT" MEANS CONSENT PROVIDED DI RECTLY TO A LAW
ENFORCEMENT ACGENCY OR LAW ENFORCEMENT OFFI CER SEEKI NG | NFORVATI ON
REGARDI NG AN ELECTRONI C COVMUNI CATI ON, | NCLUDI NG BUT NOT LIMTED TO
Cl RCUMSTANCES IN VWHI CH A LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI -
CER | S THE ADDRESSEE OR | NTENDED RECI PI ENT OR A MEMBER OF THE | NTENDED
AUDI ENCE FOR SUCH COVMUNI CATI ON.

14. " SUBSCRI BER | NFORVATI ON' MEANS THE NAME, STREET ADDRESS, TELEPHONE
NUMBER, EMAIL ADDRESS, OR SIMLAR CONTACT | NFORVATI ON PROVI DED BY A
SUBSCRI BER TO THE SERVI CE PROVI DER | N ORDER TO ESTABLI SH OR MAI NTAIN A
COMVUNI CATION CHANNEL OR AN ACCOUNT FOR ELECTRONIC COVMUNI CATI ON
SERVI CES, AS WELL AS A SUBSCRIBER | DENTIFIER OR ACCOUNT NUMBER, THE
PERFGD OF TIME IN WH CH THE SUBSCRI BER RECEI VES SERVI CE; AND THE TYPES
OF SERVI CES USED BY A USER OF OR SUBSCRI BER TO A SERVI CE PROVI DER.
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S 695. 10 SEARCH AND SEI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C COMMU-
NI CATI ONS; | N GENERAL.

1. EXCEPT AS PROVIDED IN TH' S SECTI ON, A LAW ENFORCEMENT AGENCY OR LAW
ENFORCEMENT OFFI CER SHALL NOT:

(A) COWPEL, | NDUCE OR OFFER I NCENTI VES FOR THE PRODUCTI ON OF OR ACCESS
TO ELECTRONI C COMVUNI CATI ON | NFORVATI ON FROM A SERVI CE PROVI DER;

(B) COWPEL THE PRODUCTI ON OF OR ACCESS TO ELECTRONI C DEVI CE | NFORMA-
TI ON FROM ANY PERSON OR ENTITY OTHER THAN THE AUTHORI ZED POSSESSOR OF
THE DEVI CE; OR

(© ACCESS ELECTRONI C DEVI CE | NFORVATI ON BY MEANS OF PHYSI CAL | NTER-
ACTI ON OR ELECTRONI C COMVUNI CATI ON W TH THE ELECTRONI C DEVI CE.

2. A LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER MAY COWPEL THE
PRODUCTI ON OF OR ACCESS TO ELECTRONI C COVMUNI CATI ON | NFORVATI ON FROM A
SERVI CE PROVI DER, OR COWPEL THE PRODUCTI ON OF OR ACCESS TO ELECTRONI C
DEVI CE | NFORVATI ON FROM ANY PERSON OR ENTI TY OTHER THAN THE AUTHORI ZED
POSSESSOR OF THE DEVI CE ONLY UNDER THE FOLLOW NG Cl RCUMSTANCES:

(A) PURSUANT TO A WARRANT [|SSUED IN ACCORDANCE WTH ARTICLE SIX
HUNDRED NI NETY OF TH'S TI TLE AND SUBJECT TO SUBDI VI SION THREE OF THI S
SECTI ON, UNLESS THE LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER | S
REQUI RED UNDER SECTI ON 250. 00 OF THE PENAL LAW AND ARTI CLE SEVEN HUNDRED
OF TH'S TITLE TO OBTAIN A WARRANT | SSUED PURSUANT TO ARTICLE SEVEN
HUNDRED OF THI S TI TLE;, OR

(B) PURSUANT TO A WARRANT | SSUED I N ACCORDANCE W TH ARTI CLE SEVEN
HUNDRED OF THI S TI TLE.

3. A LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER MAY ACCESS
ELECTRONI C DEVI CE | NFORVATI ON BY MEANS OF PHYSI CAL | NTERACTI ON OR ELEC
TRONI C COMMUNI CATI ON W TH THE DEVI CE ONLY AS FOLLOWE:

(A) PURSUANT TO A WARRANT I N ACCORDANCE W TH ARTI CLE SI X HUNDRED NI NE-
TY OF TH'S TITLE AND SUBJECT TO SUBDI VISION THREE OF TH S SECTION,
UNLESS THE LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER | S REQUI RED
UNDER SECTI ON 250. 00 OF THE PENAL LAW AND ARTI CLE SEVEN HUNDRED OF THI S
TI TLE TO OBTAIN A WARRANT | SSUED PURSUANT TO ARTI CLE SEVEN HUNDRED OF
TH' S TI TLE;

(B) PURSUANT TO A WARRANT | SSUED I N ACCORDANCE W TH ARTI CLE SEVEN
HUNDRED OF THI S TI TLE;

(O WTH THE SPECI FI C CONSENT OF THE AUTHORIZED POSSESSCR OF THE
DEVI CE;

(D) WTH THE SPECIFIC CONSENT OF THE OANER OF THE DEVI CE, ONLY WHEN
THE DEVI CE HAS BEEN REPORTED AS LOST OR STOLEN, OR

(E) I'F THE LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT COFFI CER, I N GOOD
FAITH, BELIEVES THE DEVICE TO BE LOST, STOLEN, OR ABANDONED, PROVI DED
THAT THE LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER SHALL ACCESS
ELECTRONI C DEVICE | NFORVATION ONLY FOR THE PURPOSE OF ATTEMPTI NG TO
| DENTI FY, VERI FY, OR CONTACT THE OMNER OR AUTHORI ZED POSSESSOR OF THE
DEVI CE.

4. ANY WARRANT FOR ELECTRONI C | NFORVATI ON SHALL:

(A) DESCRI BE W TH PARTI CULARI TY THE | NFORVATI ON TO BE SEI ZED BY SPECI -
FYING THE TIME PERIODS FOR WH CH SUCH | NFORVATI ON |'S SQUGHT AND, AS
APPROPRI ATE AND REASONABLE, THE TARGET | NDIVIDUALS OR ACCOUNTS, THE
APPLI CATIONS OR SERVI CES COVERED, AND THE TYPES OF | NFORMATI ON SOUGHT;
AND

(B) COWPLY W TH ALL APPLI CABLE PROVI SI ONS OF STATE AND FEDERAL LAW
I NCLUDI NG SUCH PROVISIONS THAT PROHIBIT OR LIMT THE USE OF SEARCH
WARRANTS, OR THAT | MPOSE ADDI TI ONAL REQUI REMENTS, BEYOND THE SCOPE OF
TH' S ARTI CLE, REGARDI NG SEARCH WARRANTS.
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5. A SERVICE PROVIDER MNAY VOLUNTARI LY DI SCLOSE ELECTRONI C COMMUNI -
CATI ON | NFORVATI ON OR SUBSCRI BER | NFORVATI ON WHEN THAT DI SCLOSURE | S NOT
OTHERW SE PROHI BI TED BY THI S ARTI CLE OR BY OTHER PROVI SI ONS OF STATE LAW
OR BY FEDERAL LAW

6. A LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER THAT RECEI VES
ELECTRONI C COVMUNI CATI ON | NFORVATI ON PROVI DED VOLUNTARI LY SHALL DESTROY
THAT | NFORVATI ON W THI N NI NETY DAYS EXCEPT IN ONE OR MORE OF THE FOLLOW
I NG Cl RCUMSTANCES:

(A) A LAW ENFORCEMENT OFFI CER OR AGENCY OBTAI NS SPECI FI C CONSENT FROM
THE SENDER OR RECI PI ENT OF THE ELECTRONIC COVMUNI CATI ONS ABOUT WH CH
I NFORVATI ON HAS BEEN DI SCLOSED; OR

(B) A LAW ENFORCEMENT OFFI CER OR AGENCY OBTAI NS A COURT ORDER AUTHOR-
I ZI NG THE RETENTI ON OF THE ELECTRONI C COVMUNI CATI ON | NFORVATI ON. A COURT
SHALL | SSUE A RETENTI ON OCRDER UPON A FINDING THAT THE CONDI TIONS ON
VH CH THE I NI TI AL VOLUNTARY DI SCLOSURE WAS BASED PERSI ST, I N WH CH CASE
THE COURT SHALL AUTHORI ZE THE RETENTI ON OF SUCH | NFORMATI ON ONLY FOR SO
LONG AS THCSE CONDI TI ONS PERSI ST, OR WHERE THERE | S PROBABLE CAUSE TO
BELI EVE THAT SUCH | NFORMATI ON CONSTI TUTES EVI DENCE THAT A CRI ME HAS BEEN
COW TTED.

(O | NFORVATI ON RETAI NED BY A LAW ENFORCEMENT OFFI CER OR AGENT THAT IS
SUBJECT TO THI S PROVI SI ON SHALL NOT BE SHARED W TH:

(1) PERSONS OR ENTI TIES THAT DO NOT ACREE TO LIMT THE USE OF THE
PROVI DED | NFORMATI ON TO THOSE PURPGOSES | DENTI FI ED | N THE COURT AUTHORI -
ZATI ON; AND

(1) PERSONS OR ENTI TI ES THAT:

(A) ARE NOT LEGALLY OBLI GATED TO DESTROY THE PROVI DED | NFORVATI ON UPCON
THE EXPI RATI ON OR RESCI NDMENT OF THE COURT' S RETENTI ON CRDER; OR

(B) DO NOT VOLUNTARI LY AGREE TO DESTROY THE PROVI DED | NFORMATI ON  UPON
THE EXPI RATI ON OR RESCI NDMENT OF THE COURT' S RETENTI ON ORDER.

7. A LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER THAT OBTAI NS
ELECTRONI C | NFORVATI ON PURSUANT TO AN EMERGENCY | NVOLVI NG DANGER OF
DEATH OR SERI QUS PHYSI CAL | NJURY TO A PERSON, WH CH REQUI RES ACCESS TO
THE ELECTRONI C | NFORVATI ON W THOUT DELAY, SHALL W THI N THREE DAYS AFTER
OBTAI NI NG THE ELECTRONI C | NFORVATI ON FI LE W TH THE APPROPRI ATE COURT AN
APPLI CATI ON FOR A WARRANT OR ORDER THAT AUTHORI ZES ACCESS TO SUCH ELEC
TRONIC | NFORVATION, OR A MOTION SEEKING APPROVAL OF THE EMERGENCY
DI SCLOSURES THAT SETS FORTH THE FACTS G VING RI SE TO THE EMERGENCY, AND
| F APPLI CABLE, A REQUEST SUPPORTED BY A SWORN AFFI DAVIT FOR AN ORDER
DELAY! NG NOTI FI CATI ON TO THE COURT AS REQUI RED UNDER PARAGRAPH (A) OF
SUBDI VISION TWO OF SECTION 695.15 OF TH S ARTICLE. THE COURT SHALL
PROVPTLY RULE ON SUCH APPLI CATI ON OR MOTI ON, AND SHALL ORDER THE | MMEDI -
ATE DESTRUCTI ON OF ALL | NFORVATI ON OBTAI NED, AND | MMEDI ATE NOTI FI CATI ON
TO THE TARGETS OF A WARRANT OR EMERGENCY REQUEST, PURSUANT TO SUBDI VI -
SION ONE OF SECTION 695.15 OF THHS ARTICLE, |IF SUCH NOIlICE HAS NOT
ALREADY BEEN @G VEN, UPON A FI NDI NG THAT THE FACTS DID NOT G VE RI SE TO
AN EMERCGENCY, OR UPON A RULI NG THAT REJECTS THE WARRANT OR ORDER APPLI -
CATI ON ON ANY OTHER GROUND.

8. THIS SECTION DCES NOI' LIMT THE AUTHORI TY OF A LAW ENFORCEMENT
AGENCY OR LAW ENFORCEMENT OFFI CER TO USE AN ADM NI STRATI VE, GRAND JURY,
TRIAL, OR C VIL DI SCOVERY SUBPOCENA TO DO ANY OF THE FOLLOW NG

(A) REQURE AN ORI G NATOR, ADDRESSEE, OR |INTENDED RECI PI ENT CF AN
ELECTRONI C COVMUNI CATI ON TO DI SCLOSE ANY ELECTRONI C COMVUNI CATI ON | NFOR-
MATI ON ASSCCI ATED W TH THAT COMVUNI CATI ON,

(B) REQUI RE AN ENTI TY THAT PROVI DES ELECTRONI C COMMUNI CATI ONS SERVI CES
TO I TS OFFI CERS, DI RECTORS, EMPLOYEES, OR ACGENTS FOR THE PURPOSE OF
CARRYI NG QUT THEI R DUTI ES, TO DI SCLOSE ELECTRONI C COVMUNI CATI ON | NFORVA-
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TION ASSCClI ATED W TH AN ELECTRONI C COMVUNI CATI ON TO OR FROM AN COFFI CER,
DI RECTOR, EMPLOYEE, OR AGENT OF THE ENTITY; OR

(© REQUI RE A SERVI CE PROVI DER TO PROVI DE SUBSCRI BER | NFORVATI ON.

9. TH'S SECTION DOES NOT PROHI BI T THE | NTENDED RECI PI ENT OF AN ELEC
TRONI C COMVUNI CATI ON FROM  VOLUNTARI LY DI SCLOSI NG ELECTRONI C  COVMUNI -
CATI ON | NFORVATI ON CONCERNI NG  THAT COVMUNI CATI ON TO A LAW ENFORCEMENT
AGENCY OR LAW ENFORCEMENT OFFI CER.

10. NOTHING IN THI S SECTI ON SHALL BE CONSTRUED TO EXPAND ANY AUTHORI TY
UNDER STATE LAW TO COVPEL THE PRODUCTION OF OR ACCESS TO ELECTRONIC
| NFORVATI ON.

S 695.15 SEARCH AND SElI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C COMMU-
NI CATI ONS; | N AN EMERGENCY.

1. EXCEPT AS OTHERW SE PROVIDED IN THIS SECTION, A LAW ENFORCEMENT
AGENCY OR LAW ENFORCEMENT OFFI CER THAT EXECUTES A WARRANT, OR OBTAI NS
ELECTRONI C | NFORVATI ON | N AN EMERGENCY PURSUANT TO SECTION 695.10 OF
TH'S ARTICLE, SHALL SERVE UPON OR DELI VER TO THE TARGET OF A WARRANT OR
EMERGENCY REQUEST BY REG STERED OR FI RST- CLASS MAI L, ELECTRONI C MAIL, OR
BY OTHER MEANS REASONABLY CALCULATED TO BE EFFECTIVE, A NOIICE THAT
I NFORM5 THE RECIPIENT THAT | NFORVATI ON  ABOUT THE RECI PI ENT HAS BEEN
COVPELLED OR REQUESTED. SUCH NOTI CE SHALL STATE W TH REASONABLE SPECI F-
ICTY THE NATURE OF THE GOVERNMENT | NVESTI GATI ON PURSUANT TO WHI CH THE
I NFORVATI ON | S SOQUGHT. THE NOTI CE SHALL | NCLUDE A COPY OF THE WARRANT OR
A WRI TTEN STATEMENT SETTI NG FORTH FACTS G VING RISE TO THE EMERGENCY.
THE NOTICE SHALL BE PROVI DED CONTEMPORANEOQUSLY W TH THE EXECUTI ON OF A
WARRANT, OR, IN THE CASE OF AN EMERGENCY, WTH N THREE DAYS AFTER
OBTAI NI NG THE ELECTRONI C | NFORVATI ON. NOTI CE SHALL BE SUPPLEMENTED W TH
COPI ES OF ELECTRONI C | NFORVMATION OBTAINED IN THE SAME FORM | T WAS
RECEI VED W THI N THREE DAYS OF OBTAI NI NG THE ELECTRONI C | NFORVATI ON.

2. (A WHEN A WARRANT | S SOUGHT OR ELECTRONI C | NFORVATI ON |'S OBTAI NED
I N AN EMERGENCY UNDER SECTI ON 695. 10 OF TH S ARTI CLE, THE LAW ENFORCE-
MENT AGENCY OR LAW ENFORCEMENT OFFI CER MAY SUBM T A REQUEST TO A COURT
SUPPCRTED BY A SWORN AFFI DAVI T FOR AN ORDER DELAYI NG NOTI FI CATI ON  AND
PROH Bl TI NG ANY PARTY PROVI DI NG | NFORMATI ON FROM NOTI FYI NG ANY OTHER
PARTY THAT | NFORVATI ON HAS BEEN SOUGHT. THE COURT SHALL | SSUE THE ORDER
IF THE COURT DETERM NES THAT THERE IS REASON TO BELI EVE THAT NOTI FI CA-
TI ON MAY HAVE AN ADVERSE RESULT, BUT ONLY FOR THE PERIGD OF TIME THAT
THE COURT FINDS THERE |S REASON TO BELI EVE THAT THE NOTI FI CATI ON MAY
HAVE THAT ADVERSE RESULT, AND NOT TO EXCEED NI NETY DAYS.

(B) THE COURT MAY CGRANT EXTENSI ONS OF THE DELAY OF UP TO N NETY DAYS
EACH ON THE SAME GROUNDS AS PROVI DED | N PARAGRAPH (A) OF THI S SUBDI VI -
SI ON.

(© UPON EXPI RATION OF THE PERI OD I N WHI CH NOTI FI CATI ON | S DELAYED, A
LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER SHALL SERVE UPON THE
| DENTI FI ED TARGETS OF A WARRANT OR DELI VER TO THOSE TARGETS BY REG S-
TERED OR FIRST-CLASS MAIL, ELECTRONIC MAIL, OR OTHER MEANS REASONABLY
CALCULATED TO BE EFFECTI VE AS SPECI FI ED BY THE COURT | SSU NG THE ORDER
AUTHORI ZI NG DELAYED NOTI FI CATI ON, A DOCUMENT THAT | NCLUDES THE | NFORVA-
TI ON DESCRI BED | N SUBDI VI SI ON ONE OF THI S SECTI ON, ALONG WTH A COPY OF
ALL ELECTRONIC | NFORVATI ON OBTAINED IN THE SAME FORM I T WAS RECEI VED,
AND A STATEMENT OF THE GROUNDS FOR THE COURT' S DETERM NATI ON TO GRANT A
DELAY I N NOTI FYI NG THE | NDI VI DUAL.

3. | F THERE IS NO | DENTI FI ED TARGET OF A WARRANT OR EMERGENCY REQUEST
AT THE TIME OF I TS | SSUANCE, THE LAW ENFORCEMENT AGENCY OR LAW ENFORCE-
MENT OFFICER SHALL SUBM T TO THE ATTORNEY GENERAL OF THI S STATE WTHI N
THREE DAYS OF THE EXECUTI ON OF THE WARRANT OR | SSUANCE OF THE REQUEST A
REPORT REGARDI NG THE | NFORVATION REQUIRED I'N SUBDIVISION ONE OF TH S
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SECTI ON. | F AN ORDER DELAYI NG NOTI CE |'S OBTAI NED PURSUANT TO SUBDI VI SI ON
TWO OF THI'S SECTI ON, THE LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI -
CER SHALL SUBM T TO THE ATTORNEY GENERAL UPON THE EXPIRATION OF THE
PERIOD OF DELAY OF THE NOTI FI CATI ON A REPORT REGARDI NG THE | NFORMATI ON
REQUI RED | N PARAGRAPH (C) OF SUBDI VI SION TWD OF THI'S SECTI ON. THE ATTOR-
NEY GENERAL' S OFFI CE SHALL PUBLI SH SUCH REPORTS ON | TS | NTERNET WEBSI TE
WTH N NI NETY DAYS OF RECEI PT. THE ATTORNEY GENERAL SHALL REDACT NAMES
AND OTHER PERSONAL | DENTI FYI NG | NFORMATI ON FROM THE REPORTS.

4. EXCEPT AS OTHERW SE PROVIDED IN THI'S SECTION, NOTHING IN THI S ARTI -
CLE SHALL PROHIBIT OR LIMT A SERVI CE PROVI DER OR ANY OTHER PARTY FROM
DI SCLOSI NG | NFORMATI ON ABOUT ANY REQUEST OR DEMAND FOR ELECTRONI C | NFOR-
MATI ON.

S 695.20 SEARCH AND SEI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C COMMU-
NI CATI ONS; WHEN EVI DENCE CAN BE SUPPRESSED.

1. PERSONS WHO ARE PARTY TO OR OTHERW SE SUBJECT TO A TRIAL, HEARI NG
OR OTHER LEGAL OR ADM NI STRATI VE PROCEEDI NG MAY MOVE TO SUPPRESS ELEC
TRONI C | NFORMATI ON OBTAI NED OR RETAINED IN VIOLATION OF THI'S ARTICLE,
THE UNITED STATES CONSTI TUTI ON, STATE CONSTI TUTI ON, THE NEW YORK STATE
CONSTI TUTI ON OR THE PROVI SI ONS OF THE CRI M NAL PROCEDURE LAW THE MOTI ON
SHALL BE MADE AND SHALL BE SUBJECT TO REVIEWBY A COURT |N ACCORDANCE
WTH THE PROCEDURES SET FORTH IN ARTICLE SEVEN HUNDRED TEN OF THI S
TI TLE.

2. THE ATTORNEY GENERAL OF THI'S STATE MAY COWENCE A CIVIL ACTION TO
COWPEL A LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER TO COMPLY
W TH THE PROVI SIONS OF THI'S ARTI CLE.

3. AN | NDI VI DUAL, SERVI CE PROVI DER OR OTHER RECI PIENT OF A WARRANT,
ORDER, OR OTHER LEGAL PROCESS THAT IS | NCONSI STENT W TH THI S ARTI CLE,
THE UNI TED STATES CONSTI TUTI ON, OR THE NEW YORK STATE CONSTI TUTION MAY
PETITION THE ISSUNG COURT TO VO D OR MODI FY THE WARRANT, ORDER, OR
PROCESS, OR TO ORDER THE DESTRUCTION OF | NFORMATION THAT IS SOUGHT
PURSUANT TO SUCH A WARRANT, ORDER OR OTHER LEGAL PROCESS.

4. A STATE, TERR TORY OR COMMONVEALTH OF THE UNI TED STATES AND FOREl GN
CORPORATI ONS AS WELL AS OFFI CERS, EMPLOYEES, AND AGENTS OF THESE ENTI -
TIES SHALL NOT BE SUBJECT TO A CAUSE OF ACTION FOR PROVIDI NG RECORDS,
| NFORMATI ON, FACI LI TIES, OR OTHER FORMS OF ASSI STANCE | N ACCORDANCE W TH
THE TERMS OF A WARRANT, COURT ORDER STATUTORY AUTHORI ZATI ON, EMERGENCY
CERTI FI CATI ON, OR W RETAP ORDER | SSUED PURSUANT TO THI' S ARTI CLE.

S 695. 25 SEARCH AND SEI ZURE OF ELECTRONI C DEVI CES AND ELECTRONI C  COMMU-
NI CATI ONS; ANNUAL REPORT.

1. A LAW ENFORCEMENT AGENCY OR LAW ENFORCEMENT OFFI CER THAT OBTAI NS
ELECTRONI C COMMUNI CATI ON | NFORMATI ON PURSUANT TO THI S ARTI CLE SHALL MAKE
AN ANNUAL REPORT TO THE ATTORNEY GENERAL OF THI'S STATE REGARDI NG SUCH
| NFORVATI ON.  THE REPORT SHALL BE MADE ON OR BEFORE FEBRUARY FI RST, TWD
THOUSAND El GHTEEN, AND ON FEBRUARY FI RST OF EACH YEAR THEREAFTER TO THE
EXTENT SUCH | NFORMATI ON CAN BE REASONABLY DETERM NED, THE REPORT SHALL
| NCLUDE THE FOLLOW NG

(A) THE TOTAL NUMBER OF TIMES ELECTRONI C | NFORMATI ON WAS SOUGHT OR
OBTAI NED PURSUANT TO THI' S ARTI CLE;

(B) FOR EACH OF THE FOLLONNG CATEGORIES THE TYPES OF ELECTRONIC
| NFORMATI ON, THE NUMBER OF TIMES SUCH | NFORMATION WAS SOUGHT OR
OBTAI NED, AND THE NUMBER OF RECORDS OBTAI NED:

(1) ELECTRONI C COVMUNI CATI ON CONTENT;

(11) LOCATI ON | NFORMATI ON;

(111) ELECTRONI C DEVI CE | NFORMATI ON (NOT | NCLUDI NG LOCATI ON | NFORMA-
TION); AND

(1V) OTHER ELECTRONI C COVMUNI CATI ON | NFORMATI ON.
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(© FOR EACH TYPE OF | NFORVATI ON | DENTI FI ED | N PARAGRAPH (B) OF THI'S
SUBDI VI SI ON:

(1) THE NUMBER OF TIMES THE | NFORVATI ON WAS SOUGHT OR OBTAI NED PURSU-
ANT TO

(1) W RETAP ORDERS OBTAI NED PURSUANT TO THI S ARTI CLE;

(2) SEARCH WARRANTS OBTAI NED PURSUANT TO THI S ARTI CLE; AND

(3) EMERGENCY REQUESTS SUBJECT TO SUBDI VI SI ON EI GHT OF SECTION 695. 10
OF TH S ARTI CLE.

(I'l) THE TOTAL NUMBER OF | NDI VI DUALS WHOSE | NFORVATI ON WAS SOUGHT OR
OBTAI NED;

(I'l'l) THE TOTAL NUMBER OF | NSTANCES | N WHI CH | NFORVATI ON WAS SOUGHT OR
OBTAI NED THAT DI D NOT SPECI FY A TARGET | NDI VI DUAL FROM WHOM OR ABOUT
VHOM THE | NFORMATI ON WAS REQUESTED,

(1V) FOR DEMANDS OR REQUESTS |SSUED UPON A SERVI CE PROVI DER, THE
NUMBER OF SUCH DEMANDS OR REQUESTS COWLIED WTH IN FULL, PARTIALLY
COWPLI ED W TH, AND NOT COWPLIED W TH;

(V) THE NUMBER OF TI MES NOTI CE TO TARGETED | NDI VI DUALS OF A WARRANT,
COURT ORDER, STATUTORY AUTHORI ZATI ON, EMERGENCY CERTI FI CATI ON, OR W RE-
TAP ORDER |SSUED PURSUANT TO THI S ARTI CLE WAS DELAYED AND THE AVERAGE
LENGTH OF THE DELAY;

(M) THE NUMBER OF Tl MES RECORDS OBTAI NED PURSUANT TO A WARRANT, COURT
ORDER, STATUTORY AUTHORI ZATI ON, EMERGENCY CERTIFI CATION, OR W RETAP
ORDER | SSUED PURSUANT TO THI S ARTI CLE WERE SHARED W TH OTHER GOVERNMENT
ENTI TI ES OR ANY DEPARTMENT OR AGENCY OF THE FEDERAL GOVERNMENT, AND THE
AGENCI ES W TH WHI CH SUCH RECORDS WERE SHARED,

(M) THE AVERAGE PERI OD OF TIME FOR VWHI CH LOCATI ON | NFORMATI ON WAS
OBTAI NED OR RECEI VED;, AND

(M I'1) THE NUMBER OF | NSTANCES I N WHI CH ELECTRONI C | NFORVATI ON  SOQUGHT
OR OBTAI NED PURSUANT TO THI' S ARTI CLE WAS RELEVANT TO A CRI M NAL PROCEED-
| NG THAT LED TO A CONVI CTI ON.

2. ON OR BEFORE APRIL FIRST, TWD THOUSAND El GHTEEN, AND EACH APRI L
FI RST THEREAFTER, THE ATTORNEY GENERAL'S OFFICE SHALL PUBLISH ON ITS
| NTERNET WEBSI TE THE FOLLOW NG

(A) |INDVIDUAL REPORTS FROM EACH LAW ENFORCEMENT AGENCY OR LAW
ENFORCEMENT OFFI CER THAT REQUESTS OR COWPELS THE PRODUCTI ON OF CONTENTS
OR RECORDS PERTAI NI NG TO AN ELECTRONI C COMMUNI CATI ON OR LOCATI ON | NFOR-
MATI ON;  AND

(B) A SUMVARY AGGREGATI NG DATA RELATED TO EACH TYPE OF ELECTRONIC
COVMUNI CATI ON | DENTI FI ED | N PARAGRAPHS (A), (B) AND (C) OF SUBDI VI SI ON
ONE OF THI S SECTI ON.

3. NOTHHNG IN THIS ARTICLE SHALL PROH BIT OR RESTRICT A SERVICE
PROVI DER FROM PRODUCI NG AN ANNUAL REPORT SUMMARI ZI NG THE DEMANDS OR
REQUESTS | T RECElI VES UNDER THI S ARTI CLE.

S 2. This act shall take effect imediately.



