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STATE OF NEW YORK

6133
2015- 2016 Regul ar Sessi ons
I N ASSEMBLY
March 16, 2015

Introduced by M of A DenDEKKER -- read once and referred to the
Committee on Governmental Operations

AN ACT to anend the executive law, in relation to a cyber security
report

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The executive |law is anmended by adding a new section 719 to
read as foll ows:

S 719. QUI NQUENNI AL CYBER SECURI TY REPORT. 1. THE COW SSIONER, IN
CONSULTATION W TH THE SUPERI NTENDENT OF THE STATE POLI CE, THE CHI EF
| NFORVATI ON OFFI CER, AND THE PRESI DENT OF THE CENTER FOR | NTERNET SECU
RITY, SHALL PREPARE A REPORT, TO BE DELIVERED TO THE GOVERNOR, THE
TEMPORARY PRESI DENT OF THE SENATE, THE SPEAKER OF THE ASSEMBLY, THE
CHAIR OF THE SENATE STANDI NG COW TTEE ON VETERANS, HOVELAND SECURI TY
AND M LI TARY AFFAI RS, AND THE CHAI R OF THE ASSEMBLY STANDI NG COWM TTEE
ON GOVERNMENTAL OPERATI ONS, ON OR BEFORE THE FI RST DAY OF SEPTEMBER, TWO
THOUSAND FI FTEEN, AND THEN EVERY FI VE YEARS THEREAFTER, WH CH PROVI DES A
COVWPREHENSI VE REVI EW OF ALL CYBER SECURI TY SERVI CES PERFORMED BY, AND ON
BEHALF OF, THE STATE OF NEW YORK.

2. THE REPORT REQUI RED PURSUANT TO SUBDI VI SION ONE OF THI S SECTI ON,
SHALL | NCLUDE A DETAI LED ASSESSMENT OF EACH AND EVERY CYBER SECURITY
NEED OF THE STATE OF NEW YORK, | NCLUDI NG BUT NOT LIMTED TO, | TS STATE
AGENCI ES AND | TS PUBLI C AUTHORI TI ES, AND FOR EACH AND EVERY SUCH CYBER
SECURITY NEED SO |IDENTIFIED, SHALL FURTHER |NCLUDE A DETAILED
DESCRI PTI ON OF:

(A) THE TYPE OF CYBER SECURI TY SERVI CE USED TO ADDRESS SUCH NEED;

(B) THE SCOPE OF THE NEED SO ADDRESSED, AS WELL AS THE SCOPE OF THE
SERVI CE USED TO ADDRESS SUCH NEED;

(©) THE COST OF THE SERVI CE USED TO ADDRESS SUCH NEED;

(D) THE EFFECTIVENESS OF THE CYBER SECURI TY SERVI CE USED TO ADDRESS
SUCH NEED;

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(E) THE ENTI TY PROVI DI NG SUCH CYBER SECURI TY SERVI CE USED TO ADDRESS
SUCH NEED;

(F) THE GOVERNVMENT, | NDUSTRY AND/ OR ACADEM CALLY ACCEPTED BEST CYBER
SECURI TY PRACTI CE FOR ADDRESSI NG SUCH NEED;

(G HOW OTHER STATES, AND THE FEDERAL GOVERNMENT HAVE ADDRESSED SUCH
NEED; AND

HOW PRI VATE SECTOR ENTI TI ES ADDRESSED SUCH NEED.

3. DURI NG THE PREPARATI ON OF THE REPORT REQUI RED BY SUBDI VI SI ON ONE OF
TH'S SECTION, AND AFTER |TS DELIVERY TO THE PERSONS | DENTI FI ED TO
RECEI VE SUCH REPORT, THE COW SSI ONER, THE SUPERI NTENDENT OF THE STATE
PCLI CE, THE CH EF | NFORVATI ON OFFI CER, AND THE PRESI DENT OF THE CENTER
FOR | NTERNET SECURITY, AS WELL AS THE DIVISIONS, OFFICES AND CORPG
RATI ONS UNDER THEI R DI RECTI ON, SHALL PROVI DE TO SUCH PERSONS ENTI TLED TO
RECEI VE SUCH REPORT, ANY AND ALL ADDI Tl ONAL | NFORVATI ON SUCH PERSONS NAY
REQUEST, W TH RESPECT TO ANY CYBER SECURI TY | SSUE CONCERNI NG

(A) THE STATE OF NEW YORK, | NCLUDI NG BUT NOT LIM TED TO, ANY AGENCY,
BOARD, BUREAU, COWM SSI ON, DEPARTMENT, DI VI SION, | NSTITUTION, OFFICE, OR
PUBLI C AUTHORI TY OF THE STATE;

(B) ANY LOCAL GOVERNMENT ENTITY, I NCLUDING BUT NOT LIMTED TGO  ANY
COUNTY, TOM, CTY, VILLAGE, SCHOOL DI STRI CT, SPECI AL DI STRI CT, AND ANY
AGENCY, BOARD, BUREAU, COWM SSI ON, DEPARTMENT, DIVISION, | NSTITUTION,
OFFI CE, OR PUBLI C AUTHORI TY OF SUCH LOCAL GOVERNMENT ENTI TY;

(© ANY REGULATED ENTITY OF THE STATE OF NEW YORK OR LOCAL GOVERNMENT
ENTI TY;

(D) ANY NOT- FOR- PROFI T CORPCRATION I N THE STATE OF NEW YORK;

(E) ANY PRI VATE SECTOR BUSI NESS I N THE STATE OF NEW YORK, | NCLUDI NG
BUT NOT LIMTED TGO A SOLE PROPRI ETOR, PARTNERSHI P, LI M TED LI ABILITY
COVPANY OR BUSI NESS CORPORATI ON; AND/ OR

(F) ANY CITI ZEN OF THE STATE OF NEW YORK.

4. WHERE COVPLI ANCE W TH THI S SECTI ON SHALL REQUI RE THE DI SCLOSURE OF
CONFI DENTI AL | NFORVATI ON, OR THE DI SCLOSURE OF SENSI Tl VE | NFORMVATI ON
VH CH IN THE JUDGVENT OF THE COW SSI ONER WOULD JEOPARDI ZE THE CYBER
SECURI TY OF THE STATE:

(A) SUCH CONFIDENTI AL OR SENSI TI VE | NFORVATI ON SHALL BE PROVI DED TO
THE PERSONS ENTI TLED TO RECElI VE THE REPORT AS PROVIDED BY SUBDI VI SI ON
ONE OF THI S SECTI ON, AS FOLLOWE:

(1) IN THE CASE OF THE REPORT REQUI RED BY SUBDI VISION ONE OF THI S
SECTION, IN THE FORM OF A SUPPLEMENTAL APPENDI X TO THE REPORT; AND

(I'l') I'N THE CASE OF A RESPONSE TO A REQUEST FOR | NFORVATION MADE I N
ACCORDANCE W TH SUBDI VI SION THREE OF THI S SECTION, | N A SECURE MANNER AS
DETERM NED BY THE COWM SS| ONER;

(B) NEITHER A SUPPLEMENTAL APPENDI X TO THE REPORT, NOR ANY CONFI DEN-
TI AL OR SENSI Tl VE | NFORMATI ON PROVI DED I N  ACCORDANCE W TH SUBDI VI SI ON
THREE OF TH'S SECTION, SHALL BE POSTED ON THE DIVI SION S WEBSI TE AS
REQUI RED BY SUBDI VI SION FI VE OF TH S SECTI ON;

(© NEI THER A SUPPLEMENTAL APPENDI X TO THE REPORT, NOR ANY CONFI DEN-
TIAL OR SENSITIVE | NFORVATI ON PROVI DED | N ACCORDANCE W TH SUBDI VI SI ON
THREE OF TH S SECTI ON, SHALL BE SUBJECT TO THE PROVI SI ONS OF THE FREEDOM
OF | NFORVATI ON LAW PURSUANT TO ARTI CLE SI X OF THE PUBLIC OFFI CERS LAW
AND

(D) THE PERSONS ENTI TLED TO RECEI VE THE REPORT AS PROVI DED BY SUBDI VI -
SION ONE OF THI S SECTI ON, MAY DI SCLOSE THE SUPPLEMENTAL APPENDI X TO THE
REPORT, AND ANY CONFI DENTI AL OR SENSITIVE | NFORVATION PROVIDED IN
ACCORDANCE W TH SUBDI VI SI ON THREE OF THI S SECTI ON, TO THEI R PROFESSI ONAL
STAFF, BUT SHALL NOT OTHERW SE PUBLI CLY DI SCLOSE SUCH CONFI DENTI AL OR
SECURE | NFORVATI ON.
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5. EXCEPT W TH RESPECT TO ANY CONFI DENTI AL OR SENSI Tl VE | NFORVATI ON AS
DESCRI BED I N SUBDI VI SI ON FOUR OF THI'S SECTION, THE DI VI SI ON SHALL PCST A
COPY OF THE REPORT PREPARED | N ACCORDANCE W TH SUBDIVISION ONE OF THI'S
SECTI ON, ON I TS WEBSI TE, NOT MORE THAN FI FTEEN DAYS AFTER SUCH REPORT | S
DELI VERED TO THE PERSONS ENTI TLED TO RECEI VE SUCH REPORT. THE DI VI SI ON
MAY FURTHER POST ANY AND ALL FURTHER | NFORVATION | T MAY DEEM APPROPRI -
ATE, ON |ITS WEBSITE, REGARDH NG CYBER SECURI TY, AND THE PROTECTI ON OF
PUBLI C AND PRI VATE COVPUTER SYSTEMS, NETWORKS, HARDWARE AND SOFTWARE.

S 2. This act shall take effect imediately.



