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STATE OF NEW YORK

7245
I N SENATE
April 11, 2016

Introduced by Sen. HOYLMAN -- read twi ce and ordered printed, and when
printed to be comritted to the Conmittee on Consuner Protection

AN ACT to anend the general business law and the executive law, in
relation to the use of automatic license plate reader systens

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED I N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by addi ng a new section
397-b to read as foll ows:

S 397-B. USE OF AUTOVATI C LI CENSE PLATE READER SYSTEMS PROCHI BI TED. AS
USED I N THI S SECTI ON: 1. "AUTOVATI C LI CENSE PLATE READER SYSTEM' OR
"ALPR SYSTEM' SHALL MEAN A SYSTEM OF ONE OR MORE MOBI LE OR FI XED HI GH
SPEED CAMERAS USED | N COVBI NATI ON W TH COVPUTER ALGORI THVS TO CONVERT
| MAGES OF LI CENSE PLATES | NTO COVPUTER- READABLE DATA.

2. |IT SHALL BE UNLAWUL FOR ANY BUSI NESS, | NDI VI DUAL, PARTNERSHI P,
CORPORATI ON, ASSOCI ATI ON, OR STATE OR LOCAL GOVERNMENT NON- LAW  ENFORCE-
MENT ENTITY TO USE AN AUTOVATI C LI CENSE PLATE READER SYSTEM

3. THE PROVISIONS OF THI'S SECTION SHALL NOT APPLY TO AN ELECTRONI C
TOLL COLLECTI ON SYSTEM OR ASSCCI ATED TRANSACTI ON SYSTEM OR ANY COVPONENT
THEREOF WHI CH | S OPERATED BY A PUBLIC AUTHORITY FOR THE PURPOSE OF
| MPOSI NG AND COLLECTI NG TOLLS ON A ROADWAY W THI N THE STATE.

4. A VIOLATION OF THE PROVI SIONS OF THI S SECTI ON SHALL CONSTI TUTE A
VI OLATI ON, AND UPON CONVI CTI ON THEREOF SHALL BE PUNI SHABLE BY A TERM OF
| MPRI SONMENT NOT TO EXCEED FI FTEEN DAYS, OR BY A FINE OF NOT MORE THAN
ONE THOUSAND DCOLLARS, OR BY BOTH SUCH FI NE AND | MPRI SONMENT. EACH UNLAW
FULLY | NSTALLED OR MAI NTAI NED DEVI CE SHALL CONSTI TUTE A SEPARATE AND
DI STI NCT VI OLATI ON.

S 2. The executive lawis anmended by adding a new section 837-s to
read as foll ows:

S 837-S. USE OF AUTOVATI C LI CENSE PLATE READERS BY LAW ENFORCEMENT
AGENCI ES. 1. THE USE OF AUTOVATI C LI CENSE PLATE READER SYSTEMS BY STATE
AND LOCAL LAW ENFORCEMENT AGENCI ES SHALL BE GOVERNED BY THI S SECTI ON.

(A) "AUTOWATI C LI CENSE PLATE READER SYSTEM' OR "ALPR SYSTEM'  SHALL
MEAN A SYSTEM OF ONE OR MORE MBI LE OR FI XED H GH SPEED CAMERAS USED | N

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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COMBI NATI ON W TH COVPUTER ALGORI THVS TO CONVERT | MAGES OF LI CENSE PLATES
I NTO COVPUTER- READABLE DATA.

(B) "CAPTURED PLATE DATA" SHALL MEAN THE GPS COORDI NATES, DATE AND
TI ME, PHOTOGRAPH, LI CENSE PLATE NUMBER, AND ANY OTHER DATA CAPTURED BY
OR DERI VED FROM ANY ALPR SYSTEM

(© "SECURED AREA" SHALL MEAN AN AREA, ENCLOSED BY CLEAR BOUNDARI ES,
TO WHI CH ACCESS IS LI M TED AND ENTRY |'S ONLY OBTAI NABLE THROUGH SPECI FI C
ACCESS- CONTROL PO NTS.

2. (A) A STATE OR LOCAL LAW ENFORCEMENT AGENCY MAY USE AN AUTOWATIC
LI CENSE PLATE READER FOR THE | MVEDI ATE COMPARI SON OF CAPTURED PLATE DATA
HELD BY THE REGQ STRY OF MOTOR VEH CLES, THE DEPARTMENT OF CRI M NAL
JUSTI CE | NFORVATI ON SERVI CES, THE NATI ONAL CRI ME | NFORVATI ON CENTER, THE
FBI Kl DNAPPI NGS AND M SSI NG PERSONS LI ST, AND THE NEW YORK STATE AMBER
ALERT PLAN FOR THE PURPGOSE COF | DENTI FYI NG

(1 ) OUTSTANDI NG PARKI NG OR TRAFFI C VI OLATI ONS;

(') A VIOLATI ON OF VEH CLE REG STRATI ON REQUI REMVENTS;
(I'r1) A VEH CLE I N VI CLATI ON OF | NSPECTI ON REQUI REMENTS;
(1'V) A STOLEN VEHI CLE OR STOLEN LI CENSE PLATE;
(V) A VEHCLE REG STERED TO AN IND VIDUAL FOR WHOM THERE IS AN
OUTSTANDI NG DEFAULT OR ARREST WARRANT FOR FELONY CHARGES; OR
(M) A VEH CLE ASSCCI ATED WTH A M SSI NG PERSON.
(B)
F

AUTOVATI C LI CENSE PLATE READERS MAY ALSO BE USED: (1) BY PARKING
ENFORCEMENT ENTI TI ES FOR THE REGULATI ON OF PUBLI C PARKI NG

(1) BY STATE OR LOCAL GOVERNMENT AGENCI ES FOR THE PURPOSE OF CONTROL-
LI NG ACCESS TO SECURED AREAS; AND

(I'r1)y BY THE DEPARTMENT OF TRANSPORTATI ON OR A PUBLI C AUTHORI TY, FOR
THE PURPOSE OF ELECTRONI C TOLL COLLECTI ON.

3. (A) CAPTURED PLATE DATA OBTAI NED FOR THE PURPOSES DESCRI BED UNDER
TH'S SECTI ON SHALL NOT BE USED OR SHARED FOR ANY OTHER PURPOSE AND SHALL
NOT BE PRESERVED FOR MORE THAN ONE HUNDRED EI GHTY DAYS EXCEPT PURSUANT
TO A PRESERVATI ON OR DI SCLOSURE REQUEST UNDER THIS SUBDI VISION, OR A
WARRANT. CAPTURED PLATE DATA MAY BE MAI NTAINED W THI N THE CUSTODY AND
CONTROL OF A LAW ENFORCEMENT AGENCY FOR A LONGER TI ME PERI OD | F THE DATA
IS RETAINED OR STORED AS PART OF AN ONGO NG | NVESTI GATI ON, AND I N SUCH
CASE THE DATA SHALL BE DESTROYED AT THE CONCLUSI ON OF EI THER (1) AN
I NVESTI GATI ON THAT DOES NOT RESULT IN ANY CRI M NAL CHARGES BEI NG FI LED;
OR (Il) ANY CRIMNAL ACTION UNDERTAKEN | N THE MATTER | NVOLVI NG THE
CAPTURED PLATE DATA.

(B) UPON THE REQUEST COF ANY LAW ENFORCEMENT AGENCY, AN OPERATOR OF AN
ALPR SYSTEM SHALL TAKE ALL NECESSARY STEPS TO | MVEDI ATELY PRESERVE
CAPTURED PLATE DATA IN I TS POSSESSI ON. A REQUESTI NG AGENCY MJUST SPECI FY
IN A WRITTEN SWORN STATEMENT: (1) THE PARTI CULAR CAMERA OR CAMERAS FOR
VWH CH CAPTURED PLATE DATA MUST BE PRESERVED OR THE PARTI CULAR LI CENSE
PLATE FOR WH CH CAPTURED PLATE DATA MUST BE PRESERVED, AND (I1) THE DATE
OR DATES AND TI MEFRAMES FOR VWH CH CAPTURED PLATE DATA MJUST BE PRESERVED.

(© A LAWENFORCEMENT AGENCY MAY APPLY FOR A COURT CORDER FOR DI SCLO
SURE OF CAPTURED PLATE DATA VWH CH SHALL BE | SSUED BY ANY COURT OF COMPE-
TENT JURI SDI CTI ON | F THE AGENCY OFFERS SPECI FI C AND ARTI CULABLE FACTS
SHOW NG THAT THERE ARE REASONABLE GROUNDS TO BELI EVE THAT THE CAPTURED
PLATE DATA IS RELEVANT AND MATERI AL TO AN ONGONG CRIM NAL OR M SSI NG
PERSONS | NVESTI GATI ON.

(D) CAPTURED PLATE DATA SHALL BE DESTROYED BY THE OPERATCOR OF THE ALPR
SYSTEM | F THE APPLI CATI ON FOR A DI SCLOSURE ORDER IS DENI ED OR AT THE END
OF FOURTEEN DAYS, WH CHEVER | S LATER
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4. ENTITIES AUTHORI ZED TO USE ALPR SYSTEMS UNDER SUBDI VI SI ON TWO OF
TH'S SECTI ON SHALL NOT SELL, TRADE, OR EXCHANGE CAPTURED PLATE DATA FOR
ANY PURPGCSE.

5. AN ALERT FROM AN ALPR SYSTEM USED BY A LAW ENFORCEMENT AGENCY DOES
NOT CONSTI TUTE REASONABLE SUSPI CI ON OR PROBABLE CAUSE TO PERFORM A TRAF-
FIC STOP. | F AN ALPR SYSTEM ALERTS ON A PLATE, A LAW ENFORCEMENT OFFI CER
MUST VI SUALLY CONFI RM THAT THE PLATE NUMBER AND STATE OF ORIG@ N MATCH
THE ALERT BEFORE TAKI NG LAW ENFORCEMENT ACTI ON.

6. LAW ENFORCEMENT AGENCI ES THAT USE ALPR SYSTEMS SHALL:

(A) ADOPT A POLI CY GOVERNI NG USE OF THE SYSTEM AND CONSPI CUOUSLY POST
THE POLICY ON THE ENTITY' S WEB SI TE;

(B) ADOPT A PRI VACY PCLI CY TO ENSURE THAT CAPTURED PLATE DATA IS NOT
SHARED |IN VIOLATION OF TH S SECTI ON OR ANY OTHER LAW AND CONSPI CUOUSLY
PCST THE PRI VACY POLI CY ON THE AGENCY' S WEB SI TE; AND

(© REPORT ANNUALLY | TS AUTOVATI C LI CENSE PLATE READER PRACTICES AND
USAGE TO THE DI VI SI ON, AND CONSPI CUOUSLY POST THE REPORT ON THE ENTI TY' S
VWEB SI TE. THE REPORT SHALL | NCLUDE:

(1) THE NUMBER OF LI CENSE PLATES SCANNED;

(1'l) THE NUMBER OF PRESERVATI ON REQUESTS;

(1'11) THE NUMBER OF DI SCLOSURE ORDERS;

(1'V) ANY CHANGES I N PCLI CY THAT AFFECT PRI VACY CONCERNS;

( THE NAMES OF THE LISTS AGAINST WH CH CAPTURED PLATE DATA WAS
CHECKED, AND FOR EACH LI ST THE NUMBER OF CONFI RVED MATCHES;

(V1) THE NUMBER OF DI SCLOSURE ORDERS RESULTING IN CRIM NAL CHARGES,
AND THE NUMBER OF SUCH CHARGES RESULTI NG I N CONVI CTI ON;

(M) THE TOTAL NUMBER OF AUTOVATI C LI CENSE PLATE READERS BEI NG OPER-
ATED BY THE AGENCY,

(M 11) THE NUMBER OF AUTOVATIC LI CENSE PLATE READER READI NGS BEI NG
RETAI NED;

(IX) THE NUMBER OF REQUESTS MADE FOR AUTOVATI C LI CENSE PLATE READER
DATA, | NCLUDI NG (A) THE NUMBER OF REQUESTS THAT RESULTED IN THE RELEASE
OF | NFORVATI ON; (B) THE NUMBER OF QUT- OF- STATE REQUESTS; (C) THE NUMBER
OF FEDERAL REQUESTS; (D) THE NUMBER OF QUT-OF- STATE REQUESTS THAT
RESULTED I N A RELEASE OF | NFORMVATI ON;  AND

ANY DATA BREACHES OR UNAUTHORI ZED USES OF THE AUTOVATI C LI CENSE
PLATE READER DATABASE.

7. ANY PLATE DATA CAPTURED OR | MPROPERLY MAI NTAINED SHALL NOT BE
| NTRODUCED BY THE STATE IN ANY GRAND JURY OR CRIM NAL PROCEEDI NG OR I N
ANY ClVIL OR ADM NI STRATI VE PROCEEDI NG BROUGHT BY THE STATE OR ANY
GOVERNMENT  OFFICE OR OFFI C AL. THE STATE SHALL DI SCLOSE TO THE DEFENSE
THE EXI STENCE AND THE CONTENTS OF ANY SUCH CAPTURED DATA. A CRI M NAL
DEFENDANT SHALL BE ENTITLED TO | NTRODUCE EVI DENCE OF CAPTURED DATA,
HOANEVER OBTAI NED AND MAI NTAINED, IN H'S OR HER DEFENSE. AN | NDI VI DUAL
VWHOSE RI GHTS HAVE BEEN VI OLATED BY THE | MPROPER CAPTURE COR MAI NTENANCE
OF PLATE DATA MAY | NTRODUCE EVI DENCE CONCERNI NG THAT PLATE DATA IN A
CVIL ACTION OR MAY GRANT PERM SSION TO ANOTHER PARTY IN A CIVIL
PROCEEDI NG TO | NTRODUCE SUCH EVI DENCE.

8. (A) ANY AGGRI EVED PERSON MAY | NSTITUTE A CIVIL ACTION TO RESTRAIN
ANY VICLATION OF TH'S SECTI ON I'F, I N ANY SUCH ACTION, A WLLFUL
VI OLATION | S FOUND TO HAVE OCCURRED, THE VI OLATOR SHALL NOT BE ENTI TLED
TO CLAIM ANY PRIVILEGE ABSOCLUTE OR QUALI FI ED, AND HE OR SHE SHALL, IN
ADDI TI ON TO ANY LI ABILITY FOR SUCH ACTUAL DAMAGES AS MAY BE SHOM, BE
LI ABLE FOR EXEMPLARY DAMAGES OF NOT LESS THAN ONE HUNDRED AND NOT MCORE
THAN ONE THOUSAND DOLLARS FOR EACH VI OLATION, TOGETHER WTH COSTS AND
REASONABLE ATTORNEYS' FEES AND DI SBURSEMENTS | NCURRED BY THE PERSON
BRI NG NG THE ACTI ON.
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(B) ANY EMPLOYEE OF A LAW ENFORCEMENT AGENCY AUTHORI ZED TO UTI LI ZE AN
ALPR SYSTEM WHO VI CLATES THE PROVI SIONS OF THI' S SECTI ON PRCHI Bl TI NG THE
USE, SALE, DI SSEM NATI ON OR OTHER DI STRI BUTI ON OF LI CENSE PLATE DATA FOR
OTHER THAN LEG Tl MATE LAW ENFORCEMENT PURPOSES SHALL BE GUILTY OF A
M SDEMEANOR PUNI SHABLE BY A SENTENCE OF | MPRI SONMENT NOT EXCEEDI NG ONE
YEAR OR A FI NE NOT EXCEEDI NG TEN THOUSAND DOLLARS OR BY BOTH SUCH FINE
AND | MPRI SONMENT.

9. CAPTURED PLATE DATA SHALL BE CONSI DERED PERSONAL DATA. CAPTURED
PLATE DATA MAY ONLY BE DI SCLOSED TO, OR WTH THE PRIOR WRI TTEN CONSENT
O, THE PERSON TO WHOM THE VEH CLE | S REG STERED; PROVI DED, HOWEVER,
THAT UPON PRESENTATI ON TO AN OPERATOR OF AN ALPR SYSTEM OF A VALID,
CURRENT ABUSE PREVENTI ON ORDER PROTECTI NG THE DRI VER OF A VEHI CLE JO NT-
LY REGQ STERED W TH OR REG STERED SOLELY I N THE NAVE OF THE | NDI VI DUAL
AGAI NST WHOM THE ORDER WAS | SSUED, CAPTURED PLATE DATA MAY NOT BE
DI SCLOSED EXCEPT PURSUANT TO A DI SCLOSURE ORDER OR AS THE RESULT OF A
MATCH.

S 3. This act shall take effect immediately.



