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STATE OF NEW YORK

6871
I N SENATE
March 2, 2016

Introduced by Sen. AVELLA -- read twice and ordered printed, and when
printed to be committed to the Conmittee on Labor

AN ACT to amend the | abor | aw and the education law, in relation to
prohi biting an enployer or educational institution fromrequesting or
requiring that an enpl oyee, applicant or student disclose any user
nane, password, or other neans for accessing a personal account or
service through specified el ectronic conmunications devices

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The labor law is anended by adding a new section 201-g to
read as foll ows:

S 201-G REQUEST FOR ACCESS TO PERSONAL ACCOUNTS OR SERVI CES PRCH BI T-
ED. 1. FOR PURPCSES OF THI S SECTI ON, THE FOLLOW NG WORDS SHALL HAVE THE
FOLLOW NG MEANI NGS:

(A) "APPLI CANT" MEANS AN APPLI CANT FOR EMPLOYMENT.

(B) "ELECTRONIC COWMMUNI CATIONS DEVICE' MEANS ANY DEVI CE THAT USES
ELECTRONI C SI GNALS TO CREATE, TRANSM T, AND RECEI VE | NFORMATI ON, | NCLUD-
NG BUT NOT LIMTED TO COWUTERS, TELEPHONES, PERSONAL DI G TAL ASSI ST-
ANTS AND OTHER SI M LAR DEVI CES.

(© "EMPLOYER' MEANS (1) A PERSON OR ENTITY ENGAGED | N A BUSI NESS,
| NDUSTRY, PROFESSI ON, TRADE OR OTHER ENTERPRI SE I N THE STATE; OR (I1) A
UNIT OF STATE OR LOCAL GOVERNMENT; AND (I11) SHALL | NCLUDE AN AGENT,
REPRESENTATI VE OR DESI GNEE OF THE EMPLOYER.

2. (A) EXCEPT AS PROVIDED I N PARAGRAPH (B) OF THIS SUBDIVISION, |IT
SHALL BE UNLAWFUL FOR ANY EMPLOYER TO REQUEST OR REQUI RE ANY EMPLOYEE OR
APPLI CANT FOR EMPLOYMENT TO DI SCLOSE ANY USER NAME AND PASSWORD OR OTHER
MEANS FOR ACCESSI NG A PERSONAL ACCOUNT OR SERVI CE THROUGH AN ELECTRONI C
COVMUNI CATI ONS DEVI CE.

(B) AN EMPLOYER MAY REQUI RE AN EMPLOYEE TO DI SCLOSE ANY USER NAME,
PASSWORD OR OTHER MEANS FOR ACCESSI NG NONPERSONAL ACCOUNTS OR SERVI CES
THAT PROVI DE ACCESS TO THE EMPLOYER S | NTERNAL COVPUTER OR | NFORMATI ON
SYSTEMS.

(O FOR THE PURPCSES OF THI' S SECTI ON, "ACCESS" SHALL NOT | NCLUDE AN
EMPLOYEE OR APPLI CANT VOLUNTARI LY ADDI NG AN EMPLOYER OR EMPLOYMENT AGEN-

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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CY TOTHEIR LIST OF CONTACTS ASSOCIATED WTH A PERSONAL | NTERNET
ACCOUNT.

3. AN EMPLOYER MAY NOT:

(A) DISCHARGE, DI SCIPLINE, OR OTHERWSE PENALIZE OR THREATEN TO
DI SCHARGE, DI SCl PLI NE, OR OTHERW SE PENALI ZE AN EMPLOYEE FOR AN EMPLOY-
EE'S REFUSAL TO DI SCLOSE ANY | NFORMATI ON SPECI FI ED | N PARAGRAPH (A) OF
SUBDI VI SION TWO OF THI' S SECTI ON, OR

(B) FAIL OR REFUSE TO H RE ANY APPLI CANT AS A RESULT OF THE APPLI-
CANT' S REFUSAL TO DI SCLOSE ANY | NFORVATI ON SPECI FI ED | N PARAGRAPH (A) OF
SUBDI VI SION TWO OF THI S SECTI ON.

4. | T SHALL BE AN AFFI RVATI VE DEFENSE TO AN ACTI ON UNDER THI' S SECTI ON
THAT THE EMPLOYER ACTED TO COWLY W TH REQUI REMENTS OF A FEDERAL LAW OR
A LAWOF TH S STATE.

5. (A) NOTHING IN THI S SECTI ON SHALL PROHI BI T AN EMPLOYER FROM

(1) REQUESTI NG OR REQUI RI NG AN EMPLOYEE TO DI SCLOSE ACCESS | NFORMATI ON
TO AN ACCOUNT, SERVICE, OR NETWORK PROVI DED BY THE EMPLOYER WHERE SUCH
ACCOUNT, SERVICE, OR NETWORK IS USED FOR BUSINESS PURPCSES AND THE
EMPLOYEE WAS PROVI DED PRI OR NOTI CE OF THE EMPLOYER S RI GHT TO REQUEST OR
REQUI RE SUCH ACCESS | NFORVATI ON;

(1'l) ACCESSING AN ELECTRONI C COMMUNI CATI ONS DEVI CE PAID FOR | N WHOLE
OR I N PART BY THE EMPLOYER WHERE THE PROVI SION OF OR PAYMENT FOR SUCH
ELECTRONI C COVMUNI CATI ONS DEVI CE WAS CONDI TI ONED ON THE EMPLOYER S RI GHT
TO ACCESS SUCH DEVI CE AND THE EMPLOYEE WAS PROVI DED PRI OR NOTI CE OF AND
EXPLI CI TLY AGREED TO SUCH CONDI TI ONS. HOWEVER, NOTHI NG IN TH' S SUBPARA-
GRAPH SHALL PERM T AN EMPLOYER TO ACCESS ANY PERSONAL ACCOUNTS OR
SERVI CES ON SUCH DEVI CE;

(1'11) COVWPLYING WTH A COURT ORDER I N OBTAI NI NG OR PROVI DI NG | NFORMA-
TION FROM OR ACCESS TO AN EMPLOYEE' S ACCOUNTS OR SERVI CES AS SUCH
COURT ORDER MAY REQUI RE;

(1V) RESTRICTING OR PRCH BITING AN EMPLOYEE' S ACCESS TO CERTAIN
VEBSI TES WH LE USI NG AN EMPLOYER' S NETWORK OR WHI LE USI NG AN ELECTRONI C
COVMUNI CATI ONS DEVI CE PAID FOR I N WHOLE OR PART BY THE EMPLOYER WHERE
THE PROVISION OF OR PAYMENT FOR SUCH ELECTRONI C COVMUNI CATI ONS DeVI CE
WAS CONDI TI ONED ON THE EMPLOYER S RI GHT TO RESTRI CT SUCH ACCESS AND THE
EMPLOYEE WAS PROVIDED PRIOR NOTICE OF AND EXPLIClI TLY AGREED TO SUCH
CONDI TI ONS.

(B) THIS SECTION DOES NOT PROHIBIT OR RESTRICT AN EMPLOYER FROM
COWPLYI NG W TH A DUTY TO SCREEN EMPLOYEES OR APPLI CANTS PRI OR TO HI RI NG
OR TO MONI TOR OR RETAIN EMPLOYEE COVMUNI CATIONS THAT |S ESTABLI SHED
UNDER FEDERAL LAW OR BY A SELF REGULATORY ORGANI ZATI ON, AS DEFI NED I N
SECTI ON 3(A) (26) OF THE SECURI TI ES AND EXCHANGE ACT OF 1934, 15 USC
78C(A) (26).

(© TH'S SECTI ON DOES NOT PROH BI T OR RESTRI CT AN EMPLOYER FROM VI EW
I NG ACCESSI NG OR UTI LI ZI NG | NFORVATI ON ABOUT AN EMPLOYEE OR APPLI CANT
THAT CAN BE OBTAI NED W THOUT ANY REQUI RED ACCESS | NFORVATI ON OR THAT IS
AVAI LABLE I N THE PUBLI C DOVAI N.

S 2. The education law is anended by adding a new section 115 to read
as foll ows:

S 115. REQUEST FOR ACCESS TO PERSONAL ACCOUNTS OR SERVI CES PRCHI BI TED.
1. FOR PURPCSES OF TH'S SECTION, THE FOLLOWN NG WORDS SHALL HAVE THE
FOLLOW NG MEANI NGS:

(A) "EDUCATI ONAL | NSTI TUTI ON' MEANS A PUBLIC OR PRI VATE EDUCATI ONAL
| NSTI TUTION OR SEPARATE SCHOOL OR DEPARTMENT OF A PUBLI C OR PRI VATE
EDUCATI ONAL | NSTI TUTI ON, AND | NCLUDES AN ACADEMY; ELEMENTARY OR SECOND-
ARY SCHOOL; EXTENSION COURSE; KINDERGARTEN, NURSERY SCHOOL; SCHOOL
SYSTEM SCHOOL DI STRI CT; | NTERMVEDI ATE SCHOOL DI STRICT; BUSINESS, NURS-
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I NG  PROFESSI ONAL, SECRETARI AL, TECHNI CAL, OR VOCATI ONAL SCHOOL; PUBLIC
OR PRI VATE EDUCATI ONAL TESTI NG SERVI CE OR ADM NI STRATOR, AND AN AGENT OF
AN EDUCATI ONAL | NSTI TUTI ON. EDUCATI ONAL | NSTI TUTI ON SHALL BE CONSTRUED
BROADLY TO | NCLUDE PUBLI C AND PRI VATE | NSTI TUTI ONS OF HI GHER EDUCATI ON
TO THE GREATEST EXTENT CONSI STENT W TH CONSTI TUTI ONAL LI M TATI ONS.

(B) "ELECTRONI C COVMUNI CATI ONS DEVI CE' MEANS ANY DEVICE THAT USES
ELECTRONI C SI GNALS TO CREATE, TRANSM T, AND RECEI VE | NFORMATI ON, | NCLUD-
NG BUT NOT LIMTED TO COMPUTERS, TELEPHONES, PERSONAL DI G TAL ASSI ST-
ANTS AND OTHER SI M LAR DEVI CES.

2. | T SHALL BE UNLAWFUL FOR ANY EDUCATI ONAL | NSTI TUTI ON TG

(A) REQUEST OR REQUI RE ANY STUDENT OR PROSPECTI VE STUDENT TO DI SCLOSE
ANY USER NAME AND PASSWORD OR OTHER MEANS FOR ACCESSI NG A PERSONAL
ACCOUNT OR SERVI CE THROUGH AN ELECTRONI C COVMUNI CATI ONS DEVI CE; OR

(B) EXPEL, DISCIPLINE, FAIL TO ADMT, OR OTHERW SE PENALI ZE A STUDENT
OR PROSPECTI VE STUDENT FOR FAI LURE TO GRANT ACCESS TO, ALLOW OBSERVATI ON
OF, OR DI SCLOSE | NFORVATI ON THAT ALLOAS ACCESS TO OR OBSERVATI ON OF THE
STUDENT' S OR PROSPECTI VE STUDENT' S PERSONAL | NTERNET ACCOUNT.

(© FOR THE PURPCSES OF THI' S SECTI ON, "ACCESS" SHALL NOT |NCLUDE AN
EMPLOYEE OR APPLI CANT VOLUNTARI LY ADDI NG AN EMPLOYER OR EMPLOYMENT AGEN-
CY TO THEIR LIST OF CONTACTS ASSOCIATED WTH A PERSONAL | NTERNET
ACCOUNT.

3. NOTHING IN THI S SECTI ON PROHI BI TS AN EDUCATI ONAL | NSTI TUTI ON FROM

(A) ACCESSI NG AN ELECTRONI C COMMUNI CATI ONS DEVI CE PAID FOR I N WVHOLE OR
I N PART BY THE EDUCATI ONAL | NSTI TUTI ON WHERE THE PROVI SI ON OF OR PAYMENT
FOR SUCH ELECTRONI C COVMUNI CATI ONS DEVI CE WAS CONDI TI ONED ON THE EDUCA-
TIONAL INSTITUTION S RIGAT TO ACCESS SUCH DEVI CE AND THE STUDENT WAS
PROVI DED PRIOR NOTI CE OF AND EXPLICITLY AGREED TO SUCH CONDI TI ONS.
HONEVER, NOTHI NG I N TH S PARAGRAPH SHALL PERM T AN EDUCATI ONAL | NSTI TU-
TI ON TO ACCESS ANY PERSONAL ACCOUNTS OR SERVI CES ON SUCH DEVI CE; OR

(B) REQUESTI NG OR REQUI RI NG A STUDENT TO DI SCLOSE ACCESS | NFORMVATI ON
TO AN ACCOUNT OR SERVI CE PROVI DED BY THE EDUCATI ONAL | NSTI TUTI ON WHERE
SUCH ACCOUNT OR SERVI CE | S USED FOR EDUCATI ONAL PURPOSES AND THE STUDENT
WAS PROVI DED PRI OR NOTI CE OF THE EDUCATIONAL INSTITUTION S RIGHT TO
REQUEST OR REQUI RE SUCH ACCESS | NFORNMATI ON.

4. TH'S SECTI ON SHALL NOT PROHI BI T OR RESTRI CT AN EDUCATI ONAL | NSTI TU-
TION FROM VI EW NG, ACCESSI NG OR UTI LI ZI NG | NFORVATI ON ABOUT A STUDENT
OR APPLI CANT THAT CAN BE OBTAI NED W THOUT ANY REQUI RED ACCESS | NFORMA-
TION OR THAT | S AVAI LABLE I N THE PUBLI C DOVAI N.

5. IT |S AN AFFI RVATI VE DEFENSE TO AN ACTI ON UNDER THI S SECTI ON THAT
THE EDUCATI ONAL | NSTI TUTION ACTED TO COWLY WTH REQUI REMENTS OF A
FEDERAL LAWOR A LAWOF TH S STATE.

S 3. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw.



