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STATE OF NEW YORK

6866
2015- 2016 Regul ar Sessi ons
I N ASSEMBLY
April 8, 2015

Introduced by M of AL DINONTZ -- (at request of the Departnment of Law)
-- read once and referred to the Conmmittee on Consuner Affairs and
Pr ot ecti on

AN ACT to anend the general business |aw and the state technology |aw,
inrelation to the data security act

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. This act shall be known and may be cited as the "data secu-
rity act".

S 2. The openi ng paragraph and paragraph (b) of subdivision 1 of
section 899-aa of the general business |aw, as added by chapter 442 of
the I aws of 2005, are anended to read as foll ows:

As used in this section, AND SECTI ON El GHT HUNDRED NI NETY-NI NE-BB OF
TH'S ARTICLE, the following ternms shall have the foll ow ng neani ngs:

(b) "Private information" shall nean EI THER (I) personal infornation
consi sting of any information in conbination with any one or nore of the
foll owi ng data el ements, when either the personal information or the
data elenment is not encrypted, or encrypted with an encryption key that
has al so been acquired:

(1) social security nunber

(2) driver's license nunber or non-driver identification card nunber;
[or]

(3) account nunber, credit or debit card nunber, in conbination with
any required security code, access code, or password that would permt
access to an individual's financial account; OR

(4) BIOVETRIC | NFORVATI ON, MEANI NG DATA GENERATED BY AUTOVATI C MEAS-
UREMENTS OF AN | NDI VI DUAL' S PHYSI CAL CHARACTERI STI CS, WHI CH ARE USED BY
THE OANER OR LI CENSEE TO AUTHENTI CATE THE | NDI VI DUAL' S | DENTI TY;

(1) A USER NAME OR EMAI L ADDRESS | N COVBI NATI ON W TH A PASSWORD OR
SECURI TY QUESTI ON AND ANSVWER THAT WOULD PERM T ACCESS TO AN ONLI NE
ACCOUNT; OR

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(I'11) ANY UNSECURED PROTECTED HEALTH | NFORMATI ON AS DEFI NED I N THE
HEALTH | NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY ACT OF 1996 (45 C F. R
PTS. 160, 162, 164), AS AMENDED FROM TI ME TO TI ME.

“"Private information" does not include publicly available information
which is lawfully made avail able to the general public from federal,
state, or |ocal government records.

S 3. Subdivisions 4 and 5 of section 899-aa of the general business
| aw, as added by chapter 442 of the | aws of 2005, are anended to read as
fol | ows:

4. (A The notification required by this section nmay be delayed if a
| aw enf orcenent agency determ nes that such notification inpedes a crim
inal investigation. The notification required by this section shall be
made after such | aw enforcenent agency deternines that such notification
does not conprom se such investigation.

(B) THE PRODUCTI ON OF FORENSI C REPORTS TO LOCAL AND STATE LAW ENFORCE-
MENT AGENCI ES FOR THE PURPOSES OF | NVESTI GATI NG AND | DENTI FYI NG THOSE
RESPONSI BLE FOR A BREACH OF THE SECURI TY OF THE SYSTEM SHALL NOT CONSTI -
TUTE A WAI VER OF ANY APPLI CABLE PRI VI LEGE OR PROTECTI ON PROVI DED BY LAW
| NCLUDI NG TRADE SECRET PROTECTIQON, AND FORENSIC REPORTS SO PRODUCED
SHALL NOT BE SUBJECT TO DI SCLOSURE UNDER ARTI CLE SI X OF THE PUBLI C OFFI -
CERS LAW

5. The notice required by this section shall be directly provided to
the affected persons by one of the foll owi ng nethods:

(a) witten notice;

(b) electronic notice, provided that the person to whomnotice is
requi red has expressly consented to receiving said notice in electronic
form and a | og of each such notification is kept by the person or busi-
ness who notifies affected persons in such form provided further,
however, that in no case shall any person or business require a person
to consent to accepting said notice in said form as a condition of
est abl i shi ng any busi ness relati onship or engagi ng in any
transaction|[.];

(c) telephone notification provided that a | og of each such notifica-
tion is kept by the person or business who notifies affected persons; or

(d) Substitute notice, if a business denobnstrates to the state attor-
ney general that the cost of providing notice would exceed two hundred
fifty thousand dollars, or that the affected class of subject persons to
be notified exceeds five hundred thousand, or such business does not
have sufficient contact information. Substitute notice shall consist of
all of the follow ng:

(1) e-mail notice when such business has an e-mail address for the
subj ect persons;

(2) conspicuous posting of the notice on such business's web site
page, if such business maintains one; and

(3) notification to najor statew de nedi a.

(E) |IN THE CASE OF A BREACH OF THE SECURI TY OF THE SYSTEM | NVOLVI NG A
USER NAME, AND PASSWORD OR SECURITY QUESTION AND ANSVVER WHI CH WoULD
PERM T ACCESS TO AN ONLI NE ACCOUNT, AS PROVI DED | N SUBPARAGRAPH (I1) OF
PARAGRAPH (B) OF SUBDI VI SION ONE OF THI'S SECTION, AND NO OTHER PRI VATE
| NFORMATI ON DEFINED | N SUCH PARAGRAPH (B), THE PERSON OR BUSI NESS MAY
COWLY WTH THI' S SECTI ON BY PROVIDING NOTIFICATION IN ELECTRONIC OR
OTHER FORM THAT DI RECTS THE PERSON WHOSE PRI VATE | NFORVATI ON HAS BEEN
BREACHED PROVPTLY TO CHANGE HI S OR HER PASSWORD AND SECURI TY QUESTI ON OR
ANSWER, AS APPLI CABLE, OR TO TAKE OTHER STEPS APPROPRI ATE TO PROTECT THE
ONLI NE ACCOUNT W TH THE PERSON OR BUSI NESS AND ALL OTHER ONLI NE ACCOUNTS
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FOR WHI CH THE PERSON WHOSE PRI VATE | NFORVMATI ON HAS BEEN BREACHED USES
THE SAME | NFORMATI ON.

(F) IN THE CASE OF A BREACH OF THE SECURI TY OF THE SYSTEM | NVOLVI NG
THE LOG N CREDENTI ALS OF AN EMAI L ACCOUNT FURNI SHED BY THE PERSON OR
BUSI NESS AS PROVI DED | N SUBPARAGRAPH (I 1) OF PARAGRAPH (B) OF SUBDI VI -
SION ONE OF THI S SECTI ON, THE PERSON OR BUSI NESS SHALL NOT COWLY W TH
THI' S SECTI ON BY PROVI DI NG THE SECURI TY BREACH NOTI FI CATI ON TO THAT EMAI L
ADDRESS, BUT SHALL, |INSTEAD, COWLY WTH TH S SECTI ON BY PROVI DI NG
NOTI CE BY ANOTHER METHOD DESCRI BED IN THI S SUBDI VI SION OR BY CLEAR AND
CONSPI CUOUS NOTI CE DELI VERED TO THE RESI DENT ONLI NE WHEN THE RESI DENT | S
CONNECTED TO THE ONLINE ACCOUNT FROM AN | NTERNET PROTOCOL ADDRESS OR
ONLI NE LOCATI ON FROM WHI CH THE PERSON OR BUSI NESS KNOWS THE RESI DENT
CUSTOVARI LY ACCESSES THE ACCOUNT

S 4. Paragraph (a) of subdivision 6 of section 899-aa of the genera
busi ness | aw, as anended by chapter 491 of the |laws of 2005, is anended
to read as foll ows:

(a) whenever the attorney general shall believe fromevidence satis-
factory to himOR HER that there is a violation of this [article]
SECTION he OR SHE nmay bring an action in the nane and on behal f of the
peopl e of the state of New York, in a court of justice having jurisdic-
tion to issue an injunction, to enjoin and restrain the continuation of
such violation. In such action, prelimnary relief may be granted under
article sixty-three of the civil practice law and rules. In such action
the court may award danages for actual costs or losses incurred by a
person entitled to notice pursuant to this [article] SECTION, if notifi-
cation was not provided to such person pursuant to this [article]
SECTIQN, including consequential financial |osses. Wenever the court
shall determine in such action that a person or business violated this
[article] SECTION knowi ngly or recklessly, the court may inpose a civil
penalty of the greater of five thousand dollars or up to ten dollars per
i nstance of failed notification, provided that the latter anount shal
not exceed one [hundred fifty thousand] M LLION doll ars.

S 5. Paragraph (a) of subdivision 1 of section 208 of the state tech-
nol ogy | aw, as added by chapter 442 of the laws of 2005, is anended to
read as follows:

(a) "Private information" shall nean EITHER (I) personal infornmation
in conbination with any one or nore of the follow ng data el enents, when
either the personal information or the data el enent is not encrypted or
encrypted with an encryption key that has al so been acquired:

(1) social security nunber

(2) driver's license nunber or non-driver identification card nunber;
or

(3) account nunber, credit or debit card nunber, in conbination wth
any required security code, access code, or password which would permt
access to an individual's financial account;

(I'l) A USER NAME OR EMAI L ADDRESS | N COMVBI NATION WTH A PASSWORD OR
SECURI TY QUESTION AND ANSWER THAT WOULD PERM T ACCESS TO AN ONLI NE
ACCOUNT; OR

(1'11) ANY UNSECURED PROTECTED HEALTH | NFORMATION AS DEFINED IN THE
HEALTH | NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY ACT OF 1996 (45 C.F. R
PTS. 160, 162, 164), AS AMENDED FROM TI ME TO TI ME.

“"Private information" does not include publicly available information
that is lawfully made available to the general public fromfederal,
state, or |ocal government records.

S 6. The general business |law is anended by addi ng a new section 899-
bb to read as foll ows:
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S 899-BB. DATA SECURI TY REQUI REMENTS. 1. REASONABLE SAFEGUARDS. (A)
ANY PERSON OR BUSI NESS THAT CONDUCTS BUSINESS IN NEW YORK STATE, AND
OMNS OR LI CENSES COVPUTERI ZED DATA VWH CH | NCLUDES PRI VATE | NFORVATI ON OF
A RESI DENT OF NEW YORK SHALL DEVELOP, | MPLEMENT AND MAI NTAI N REASONABLE
SAFEGUARDS TO PROTECT THE SECURI TY, CONFI DENTI ALI TY AND I NTEGRI TY OF THE
PRI VATE | NFORMATI ON, | NCLUDI NG DI SPCSAL OF DATA.

(B) THE FOLLOW NG SHALL BE DEEMED TO BE I N COVPLI ANCE W TH PARAGRAPH
(A) OF TH' S SuUBDI VI SI ON:

(1) A PERSON OR BUSI NESS THAT COWLIES WTH A STATE OR FEDERAL LAW
PROVI DI NG GREATER PROTECTI ON TO PRI VATE | NFORVATI ON THAN THAT PROVI DED
BY THI S SECTI ON;

(1) A PERSON OR BUSI NESS THAT IS SUBJECT TO AND COWPLIES WTH REGJ
LATI ONS PROMULGATED PURSUANT TO TI TLE V OF THE GRAMMt LEACH BLI LEY ACT OF
1999 (15 U. S. C. 6801 TO 6809);

(111)y A PERSON OR BUSI NESS THAT COWPLI ES W TH CURRENT | NTERNATI ONAL
STANDARDS ORGANI ZATI ON STANDARDS FOR | NFORMATI ON SECURI TY;

(1'V) A PERSON OR BUSI NESS THAT IS SUBJECT TO AND COWPLIES WTH REGJ
LATI ONS | MPLEMENTI NG THE HEALTH | NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY
ACT OF 1996 (45 C F.R PARTS 160 AND 164) AND THE HEALTH | NFORVATI ON
TECHNOLOGY FOR ECONOM C AND CLI NI CAL HEALTH ACT, AS AMENDED FROM TI ME TO
Tl MVE;

A PERSON OR BUSI NESS THAT COVPLI ES W TH CURRENT NATI ONAL | NSTI TUTE
OF STANDARDS AND TECHNOLOGY STANDARDS AS REFERENCED | N SUBDI VI SI ON THREE
OF THI'S SECTION; OR

(VI) A PERSON OR BUSI NESS THAT | MPLEMENTS AN | NFORVATION SECURITY
PROGRAM THAT | NCLUDES THE FOLLOW NG

(A) ADM NI STRATI VE SAFEGUARDS SUCH AS THE FOLLOWN NG, |IN WH CH THE
PERSON OR BUSI NESS:

(1) DESIGNATES ONE OR MORE EMPLOYEES TO COORDI NATE THE SECURITY
PROGRAM

(1'1) 1 DENTI FI ES REASONABLY FORESEEABLE | NTERNAL AND EXTERNAL RI SKS;

(I'11) ASSESSES THE SUFFI Cl ENCY OF SAFEGUARDS | N PLACE TO CONTROL THE
| DENTI FI ED RI SKS;

(1'V) TRAINS AND MANAGES EMPLOYEES IN THE SECURITY PROGRAM PRACTI CES
AND PROCEDURES;

(V) SELECTS SERVI CE PROVI DERS CAPABLE OF MAI NTAI NI NG APPROPRI ATE SAFE-
GUARDS, AND REQUI RES THOSE SAFEGUARDS BY CONTRACT;

(VI) ADJUSTS THE SECURI TY PROGRAM I N LI GHT OF BUSI NESS CHANGES OR NEW
Cl RCUMSTANCES; AND

(B) TECHNI CAL SAFEGUARDS SUCH AS THE FOLLOW NG I N WH CH THE PERSON OR
BUSI NESS:

(1) ASSESSES RI SKS | N NETWORK AND SOFTWARE DESI GN\;

(1) ASSESSES RI SKS | N | NFORMATI ON PROCESSI NG, TRANSM SSI ON AND STOR-
AGE;

(1'11) DETECTS, PREVENTS AND RESPONDS TO ATTACKS OR SYSTEM FAIl LURES;

(1'V) REGULARLY TESTS AND MONI TORS THE EFFECTI VENESS OF KEY CONTROLS,
SYSTEMS AND PROCEDURES; AND

(© PHYSI CAL SAFEGUARDS SUCH AS THE FOLLON NG | N VWHI CH THE PERSON OR
BUSI NESS:

(1) ASSESSES RI SKS OF | NFORVATI ON STORAGE AND DI SPOSAL;

(1'1) DETECTS, PREVENTS AND RESPONDS TO | NTRUSI ONS;

(1'11) PROTECTS AGAI NST UNAUTHORI ZED ACCESS TO OR USE OF PRI VATE | NFOR-
MATI ON DURI NG OR AFTER THE COLLECTI ON, TRANSPORTATI ON AND DESTRUCTI ON OR
DI SPCSAL OF THE | NFORVATI ON; AND
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(1V) DI SPCSES OF PRI VATE | NFORVATI ON AFTER I T IS NO LONGER NEEDED FOR
BUSI NESS PURPOSES BY ERASI NG ELECTRONI C MEDIA SO THAT THE | NFORVATI ON
CANNOT BE READ OR RECONSTRUCTED.

2. REBUTTABLE PRESUMPTI ON. A PERSON OR BUSI NESS THAT OBTAI NS AN | NDE-
PENDENT, THI RD- PARTY AUDI T AND CERTI FI CATI ON ANNUALLY UNDER THE DATA
SECURI TY STANDARD LISTED IN PARAGRAPH (B) OF SUBDIVISION ONE OF THI' S
SECTI ON SHALL RECEIVE A REBUTTABLE PRESUWMPTION THAT | T MAI NTAI NED
REASONABLE SAFEGUARDS TO PROTECT THE SECURITY, CONFIDENTIALITY AND
| NTEGRI TY OF THE PRI VATE | NFORVATI ON.

3. CERTI FI CATI ON AUTHORI TY AND REGULATI ON. THE DEPARTMENT OF FI NAN-
CIAL SERVICES SHALL PROMULGATE REGULATIONS REGARDI NG | NDEPENDENT,
THI RD- PARTY LI CENSED | NSURERS RESPONSI BLE FOR CERTI FYI NG ENTI TIES THAT
MEET THE REASONABLE DATA SECURI TY REQUI REMENTS SET FORTH | N SUBPARAGRAPH
(M) OF PARAGRAPH (B) OF SUBDI VI SION ONE OF THI S SECTI ON.

4. SAFE HARBOR. ANY PERSON OR BUSI NESS THAT COWPLIES W TH THE MOST UP
TO DATE VERSI ON OF THE NATI ONAL | NSTI TUTE OF STANDARDS AND TECHNCOLOGY
SPECI AL PUBLI CATION 800-53 SHALL BE IMMUNE FROM LIABILITY IN A CVIL
ACTI ON, I NCLUDI NG BUT NOT LIM TED TO AN ACTI ON BROUGHT BY THE ATTORNEY
GENERAL, RESULTI NG FROM UNAUTHORI ZED ACCESS TO PRI VATE | NFORVATI ON BY A
THI RD- PARTY ABSENT EVI DENCE OF W LLFUL M SCONDUCT, BAD FAITH OR GRCSS
NEGLI GENCE. COWPLI ANCE MJST BE CERTIFI ED ANNUALLY BY AN | NDEPENDENT,
THI RD- PARTY LI CENSED | NSURER, AUTHORI ZED BY THE NATIONAL | NSTI TUTE OF
STANDARDS AND TECHNOLOGY.

5. ENFORCEMENT. (A) WHENEVER THE ATTORNEY GENERAL SHALL BELI EVE FROM
EVI DENCE SATI SFACTORY TO HHM OR HER THAT THERE IS A VIOLATION OF THI'S
SECTION HE OR SHE MAY BRI NG AN ACTION IN THE NAME AND ON BEHALF OF THE
PEOPLE OF THE STATE OF NEW YORK, IN A COURT OF JUSTI CE HAVING JURI SDI C-
TION TO I SSUE AN I NJUNCTI ON, TO ENJO N AND RESTRAI N THE CONTI NUATI ON OF
SUCH VI OLATI ON. I N SUCH ACTI ON, PRELI M NARY RELI EF MAY BE GRANTED UNDER
ARTI CLE SI XTY- THREE OF THE Cl VI L PRACTI CE LAW AND RULES. | N SUCH ACTI ON,
THE COURT MAY AWARD DAMAGES FOR ACTUAL COSTS OR LOSSES | NCURRED BY A
PERSON AS A RESULT OF THE FAI LURE BY A PERSON OR BUSI NESS TO COWLY W TH
THE DATA SECURI TY REQUI REMENTS SET FORTH IN TH'S SECTION, | NCLUDI NG
CONSEQUENTI AL FI NANCI AL LOSSES, AS WELL AS A CIVIL PENALTY OF UP TO TWO
HUNDRED FI FTY DOLLARS, WHI CH PENALTY MAY BE | NCREASED BY A FACTOR LESS
THAN OR EQUAL TO THE NUMBER OF PERSONS WHOSE PRI VATE | NFORVATI ON WAS
COVPROM SED; PROVI DED HONEVER, THAT THE AGGREGATE AMOUNT OF ANY ClVIL
PENALTIES SO | MPOSED SHALL NOT EXCEED TEN M LLI ON DOLLARS. VWHENEVER THE
COURT SHALL DETERM NE THAT A PERSON OR BUSI NESS VIOLATED THI'S SECTI ON
KNOWN NGLY OR RECKLESSLY, THE COURT MAY, IN LIEU OF | MPCSING A CIVIL
PENALTY AS SET FORTH ABOVE, | NSTEAD | MPCSE A CIVIL PENALTY OF UP TO ONE
THOUSAND DOLLARS, WH CH PENALTY MAY BE | NCREASED BY A FACTOR LESS THAN
OR EQUAL TO THE NUMBER OF PERSONS WHOSE PRI VATE | NFORMATI ON WAS COVPRO
M SED, PROVI DED HOWEVER, THAT THE AGGREGATE AMOUNT OF ANY Cl VIL PENAL-
TIES SO | MPOSED SHALL NOT EXCEED THE GREATER OF FI FTY M LLI ON DOLLARS OR
THREE TI MES THE AGGREGATE AMOUNT OF ANY ACTUAL COSTS AND LOSSES AS
DETERM NED BY THE COURT. A COURT MAY AWARD A CIVIL PENALTY PURSUANT TO
TH S PARAGRAPH W THOUT A SHOW NG OF FI NANCI AL LGCSS.

(B) THE REMEDI ES PROVI DED BY THI' S SECTI ON SHALL BE I N ADDI TION TO ANY
OTHER LAWFUL REMEDY AVAI LABLE.

(© NO ACTION MAY BE BROUGHT UNDER THE PROVI SIONS OF THI S SECTI ON
UNLESS SUCH ACTION IS COMMVENCED W THI N THREE YEARS | MVEDI ATELY AFTER THE
DATE OF THE ACT OR OM SSI ON COWPLAI NED OF OR THE DATE OF DI SCOVERY OF
SUCH ACT OR OM SSI ON.

S 7. Section 208 of the state technology |aw is anmended by adding a
new subdi vision 9 to read as fol |l ows:
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9. DATA SECURI TY REQUI REMENTS. (A) ANY STATE ENTITY THAT OMNS, NMNAIN
TAINS, OR OTHERW SE POSSESSES PRI VATE | NFORVATI ON SHALL DEVELOP, | MPLE-
MENT AND MAI NTAI N REASONABLE SAFEGUARDS TO PROTECT THE SECURI TY, CONFI -
DENTI ALI TY AND | NTEGRI TY OF THE PRI VATE | NFORVATI ON, | NCLUDI NG DI SPCSAL
OF DATA.

(B) THE FOLLOW NG SHALL BE DEEMED TO BE I N COVPLI ANCE W TH PARAGRAPH
(A) OF TH' S SuUBDI VI SI ON:

(1) A STATE ENTITY THAT COWPLI ES WTH A STATE OR FEDERAL LAW PROVI DI NG
GREATER PROTECTI ON TO PRI VATE | NFORVATI ON THAN THAT PROVIDED BY TH' S
SECTI ON;

(1) A STATE ENTITY THAT IS SUBJECT TO AND COWPLI ES W TH REGULATI ONS
PROMULGATED PURSUANT TO TI TLE V OF THE GRAMM LEACH-BLI LEY ACT OF 1999
(15 U.S.C. 6801 TO 6809);

(1'11) A STATE ENTITY THAT COWPLI ES W TH THE MOST CURRENT | NTERNATI ONAL
STANDARDS ORGANI ZATI ON STANDARDS FOR | NFORMATI ON SECURI TY;

(1'V) A STATE ENTITY THAT IS SUBJECT TO AND COWPLI ES W TH REGULATI ONS
| MPLEMENTI NG THE HEALTH | NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY ACT OF
1996 (45 C. F. R PARTS 160 AND 164) AND THE HEALTH | NFORVATI ON TECHNCLOGY
FOR ECONOM C AND CLI NI CAL HEALTH ACT, AS AMENDED FROM TI ME TO TI ME;

A STATE ENTITY THAT COVPLI ES W TH CURRENT NATI ONAL | NSTI TUTE OF
STANDARDS AND TECHNOLOGY STANDARDS; OR

(VI) A STATE ENTI TY THAT | MPLEMENTS AN | NFORVATI ON SECURI TY PROGRAM
THAT | NCLUDES THE FOLLOW NG

(A) ADM NI STRATI VE SAFEGUARDS SUCH AS THE FOLLOW NG, |IN WH CH THE
STATE ENTI TY:

(1) DESIGNATES ONE OR MORE EMPLOYEES TO COORDI NATE THE SECURITY
PROGRAM

(1'1) 1 DENTI FI ES REASONABLY FORESEEABLE | NTERNAL AND EXTERNAL RI SKS;

(I'11) ASSESSES THE SUFFI Cl ENCY OF SAFEGUARDS | N PLACE TO CONTROL THE
| DENTI FI ED RI SKS;

(1'V) TRAINS AND MANAGES EMPLOYEES IN THE SECURITY PROGRAM PRACTI CES
AND PROCEDURES;

(V) SELECTS SERVI CE PROVI DERS CAPABLE OF MAI NTAI NI NG APPROPRI ATE SAFE-
GUARDS, AND REQUI RES THOSE SAFEGUARDS BY CONTRACT; AND

(VI) ADJUSTS THE SECURI TY PROGRAM I N LI GHT OF BUSI NESS CHANGES OR NEW
Cl RCUMSTANCES;

(B) TECHNI CAL SAFEGUARDS SUCH AS THE FOLLOWNNG IN WHICH THE STATE
ENTI TY:

(1) ASSESSES RI SKS | N NETWORK AND SOFTWARE DESI GN\;

(I'l) ASSESSES RI SKS | N | NFORVATI ON PROCESSI NG TRANSM SSI ON AND STOR-
AGE;

(1'11) DETECTS, PREVENTS AND RESPONDS TO ATTACKS OR SYSTEM FAI LURES;
AND

(1'V) REGULARLY TESTS AND MONI TORS THE EFFECTI VENESS OF KEY CONTROLS,
SYSTEMS AND PROCEDURES; AND

(© PHYSI CAL SAFEGUARDS SUCH AS THE FOLLOWNNG IN WHICH THE STATE
ENTI TY:

(1) ASSESSES RI SKS OF | NFORVATI ON STORAGE AND DI SPOSAL;

1) DETECTS, PREVENTS AND RESPONDS TO | NTRUSI ONS;

(1'11) PROTECTS AGAI NST UNAUTHORI ZED ACCESS TO OR USE OF PRI VATE | NFOR-
MATI ON DURI NG OR AFTER THE COLLECTI ON, TRANSPORTATI ON AND DESTRUCTI ON OR
DI SPCSAL OF THE | NFORVATI ON; AND

(1'V) DI SPOSES OF PRI VATE | NFORVATI ON AFTER I'T IS NO LONGER NEEDED FOR
BUSI NESS PURPOSES OR AS REQUI RED BY LOCAL, STATE OR FEDERAL LAW BY ERAS-
| NG ELECTRONI C MEDI A SO THAT THE | NFORMATI ON CANNOT BE READ OR RECO\
STRUCTED.
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S 8. This act shall

7
take effect January 1, 2016.



