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STATE OF NEW YORK

5830
2015- 2016 Regul ar Sessi ons
I N ASSEMBLY
March 5, 2015

Introduced by M of A KAVANAGH, ORTIZ, WRI GHT, CLARK, PERRY, COLTON,
TI TUS, GUNTHER, LUPARDO, JAFFEE, O DONNELL, ROBI NSON, CUSICK, ZEBROW
SKI, BENEDETTO, GALEF, CAH LL, BROOK- KRASNY, HOOPER, PRETLOW TI TONE
ROSENTHAL, SCARBOROUGH, VEPRIN, QUART -- Muilti-Sponsored by -- M of
A.  ARROYO BRENNAN, DINOWTZ, GOITFRIED, HEVESI, H KIND, MARKEY,
PEOPLES- STOKES, SCHI MEL, SIMOTAS -- read once and referred to the
Commi ttee on Consuner Affairs and Protection

AN ACT to amend the general business law, in relation to establishing
the online consumer protection act

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Short title. This act shall be known and may be cited as
the "online consuner protection act".

S 2. Legislative findings. The state has the authority to enact
consuner regulations to protect the people of the state. Recently, the
state has enacted a series of |aws to address problens arising from the
ubiquity of the internet. From protecting consunmers fromelectronic
breaches of security to enacting laws prohibiting the practice of
"phishing” -- an electronic formof identify theft -- the state has an
obligation to enact sensible protections for the people.

The internet age has changed, often for the better, the way people
work, enjoy entertainnment and interact with one another. However, with
the internet age new probl enms have arisen that nust be addressed, chief
anong them the |oss of personal privacy. Recent exanples, including one
where search engine results were tracked to an individual, have ill us-
trated that a person's privacy can be breached easily and wth grave
consequences. There is a fundanental rift between tracking technol ogy
and consuners' right to control what data is <collected and where it
goes. Action nmust be taken in order to prevent nore egregi ous violations
of privacy occurring including price discrimnation, exposure of
personal information to subpoenas and warrantl ess government access.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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This act establishes provisions to allow consuners the ability to
sinply opt-out of being nonitored on the internet. Such protections,
akin to the do not call registry, are a fair, sensible and cormbon sense
way to give consuners a clear choice with respect to being nonitored.

S 3. The general business |aw is amended by adding a new section 390-
bb to read as foll ows:

S 390-BB. ONLI NE CONSUMER PROTECTION. 1. FOR THE PURPCSES OF THI'S
SECTI ON THE FOLLOW NG TERMS SHALL HAVE THE FOLLOW NG MEANI NGS:

(A) THE TERM "ONLI NE PREFERENCE MARKETI NG' SHALL MEAN A TYPE OF ADVER-
TI SEMENT DELI VERY AND REPORTI NG WHEREBY DATA | S COLLECTED TO DETERM NE
OR PREDI CT CONSUMER CHARACTERI STI CS OR PREFERENCE FOR USE I N ADVERTI SE-
MENT DELI VERY ON THE | NTERNET.

(B) THE TERM "PERSONALLY | DENTIFI ABLE | NFORVATI ON' SHALL NMEAN DATA
THAT, BY | TSELF, CAN BE USED TO | DENTI FY, CONTACT OR LOCATE A PERSON,
| NCLUDI NG NAME, ADDRESS, TELEPHONE NUMBER, SENSI TI VE MEDI CAL OR FI NAN-
Cl AL DATA, SEXUAL BEHAVI OR, SEXUAL ORI ENTATI ON, OR EMAI L ADDRESS.

(© THE TERM " PUBLI SHER' SHALL MEAN ANY COWVPANY, | NDIVIDUAL OR OTHER
GROUP THAT HAS A WEBSI TE, WEBPAGE OR OTHER | NTERNET PAGE.

(D) THE TERM " CONSUMER' SHALL MEAN ANY NATURAL PERSON USI NG OR ACCESS-
ING A WEBSITE, WEBPAGE OR ONLINE SERVI CE THAT | NCLUDES THE DI SPLAY OF
ADVERTI| SEMENTS.

(E) THE TERM " ADVERTI SI NG NETWORK" SHALL MEAN ANY COVPANY, | NDI VI DUAL
OR OTHER CGROUP THAT |S COLLECTING ONLINE CONSUMER ACTIVITY FOR THE
PURPCSES OF AD DELI VERY.

2. NO PUBLI SHER OF A WEBPAGE OR ADVERTI SI NG NETWORK CONTRACTED WTH A
PUBLI SHER SHALL COLLECT PERSONALLY | DENTIFIABLE | NFORMATI ON FOR THE
PURPOSES OF ONLI NE PREFERENCE MARKETI NG THIS SUBDIVISION SHALL NOT
APPLY TO THE COLLECTI ON OF PERSONALLY | DENTI FI ABLE | NFORVATI ON PROVI DED
TO A PUBLI SHER OF A WEBPAGE OR ADVERTI SING NETWORK CONTRACTED WTH A
PUBLI SHER BY THE CONSUMER W TH HI' S OR HER CONSENT.

3.  NO PUBLI SHER OF A WEBPAGE OR ADVERTI SI NG NETWORK CONTRACTED W TH A
PUBLI SHER SHALL COLLECT ANY OTHER | NFORMATI ON FROM A CONSUMER THAT IS
NOT DEFI NED AS PERSONALLY | DENTI FI ABLE | NFORMATI ON PURSUANT TO SUBDI VI -
SION ONE OF THI' S SECTI ON FOR THE PURPOSES OF ONLI NE PREFERENCE MARKETI NG
UNLESS THE CONSUMER |'S G VEN AN OPPORTUNITY TO OPT-QUT OF THE USE OF
SUCH | NFORMATI ON FOR ONLI NE MARKETI NG PURPCSES.

4. AN ADVERTI SI NG NETWORK SHALL POST CLEAR AND CONSPI CUOUS NOTI CE ON
THE HOVE PAGE OF | TS OMN WEBSI TE ABOUT | TS PRI VACY POLICY AND | TS DATA
COLLECTI ON  AND USE PRACTI CES RELATED TO I TS ADVERTI SI NG DELI VERY ACTI V-
I TIES. | F A PUBLI SHER HAS CONTRACTED W TH AN ADVERTI SI NG NETWORK, THE
PUBLI SHER SHALL POST CLEAR AND CONSPI CUOUS NOTI CE ON | TS WEBSI TE THAT
DESCRI BES THE COLLECTION AND USE OF | NFORVATION BY THE ADVERTI SI NG
NETWORK. | F THE ADVERTI SI NG NETWORK ENGAGES | N ONLI NE PREFERENCE MARKET-
ING THE PRIVACY POLICTES OF BOTH THE ADVERTI SI NG NETWORK AND THE
PUBLI SHER SHALL DESCRI BE THE ABILITY TO OPT-OUT OF ONLINE PREFERENCE
MARKETI NG BY SUCH NETWORK.

5. AN ADVERTI SI NG NETWORK SHALL MAKE REASONABLE EFFORTS TO PROTECT THE
DATA | T COLLECTS OR LOGS AS A RESULT OF AD DELI VERY AND REPORTI NG FROM
LOSS, M SUSE, ALTERATI ON, DESTRUCTI ON OR | MPROPER ACCESS.

6. THE ATTORNEY GENERAL MAY BRING AN ACTION AGAINST A PERSON WHO
VI OLATES THE PROVI SI ONS OF THI' S SECTI ON:

(A) TO ENJO N FURTHER VI OLATI ON OF THE PROVI SIONS OF THI S SECTI ON; AND

(B) TO RECOVER UP TO TWO HUNDRED FI FTY DOLLARS FOR EACH | NSTANCE I N
VHI CH | DENTI FYI NG | NFORMATI ON | S COLLECTED FROM A PERSON | N VI OLATI ON OF
THE PROVI SI ONS OF SUBDI VI SI ON TWDO OR THREE OF THI S SECTI ON.
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I N AN ACTI ON UNDER PARAGRAPH (B) OF THIS SUBDI VISION, A COURT MAY
| NCREASE THE DAMAGES UP TO THREE TI MES THE DAMAGES ALLOWED BY SUCH PARA-
GRAPH WHERE THE DEFENDANT HAS BEEN FOUND TO HAVE ENGAGED I N A PATTERN
AND PRACTI CE OF VI OLATI NG THE PROVI SIONS OF SUBDI VI SION TWDO OR THREE OF
THI S SECTI ON.

7. NOTHING IN TH S SECTION SHALL I N ANY WAY LIMT RI GHTS OR REMEDI ES
VWH CH ARE OTHERW SE AVAI LABLE UNDER LAW TO THE ATTORNEY GENERAL OR ANY
OTHER PERSON AUTHORI ZED TO BRING AN ACTI ON UNDER SUBDI VI SI ON FI VE OF
THI S SECTI ON.

S 4. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw.



