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STATE OF NEW YORK

3164
2015- 2016 Regul ar Sessi ons
I N ASSEMBLY
January 22, 2015

Introduced by M of A TITONE -- read once and referred to the Commttee
on Governnental Operations

AN ACT to amend the state technology law, in relation to privacy rights
for mnors in the digital world

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The state technology |law is anended by adding a new article
4 to read as foll ows:
ARTI CLE |V
PRI VACY RI GHTS FOR M NORS
SECTI ON 401. DEFI NI Tl ONS.
402. RESTRI CTI ONS.
403. REMOVAL OF CONTENT.
404. PENALTI ES.

S 401. DEFINITIONS. AS USED IN TH S ARTI CLE:

1. "M NOR' SHALL MEAN AN | NDI VI DUAL UNDER ElI GHTEEN YEARS OF AGE.

2. "INTERNET WEBSITE, ONLINE SERVICES, ONLI NE APPLI CATI ON OR MBI LE
APPLI CATI ON DI RECTED AT M NORS" SHALL MEAN AN | NTERNET WEBSI TE, ONLI NE
SERVI CES, ONLI NE APPLI CATI ON, MOBI LE APPLI CATI ON, OR ANY PORTI ON THEREOF
THAT | S CREATED FOR THE PURPOSES OF COVMUNI CATI NG W TH AN AUDI ENCE THAT
| S PREDOM NANTLY COVPRI SED OF M NORS, AND IS NOT |INTENDED FOR A MORE
GENERAL AUDI ENCE COVPRI SED OF ADULTS. PROVI DED THAT SUCH TERM | NCLUDE AN
| NTERNET WEBSITE, ONLINE SERVICE, ONLI NE APPLI CATI ON, MOBILE APPLI CA-
TION, OR ANY PORTI ON THERECF WHI CH MERELY REFERS OR LINKS TO ANOTHER
| NTERNET WEBSI TE, ONLI NE SERVI CE, ONLI NE APPLI CATI ON OR MOBI LE APPLI CA-
TI ON DI RECTED AT M NORS BY USI NG | NFORMATI ON LOCATI ON TOOLS, | NCLUDI NG A
DI RECTORY, | NDEX, REFERENCE, PO NTER OR HYPERTEXT LI NK.

3. "MARKETI NG OR ADVERTI SI NG' SHALL MEAN, [N EXCHANGE FOR MONETARY
COVPENSATI ON, THE MAKI NG OF A COVMUNI CATI ON TO ONE OR MORE | NDI VI DUALS,
OR THE ARRANG NG FOR DI SSEM NATION TO THE PUBLIC OF A COVWUNI CATI ON
ABOUT A PRODUCT OR SERVI CE THE PRI MARY PURPOSE OF WHICH | S TO ENCOURAGE

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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RECI Pl ENTS OF SUCH COMMUNI CATI ON TO PURCHASE OR USE THE PRODUCT OR
SERVI CE.

4. "OPERATOR' SHALL MEAN ANY PERSON THAT OANS AN | NTERNET VEBSI TE,
ONLI NE SERVI CE, ONLI NE APPLI CATION OR MOBILE APPLICATION. SUCH TERM
SHALL NOT [INCLUDE A THI RD PARTY THAT OPERATES, HOSTS OR MANAGES, BUT
DOES NOT OWN, AN | NTERNET WEBSI TE, ONLINE SERVI CE, ONLI NE APPLI CATI ON OR
MOBI LE APPLI CATI ON ON THE OWER S BEHALF OR PROCESSES | NFORMATI ON ON THE
OMER S BEHALF.

5. "POSTED' SHALL MEAN CONTENT OR | NFORMATI ON THAT CAN BE ACCESSED BY
A USER | N ADDI TION TO THE M NOR WHO POSTED THE CONTENT OR | NFORMATI ON,
WHETHER THE USER | S A REG STERED USER OR NOT OF THE | NTERNET WEBSI TE,
ONLINE SERVICE, ONLINE APPLICATION OR MOBILE APPLI CATI ON WHERE THE
CONTENT OR | NFORMATI ON | S POSTED.

6. "PROHI Bl TED PRODUCT OR SERVI CE" SHALL MEAN:

(A) AN ALCOHOLI C BEVERAGE AS DEFINED IN SUBDIVISION ONE OF SECTION
THREE OF THE ALCOHOLI C BEVERAGE CONTROL LAW

(B) ANY MACHINE GUN, FIREARM SILENCER, FI REARM SW TCHBLADE KNI FE,
GRAVI TY KNI FE, PILUM BALLISTIC KNI FE, METAL KNUCKLE KNI FE, AUTOVATIC
KNIFE, RIFLE, SHOTGUN, CANE SWORD, ANTI QUE FI REARM CHUKA STI CK, ELEC-
TRONI C DART GUN, KUNG FU STARS, ELECTRONIC STUN GUN, ARMOR Pl ERCI NG
AMMUNI TI ON, DI SGUI SED GUN OR LARGE CAPACI TY AMMUNI TI ON FEEDI NG DEVI CE AS
SUCH TERMB ARE DEFI NED | N SECTI ON 265.00 OF THE PENAL LAW

(C) ANY AMVUNI TI ON;

(D) ANY AEROSOL CONTAI NER OF PAI NT;

(E) ANY TOBACCO PRODUCT, HERBAL Cl GARETTE, SHI SHA, ELECTRONI C Cl GA-
RETTE, BIDI'S OR GUTKA;

(F) ANY DRUG OR CONTROLLED SUBSTANCE AS SUCH TERMS ARE DEFINED [N
SECTI ON SI XTY- El GHT HUNDRED TWD OF THE EDUCATI ON LAW

(G ANY AR GUN, SPRING GUN, OR OTHER | NSTRUVENT OR WEAPON | N WHI CH
THE PROPELLI NG FORCE IS A SPRING OR Al R

ANY BI LLY, BLACKJACK, BLUDGEON, PLASTI C KNUCKLES, METAL KNUCKLES,
SAND BAG SAND CLUB, WRI ST- BRACE TYPE SLINGSHOT OR SLUGSHOT, SHURI KEN,
DAGGER, DANGEROUS KNI FE, DI RK, RAZOR STILETTO OR OTHER DANGEROUS OR
DEADLY | NSTRUVENT;

(1) ANY FI REWORKS OR DANGEROUS FI REWORKS AS DEFI NED | N SUBDI VI SI ON ONE
OF SECTI ON 270.00 OF THE PENAL LAW

(J) ANY TANNI NG SERVI CE | N AN ULTRAVI OLET RADI ATI ON DEVI CE AS DEFI NED
I N SUBDI VI SION TWD OF SECTI ON THI RTY- FI VE HUNDRED FI FTY OF THE PUBLIC
HEALTH LAW

(K) ANY DI ETARY SUPPLEMENT AS DEFI NED | N PARAGRAPH (A) OF SUBDI VI SI ON
TWO OF SECTI ON THREE HUNDRED NI NETY- ONE- O OF THE GENERAL BUSI NESS LAW

(L) ANY TI CKET OR SHARE IN A LOTTERY GAME OR PARI - MUTUEL WAGER;

(M ANY TATTOO, BODY Pl ERCI NG OR TONGUE SPLI TTI NG SERVI CE;

(N) ANY DRUG RELATED PARAPHERNALI A AS DEFINED IN SUBDIVISION TWDO OF
SECTI ON EI GHT HUNDRED FI FTY OF THE GENERAL BUSI NESS LAW OR

(O ANY |NDECENT MATERIAL AS REFERRED TO | N SECTI ON 235.22 OF THE
PENAL LAW

S 402. RESTRICTIONS. 1. NO OPERATOR OF AN |NTERNET WEBSITE, ONLINE
SERVICE, ONLINE APPLICATION OR MOBILE APPLI CATI ON DI RECTED AT M NORS
SHALL MARKET OR ADVERTISE A PROHI BITED PRODUCT OR SERVICE ON SUCH
WEBSI TE, SERVI CE OR APPLI CATI ON.

2. NO OPERATOR SHALL MARKET OR ADVERTI SE A PROHI Bl TED PRODUCT TO A
M NOR, WHO SUCH OPERATOR HAS ACTUAL KNOW.EDGE IS USING THE OPERATOR S
| NTERNET WEBSI TE, ONLINE SERVI CE, ONLI NE APPLI CATI ON OR MOBI LE APPLI CA-
TION, WHEN THE MARKETI NG OR ADVERTI SI NG |'S SPECI FI CALLY DI RECTED AT THE
M NORS BASED UPON | NFORMATI ON SPECI FI C TO SUCH M NOR | NCLUDI NG, BUT NOT
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LIMTED TO, THE M NOR S PROFILE, ACTIVITY, ADDRESS OR LOCATION, AND
EXCLUDI NG | NTERNET PROTOCOL ADDRESS AND PRCDUCT | DENTI FI CATI ON NUMBERS.
PROVI DED, HOWEVER, THAT ANY OPERATOR WHO TAKES REASONABLE ACTIONS, |IN
GOCD FAITH, DESIGNED TO AVAO D MARKETING OR ADVERTI SI NG PROH Bl TED
PRODUCTS OR SERVI CES TO M NORS SHALL NOT BE DEEMED TO HAVE VI OLATED THE
PROVI SIONS OF THI' S SUBDI VI SI ON.

3. NO OPERATOR OF AN | NTERNET WVEBSI TE, ONLI NE SERVI CE, ONLI NE APPLI CA-
TION OR MBI LE APPLI CATI ON DI RECTED AT M NORS, OR WHO HAS ACTUAL KNOW
LEDGE THAT A M NOR IS USING I TS | NTERNET WEBSI TE, ONLI NE SERVI CE, ONLI NE
APPLI CATION OR MBI LE APPLI CATION SHALL KNOWNGLY USE, DI SCLCSE,
COWPI LE, OR ALLOW A THI RD PARTY TO USE, DI SCLOSE OR COWPI LE THE PERSONAL
| NFORVATI ON CF A M NOR W TH ACTUAL KNOW.EDGE THAT THE USE, DI SCLOSURE OR
COWPI LATION OF SUCH [INFORVATION IS FOR THE PURPGSE OF MARKETI NG OR
ADVERTI SI NG OF PRCHI Bl TED PRODUCTS OR SERVI CES TO THE M NOR.

4. NO PROVI SION OF THI S SECTI ON SHALL BE DEEMED TO REQUI RE ANY OPERA-
TOR TO COLLECT OR RETAIN AGE | NFORVATI ON ABQUT | TS USERS.

5. THE PROVISIONS OF TH S SECTI ON SHALL NOT APPLY TO THE | NCI DENTAL
PLACEMENT OF PRODUCTS EMBEDDED IN CONTENT WHEN SUCH CONTENT |S NOT
DI STRIBUTED BY OR AT THE DI RECTI ON OF THE OPERATOR PRI MARI LY FOR THE
PURPOSE OF MARKETI NG OR ADVERTI SI NG PRCHI BI TED PRODUCTS OR SERVI CES.

S 403. REMOVAL OF CONTENT. 1. EVERY OPERATOR THAT HAS ACTUAL KNOW.EDGE
THAT A MNOR IS USING ITS |INTERNET WEBSITE, ONLINE SERVICE, ONLINE
APPLI CATI ON OR MOBI LE APPLI CATI ON SHALL:

(A) PERMT A MNOR VWHO IS A REG STERED USER OF THE | NTERNET WEBSI TE,
ONLI NE SERVI CE, ONLI NE APPLI CATI ON OR MBI LE APPLI CATION TO REMOVE OR,
IF THE OPERATOR PREFERS, TO REQUEST AND OBTAI N REMOVAL OF CONTENT OR
| NFORVATI ON POSTED BY THE USER;

(B) PROVIDE NOTICE TO A MNOR WHO | S A REG STERED USER OF THE | NTERNET
VEEBSI TE, ONLI NE SERVI CE, ONLI NE APPLI CATI ON OR MOBI LE APPLI CATI ON THAT
THE USER MAY REMOVE OR, | F THE OPERATOR PREFERS, REQUEST AND OBTAI N
REMOVAL OF CONTENT OR | NFORVATI ON POSTED BY THE USER;

(© PROVI DE CLEAR | NSTRUCTIONS TO A M NOR WHO | S A REQ STERED USER OF
THE | NTERNET WEBSITE, ONLINE SERVICE, ONLINE APPLICATION OR MOBILE
APPLI CATION ON HOWA USER MAY REMOVE OR |IF THE OPERATOR PREFERS,
REQUEST AND OBTAIN REMOVAL OF CONTENT OR | NFORVATI ON POSTED BY SUCH
USER; AND

(D) PROVIDE NOTICE TO A MNOR WHO | S A REGQ STERED USER OF THE | NTERNET
VEEBSI TE, ONLI NE SERVI CE, ONLI NE APPLI CATI ON OR MOBI LE APPLI CATI ON THAT
REMOVAL OF CONTENT OR | NFORVATI ON DOES NOT' ENSURE COWMPLETE OR COVPREHEN-
SI VE REMOVAL.

2. OPERATORS AND THIRD PARTIES SHALL NOT BE REQUI RED TO ERASE OR
OTHERW SE ELI M NATE, OR ENABLE ERASURE OR ELIM NATION OF CONTENT OR
I NFORVATI ON VWHEN:

(A)  ANY OTHER PROVI SI ON OF FEDERAL OR STATE LAW REQUI RES THE OPERATOR
OR THI RD PARTY TO MAI NTAI N THE CONTENT OR | NFORVATI ON,

(B) THE CONTENT OR | NFORVATI ON WAS STORED OR POSTED ON THE OPERATOR S
I NTERNET, ONLI NE SERVI CE, ONLI NE APPL| CATI ON OR MOBI LE APPLI CATI ON BY A
TH RD PARTY OTHER THAN THE M NOR, WHO IS A REGQ STERED USER, | NCLUDI NG
ANY CONTENT OR | NFORMATI ON POSTED BY A REGQ STERED USER THAT WAS STORED,
REPUBLI SHED OR REPOSTED BY THE THI RD PARTY;

(©) THE OPERATOR ANONYM ZES THE CONTENT OR | NFORVATI ON POSTED BY THE
M NOR WHO | S A REG STERED USER, SO THAT THE M NOR CANNCT BE | NDI VI DUALLY
| DENTI FI ED,

(D) THE M NOR DCES NOT FOLLOW THE | NSTRUCTI ONS ESTABLI SHED PURSUANT TO
PARAGRAPH (C) OF SUBDI VI SION ONE OF THI S SECTI ON; OR
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(E) THE M NOR HAS RECEIVED COVPENSATI ON OR OTHER CONSI DERATI ON FOR
PROVI DI NG THE CONTENT.

3. NO PROVI SION OF THI S SECTI ON SHALL BE DEEMED TO LIM T THE AUTHORI TY
OF ANY LAW ENFORCEMENT AGENCY OR COURT TO OBTAI N ANY CONTENT OR | NFORMA-
TI ON FROM AN OPERATOR AS AUTHORI ZED BY LAW OR LAWUL ORDER.

4. NO OPERATOR SHALL BE DEEMED TO HAVE VI OLATED THE PROVI SIONS OF THI S
SECTI ON WHEN:

(A) | T RENDERS CONTENT OR | NFORVATI ON POSTED BY A M NOR TO BE NO LONG
ER VISIBLE TO OTHER USERS AND THE PUBLI C, EVEN WHEN SUCH CONTENT OR
| NFORVATI ON REMAI NS ON THE OPERATOR S SERVERS I N SOVME FORM OR

(B) DESPI TE MAKI NG AN ORI G NAL POSTI NG BY A M NOR USER | NVI SI BLE, SUCH
POSTI NG REMAI NS VI SI BLE BECAUSE A THI RD PARTY HAS COPI ED THE POSTI NG OR
REPOSTED SUCH CONTENT OR | NFORVMATI ON.

5. NO PROVI SION OF THI' S SECTI ON SHALL BE DEEMED TO REQUI RE ANY OPERA-
TOR TO COLLECT OR RETAIN AGE | NFORMVATI ON ABOUT | TS USERS.

S 404. PENALTIES. ANY PERSON FOUND TO HAVE VI OLATED THE PROVI SIONS OF
THI' S ARTI CLE SHALL BE GUI LTY OF A M SDEMEANOR.

S 2. Severability. If any clause, sentence, paragraph, section or part
of this act shall be adjudged by any court of conpetent jurisdiction to
be invalid and after exhaustion of all further judicial review, the
judgnment shall not affect, inpair or invalidate the reminder thereof,
but shall be confined in its operation to the clause, sentence, para-
graph, section or part of this act directly involved in the controversy
in which the judgnment shall have been rendered.

S 3. This act shall take effect on the first of January next succeed-
ing the date on which it shall have becone a | aw



