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I ntroduced by M of A DINOWNTZ, GOITFRIED, GALEF, TITONE, COOK, ABI NAN-
T, ENGLEBRI GHT, OIS, FAHY, COLTON -- read once and referred to the
Commi ttee on Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to the protection
of personal information by businesses

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Section 899-aa of the general business law, as added by
chapter 442 of the |aws of 2005, paragraph (c) of subdivision 1, para-
graph (a) of subdivision 6 and subdivision 8 as anended by chapter 491
of the Ilaws of 2005 and paragraph (a) of subdivision 8 as anended by
section 6 of part N of chapter 55 of the laws of 2013, is anmended to
read as foll ows:

S 899-aa. SAFEGUARDI NG PERSONAL | NFORMATI ON; [Notification;] NOTIFI CA-
TION, person wthout valid authorization has acquired private inforna-

tion. 1. As used in this section, the following terns shall have the
fol |l owi ng nmeani ngs:
(a) "Personal information" shall nmean any infornmation concerning a

nat ural person which, because of nanme, nunber, personal mark, or other
identifier, can be used to identify such natural person;

(b) "Private information" shall nmean personal infornmation consisting
of any information in conbination with any one or nore of the follow ng
data elenents, when either the personal information or the data el ement
is not encrypted, or encrypted with an encryption key that has al so been
acqui r ed:

(1) social security nunber

(2) driver's license nunber or non-driver identification card nunber;
or

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(3) account nunber, credit or debit card nunber, in conbination with
any required security code, access code, or password that would permt
access to an individual's financial account;

“"Private information" does not include publicly available information
which is lawfully made avail able to the general public from federal,
state, or |ocal government records.

(c) "Breach of the security of the systent shall nean unauthorized
acqui sition or acquisition without valid authorization of conputerized
data that conpronmises the security, confidentiality, or integrity of
personal information maintained by a business. Good faith acquisition of
personal information by an enpl oyee or agent of the business for the
pur poses of the business is not a breach of the security of the system
provi ded that the private information is not used or subject to unau-
t hori zed di scl osure.

In determ ni ng whether infornmation has been acquired, or is reasonably
believed to have been acquired, by an unauthorized person or a person
wi t hout valid authorization, such business nmay consider the follow ng
factors, anong others:

(1) indications that the information is in the physical possession and
control of an unauthorized person, such as a |lost or stolen conputer or
ot her devi ce containing information; or

(2) indications that the information has been downl oaded or copied; or

(3) indications that the information was wused by an unauthorized
person, such as fraudulent accounts opened or instances of identity
theft reported.

(d) "Consumer reporting agency” shall nean any person which, for none-
tary fees, dues, or on a cooperative nonprofit basis, regularly engages
in whole or in part in the practice of assenbling or evaluating consuner
credit information or other information on consuners for the purpose of
furni shing consumer reports to third parties, and which uses any neans
or facility of interstate comrerce for the purpose of preparing or
furni shing consumer reports. A list of consunmer reporting agencies shal
be conpiled by the state attorney general and furnished upon request to
any person or business required to make a notification under subdivision
two of this section.

2. Any person or business which conducts business in New York state,
and which owns or |icenses conputerized data which includes private
i nformati on shall

(A) DEVELOP, | MPLEMENT, AND MAI NTAIN A COVPREHENSI VE | NFORMATI ON SECU-
RI TY PROGRAM WHI CH MUST BE CONSI STENT W TH THE SAFEGUARDS FOR PROTECTI ON
OF PERSONAL | NFORMATI ON AND | NFORMVATI ON OF A SI M LAR CHARACTER SET FORTH
| N ANY STATE OR FEDERAL LAWS OR REGULATI ONS BY WHI CH THE PERSON WHO OMNS
OR LICENSES SUCH | NFORVATI ON MAY BE REGULATED, AND THAT IS WRITTEN I N
ONE OR MORE READI LY ACCESSI BLE PARTS AND CONTAI NS ADM NI STRATI VE, TECH
NI CAL, AND PHYSI CAL SAFEGUARDS THAT ARE APPROPRI ATE TO:

(1) THE SIZE, SCOPE, AND TYPE OF BUSI NESS OF THE PERSON OBLI GATED TO
SAFEGUARD THE PERSONAL | NFORMATI ON UNDER SUCH COWMPREHENSI VE | NFORMATI ON
SECURI TY PROGRAM

(2) THE AMOUNT OF RESOURCES AVAI LABLE TO SUCH PERSON OR BUSI NESS;

(3) THE AMOUNT OF STORED DATA; AND

(4) THE NEED FOR SECURITY AND CONFIDENTIALITY OF | NFORVATI ON OF
CUSTOVERS AND EMPLOYEES OF THE BUSI NESS.

(B) disclose any breach of the security of the system follow ng
di scovery or notification of the breach in the security of the systemto
any resident of New York state whose private information was, or is
reasonably believed to have been, acquired by a person wthout valid
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aut hori zation. The disclosure shall be made in the nbost expedient tine
possi bl e and w t hout unreasonabl e del ay, consistent with the legitinmate
needs of |aw enforcenent, as provided in subdivision [four] FIVE of this
section, or any neasures necessary to determ ne the scope of the breach
and restore the reasonable integrity of the system

3. WTHOUT LIM TING THE GENERALI TY OF THE FOREGO NG, EVERY COVPREHEN-
SI VE | NFORVATI ON SECURI TY PROGRAM PURSUANT TO PARAGRAPH (A) OF SUBDI VI -
SION TWD OF THI' S SECTI ON SHALL | NCLUDE, BUT NOT BE LIM TED TG

(A) DESI GNATI NG ONE OR MORE EMPLOYEES TO MAINTAIN THE COVWPREHENSI VE
| NFORMATI ON SECURI TY PROGRAM

(B) | DENTI FYING AND ASSESSI NG REASONABLY FORESEEABLE | NTERNAL AND
EXTERNAL RI SKS TO THE SECURI TY, CONFI DENTI ALI TY, AND/ OR | NTEGRI TY OF ANY
ELECTRONI C, PAPER, OR OTHER RECORDS CONTAI NI NG PERSONAL | NFORVMATI ON, AND
EVALUATI NG AND | MPROVI NG, WHERE NECESSARY, THE CURRENT SAFEGUARDS FOR
LI M TI NG SUCH RI SKS, | NCLUDI NG, BUT NOT LIM TED TO

(1) PROVI DI NG ONGO NG EMPLOYEE TRAI NI NG,

(2) MONI TORI NG EMPLOYEE COWVPLI ANCE W TH POLI CI ES AND PROCEDURES; AND

(3) | DENTIFYING MEANS FOR DETECTI NG AND PREVENTI NG SECURI TY SYSTEM
FAl LURES.

(C) DEVELOPI NG SECURI TY POLI CI ES FOR EMPLOYEES RELATING TO THE STOR-
AGE, ACCESS, AND TRANSPORTATI ON OF RECORDS CONTAI NI NG PERSONAL | NFORMA-
TI ON OQUTSI DE OF BUSI NESS PREM SES;

(D) 1 MPCSI NG DI SCI PLI NARY MEASURES FOR VI OLATI ONS OF THE COVPREHENSI VE
| NFORMATI ON SECURI TY PROGRAM RULES;

(E) PREVENTI NG TERM NATED OR FORMER EMPLOYEES FROM ACCESSI NG RECORDS
CONTAI NI NG PERSONAL | NFORNMATI ON;

(F) OVERSEEI NG THI RD- PARTY SERVI CE PROVI DERS BY:

(1) TAKING REASONABLE STEPS TO SELECT AND RETAI N THI RD- PARTY SERVI CE
PROVI DERS THAT ARE CAPABLE OF MAI NTAI NI NG APPROPRI ATE SECURI TY MEASURES
TO PROTECT SUCH PERSONAL | NFORMVATI ON CONSI STENT W TH THESE PROVI SI ONS
AND ANY APPLI CABLE FEDERAL LAWS OR REGULATI ONS; AND

(2) REQUI RING SUCH THI RD- PARTY SERVI CE PROVI DERS BY CONTRACT TO | MPLE-
MENT AND MAI NTAI N SUCH APPROPRI ATE SECURI TY MEASURES FOR PERSONAL | NFOR-
MATI ON; PROVI DED, HOWEVER, THAT UNTIL OCTOBER FI RST, TWD THOUSAND EI GH+
TEEN, A CONTRACT A PERSON OR BUSINESS HAS ENTERED INTO WTH A
THI RD- PARTY SERVI CE PROVI DER TO PERFORM SERVI CES FOR OR FUNCTIONS ON
BEHALF OF SUCH PERSON OR BUSINESS SATISFIES THE PROVI SIONS OF THI' S
SUBPARAGRAPH EVEN | F THE CONTRACT A PERSON OR BUSI NESS HAS ENTERED | NTO
WTH A TH RD- PARTY SERVI CE PROVI DER DOES NOT | NCLUDE A REQUI REMENT THAT
THE THI RD- PARTY SERVI CE PROVI DER MAI NTAI NS SUCH APPROPRI ATE SAFEGUARDS,
AS LONG AS SAID PERSON OR BUSI NESS ENTERED | NTO THE CONTRACT NO LATER
THAN OCTOBER FI RST, TWD THOUSAND SI XTEEN.

(G PLACI NG REASONABLE RESTRI CTI ONS UPON PHYSI CAL ACCESS TO RECORDS
CONTAI NI NG PERSONAL | NFORMATI ON, AND STORAGE OF SUCH RECORDS AND DATA I N
LOCKED FACI LI TIES, STORAGE AREAS, OR CONTAI NERS;

ENSURI NG THAT THE COVPREHENSI VE | NFORMATI ON SECURI TY PROGRAM | S
SEPARATI NG | N A MANNER REASONABLY CALCULATED TO PREVENT UNAUTHORI ZED
ACCESS TO OR UNAUTHORI ZED USE OF PERSONAL | NFORVATI ON, AND UPGRADI NG
| NFORMATI ON SAFEGUARDS AS NECESSARY TO LIM T RI SKS;

(1) REVIEW NG THE SCOPE OF THE SECURI TY MEASURES AT LEAST ANNUALLY OR
VHENEVER THERE IS A MATERIAL CHANGE | N BUSINESS PRACTI CES THAT MAY
REASONABLY JEOPARDI ZE THE SECURI TY OR INTEGRITY OF RECORDS CONTAI NI NG
PERSONAL | NFORVMATI ON; AND

(J) DOCUMENTI NG RESPONSI VE ACTI ONS TAKEN | N CONNECTI ON W TH ANY | NCI -
DENT | NVOLVI NG A BREACH OF SECURI TY, AND MANDATORY POST- | NCI DENT REVI EW
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OF EVENTS AND ACTI ONS TAKEN, | F ANY, TO MAKE CHANGES | N BUSI NESS PRAC-
TI CES RELATI NG TO PROTECTI ON OF PERSONAL | NFORMATI ON.

[3.]4. Any person or business which nmaintains conputerized data which
i ncludes private information which such person or busi ness does not own
shal I :

(A) INCLUDE IN I TS WRI TTEN, COVPREHENSI VE | NFORMATI ON SECURI TY PROGRAM
THE ESTABLI SHVENT AND MAINTENANCE OF A SECURITY SYSTEM COVERI NG I TS
COVWPUTERS, | NCLUDI NG ANY W RELESS SYSTEM THAT, AT A MNI MJUM AND TO THE
EXTENT TECHNI CALLY FEASI BLE, | NCLUDE THE FOLLOW NG ELEMENTS:

(1) SECURE USER AUTHENTI CATI ON PROTOCCLS | NCLUDI NG

(1) CONTROL OF USER | DENTI FI CATI ONS AND OTHER | DENTI FI ERS;

(1) A REASONABLY SECURE METHOD OF ASSI GNI NG AND SELECTI NG PASSWORDS,
OR USE OF UN QUE | DENTIFI ER TECHNOLOG ES, SUCH AS BI OVETRI CS OR TOKEN
DEVI CES;

(1'1'l) CONTROL OF DATA SECURI TY PASSWORDS TO ENSURE THAT SUCH PASSWORDS
ARE KEPT | N A LOCATI ON ANDY OR FORMAT THAT DOES NOT COVPROM SE THE SECU-
RITY OF THE DATA THEY PROTECT;

(1V) RESTRI CTI NG ACCESS TO ACTI VE USERS AND ACTI VE USER ACCOUNTS ONLY;
AND

(V) BLOCKI NG ACCESS TO USER | DENTI FI CATI ON AFTER MULTI PLE UNSUCCESSFUL
ATTEMPTS TO GAIN ACCESS OR THE LIM TATI ON PLACED ON ACCESS FOR THE
PARTI CULAR SYSTEM

(2) SECURE ACCESS CONTROL MEASURES THAT:

(1) RESTRICT ACCESS TO RECORDS AND FI LES CONTAI NIl NG PERSONAL | NFORMA-
TION TO THOSE WHO NEED SUCH | NFORMVATI ON TO PERFORM THEI R JOB DUTI ES; AND

(I'l) ASSIGN UNI QUE |DENTIFICATIONS PLUS PASSWORDS, WH CH ARE NOT
VENDOR- SUPPLI ED DEFAULT PASSWORDS, TO EACH PERSON W TH COWPUTER ACCESS
THAT ARE REASONABLY DESI GNED TO MAI NTAIN THE | NTEGRI TY OF THE SECURI TY
OF THE ACCESS CONTROLS;

(3) ENCRYPTION OF ALL TRANSM TTED RECORDS AND FILES CONTAI NI NG
PERSONAL | NFORMATI ON THAT WLL TRAVEL ACRCSS PUBLIC NETWORKS, AND
ENCRYPTI ON OF ALL DATA CONTAI NI NG PERSONAL | NFORMATI ON TO BE TRANSM TTED
W RELESSLY;

(4) REASONABLE MONI TORI NG OF SYSTEMS FOR UNAUTHORI ZED USE OF OR ACCESS
TO PERSONAL | NFORVATI ON;

(5) ENCRYPTI ON OF ALL PERSONAL | NFORMATI ON STORED ON LAPTOPS OR OTHER
PORTABLE DEVI CES;

(6) FOR FILES CONTAINING PERSONAL | NFORMVATI ON ON A SYSTEM THAT | S
CONNECTED TO THE | NTERNET, FIREWALL PROTECTION AND OPERATING SYSTEM
SECURI TY PATCHES REASONABLY DESIGNED TO MAI NTAIN THE | NTEGRI TY OF THE
PERSONAL | NFORMATI ON;

(7) SYSTEM SECURITY AGENT SOFTWARE WHI CH MJUST |NCLUDE  MALWARE
PROTECTI ON AND VI RUS DEFI NI TIONS, OR A VERSI ON OF SUCH SOFTWARE THAT CAN
STILL BE SUPPORTED W TH UP- TO- DATE PATCHES AND VI RUS DEFI NI TIONS, AND I S
SET TO RECElI VE THE MOST CURRENT SECURI TY UPDATES ON A REGULAR BASIS; AND

(8) EDUCATION AND TRAINING OF EMPLOYEES ON THE PROPER USE OF THE
COWUTER SECURI TY SYSTEM AND THE | MPORTANCE OF PERSONAL | NFORMATI ON
SECURI TY.

(B) notify the owner or licensee of the information of any breach of
the security of the system immediately followi ng discovery, if the
private information was, or is reasonably believed to have been,
acqui red by a person without valid authorization.

[4.] 5. The notification required by this section may be delayed if a
| aw enf orcenent agency determ nes that such notification inpedes a crim
inal investigation. The notification required by this section shall be
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made after such | aw enforcenent agency deternines that such notification
does not conprom se such investigation.

[5.] 6. The notice required by this section shall be directly provided
to the affected persons by one of the follow ng nethods:

(a) witten notice;

(b) electronic notice, provided that the person to whomnotice is
requi red has expressly consented to receiving said notice in electronic
form and a | og of each such notification is kept by the person or busi-
ness who notifies affected persons in such form provided further,
however, that in no case shall any person or business require a person
to consent to accepting said notice in said form as a condition of
establ i shing any business relationship or engaging in any transaction.

(c) telephone notification provided that a | og of each such notifica-
tion is kept by the person or business who notifies affected persons; or

(d) Substitute notice, if a business denonstrates to the state attor-
ney general that the cost of providing notice would exceed two hundred
fifty thousand dollars, or that the affected class of subject persons to
be notified exceeds five hundred thousand, or such business does not
have sufficient contact information. Substitute notice shall consist of
all of the follow ng:

(1) e-mail notice when such business has an e-mail address for the
subj ect persons;

(2) conspicuous posting of the notice on such business's web site
page, if such business maintains one; and

(3) notification to najor statew de nedi a.

[6.] 7. (a) whenever the attorney general shall believe from evidence
satisfactory to him that there is a violation of this article he nay
bring an action in the nane and on behal f of the people of the state of
New York, in a court of justice having jurisdiction to issue an injunc-
tion, to enjoin and restrain the continuation of such violation. In
such action, prelimnary relief nay be granted under article sixty-three
of the civil practice law and rules. In such action the court may award
damages for actual costs or losses incurred by a person entitled to
notice pursuant to this article, if notification was not provided to
such person pursuant to this article, including consequential financia
| osses. \Whenever the court shall determne in such action that a person
or business violated this article knowi ngly or recklessly, the court nay
i npose a civil penalty of the greater of five thousand dollars or up to
ten dollars per instance of failed notification, provided that the
| atter amount shall not exceed one hundred fifty t housand dol | ars.

(b) the remedi es provided by this section shall be in addition to any
ot her lawful remedy avail abl e.

(c) no action may be brought under the provisions of this section
unl ess such action is commenced within two years i mediately after the
date of the act conplained of or the date of discovery of such act.

[7.] 8. Regardless of the method by which notice is provided, such
notice shall include contact information for the person or business
making the notification and a description of the categories of inform-
tion that were, or are reasonably believed to have been, acquired by a
person w thout valid authorization, including specification of which of
the el ements of personal information and private information were, or
are reasonably believed to have been, so acquired.

[8.] 9. (a) In the event that any New York residents are to be noti -
fied, the person or business shall notify the state attorney general,
the departnent of state and the division of state police as to the
timng, content and distribution of the notices and approximate nunber
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of affected persons. Such notice shall be nade wi t hout del aying notice
to affected New York residents.

(b) In the event that nore than five thousand New York residents are
to be notified at one tine, the person or business shall also notify
consuner reporting agencies as to the timng, content and distribution
of the notices and approxi mate nunber of affected persons. Such notice
shall be made wi thout del aying notice to affected New York residents.

[9.] 10. The provisions of this section shall be exclusive and shal
preenpt any provisions of |ocal |aw, ordinance or code, and no locality
shal |l inpose requirenments that are inconsistent with or nore restrictive
than those set forth in this section.

S 2. This act shall take effect imedi ately; provided, however, that
the provisions of this act shall apply to any person or business who
owns or |icenses personal information about a resident of New York with-
in eighteen nonths after such effective date, provided, further, that
any person or business may cone into conpliance before such effective
dat e.



