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STATE OF NEW YORK

306
2015- 2016 Regul ar Sessi ons
I N ASSEMBLY
( PREFI LED)
January 7, 2015

Introduced by M of AL DINONTZ -- read once and referred to the Comit -
tee on Consuner Affairs and Protection

AN ACT to amend the general business law, in relation to prohibiting
hi dden nobi |l e devi ce spying and st al ki ng

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by adding a new article
29-CCC to read as foll ows:

ARTI CLE 29- CCC
BAN ON HI DDEN MOBI LE DEVI CE
SPYI NG AND STALKI NG PROGRAMS

SECTI ON 540. DEFI NI TI ONS
541. PROCHI BI Tl ONS.
542. ENFORCEMENT.

S 540. DEFINITIONS. AS USED IN THI S ARTI CLE, THE FOLLOW NG TERMS SHALL
HAVE THE FOLLOW NG MEANI NGS

1. "PORTABLE ELECTRONI C DEVI CE" SHALL MEAN ANY HAND- HELD MOBI LE TELE-
PHONE, AS DEFINED BY SUBDIVISION ONE OF SECTION TWELVE  HUNDRED
TWENTY- FI VE-C OF THE VEH CLE AND TRAFFI C LAW PERSONAL DI G TAL ASSI STANT
(PDA), HANDHELD DEVI CE W TH MOBI LE DATA ACCESS, LAPTOP COWVPUTER, PAGER
BROADBAND PERSONAL COMVUNI CATI ON DEVI CE, TWO- WAY MESSAG NG DEVI CE, ELEC
TRONI C GAME, OR PORTABLE COWMPUTI NG DEVI CE OR ANY OTHER ELECTRONI C DEVI CE
VWHEN USED TO | NPUT, WRI TE, SEND, RECElIVE, OR READ TEXT FOR PRESENT OR
FUTURE COVMUNI CATI ON.

2. "INTERNET CAPABLE" SHALL MEAN ANY PORTABLE ELECTRONI C DEVI CE THAT
'S I NDI VI DUALLY OR COLLECTI VELY CAPABLE OF PROVI DI NG W RELESS OR W RE-
LI NE | NTERNET ACCESS, |N ADDI TI ON TO ORI G NATI ON AND COVPLETI ON OF TELE-
PHONE CALLS.

3. "ELECTRONIC MESSAGE" SHALL MEAN A MESSAGE SENT OR POSTED TO A
UNI QUE DESTI NATI ON, COVWMONLY EXPRESSED AS A STRING OF CHARACTERS
CONSI STI NG OF A UNI QUE USER NAME OR MAI LBOX (COVMMONLY REFERRED TO AS THE

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
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"LOCAL PART") AND A REFERENCE TO AN | NTERNET DOVAI N ( COMWONLY REFERRED
TO AS THE "DOVAI N PART"), WHETHER OR NOT DI SPLAYED, TO WH CH AN ELEC
TRONI C MESSAGE CAN BE SENT, DELIVERED OR POSTED.

S 541. PROH BI TIONS. 1. BAN ON SECRET MOBI LE SPYI NG PROGRAMS. | T SHALL
BE UNLAWUL TO SELL, PROVIDE, OR KNOWNGY FACI LI TATE THE SALE OR
PROVI SI ON OF ANY COVPUTER PROGRAM THAT CAN BE | NSTALLED ONTO AN | NTERNET
CAPABLE PORTABLE ELECTRONIC DEVICE THAT AUTOVATI CALLY COPIES AND
FORWARDS THE CONTENT OF AN ELECTRONI C MESSAGE SENT BY OR RECEI VED ON
SUCH DEVI CE TO AN ELECTRONI C ADDRESS OR PORTABLE ELECTRONI C DEVI CE THAT
IS NOTI THE ELECTRONI C ADDRESS OR PORTABLE ELECTRONI C DEVI CE ORI Gl NALLY
USED | N THE TRANSM SSI ON OF THE ELECTRONI C MESSAGE UNLESS SUCH PROGRAM
(A) OBTAINS THE EXPRESS CONSENT OF THE | NDI VI DUAL WHO I S USI NG THE PORT-
ABLE ELECTRONI C DEVICE; (B) DI SPLAYS AN | NDI CATOR ON THE DEVI CE THAT IS
REASONABLY LI KELY TO BE DI SCOVERED BY THE USER THAT SUCH PROGRAM HAS
BEEN | NSTALLED;, AND (C) AFTER BEING I NI TIALLY | NSTALLED, SUCH PROGRAM
PROM NENTLY DI SPLAYS, NOT EARLI ER THAN TWENTY- FOUR HOURS AND NOT LATER
THAN SEVEN DAYS AFTER THE TI ME AN | NDI VI DUAL PROVI DES EXPRESS CONSENT,
A NOTI FI CATI ON ON THE HOVE OR TURN- ON SCREEN OF THE DEVI CE ALERTING THE
USER THAT ELECTRONIC MESSAGES BEI NG SENT OR RECEI VED ARE SUBSEQUENTLY
COPI ED AND TRANSM TTED TO AN ELECTRONI C ADDRESS OR PORTABLE ELECTRONI C
DEVICE THAT IS NOT THE ELECTRONI C ADDRESS OR PORTABLE ELECTRONI C DEVI CE
ORI G NALLY USED I N THE TRANSM SSI ON OF THE ELECTRONI C MESSAGE.

2. BAN ON SECRET MOBI LE STALKI NG PROGRAMS. | T SHALL BE UNLAWUL TO
SELL, PROVIDE, OR KNOWNGY FACILITATE THE SALE OR PROVI SI ON OF ANY
COVPUTER PROGRAM THAT CAN BE | NSTALLED ONTO AN | NTERNET CAPABLE PORTABLE
ELECTRONI C DEVI CE THAT AUTOVATI CALLY TRANSM TS THE LOCATION OF SUCH
DEVICE SO THAT IT MAY BE ACCESSED FROM A DI FFERENT PORTABLE ELECTRONI C
DEVI CE | F SUCH PROGRAM (A) FAILS TO OBTAIN THE EXPRESS CONSENT OF THE
INDIVIDUAL WHO IS USING THE PORTABLE ELECTRONI C DEVICE; (B) FAILS TO
DI SPLAY AN | NDI CATOR ON THE PORTABLE ELECTRONI C DEVI CE THAT 1S REASONM
ABLY LIKELY TO BE DI SCOVERED BY THE USER THAT SUCH PROGRAM HAS BEEN
| NSTALLED;, OR (C) DI SABLES OR HI DES NOTI FI CATIONS ON THE DEVICE THAT
SUCH DEVI CE | S ACCESSI NG THE GLOBAL POSI TI ONI NG SYSTEM OR OTHER LOCATI ON
ENABLI NG SYSTEM

3. FOR PURPCSES OF SUBDI VISION ONE OR TWO OF THI S SECTI ON, A PROGRAM
SHALL BE DEEMED REASONABLY LI KELY TO BE DI SCOVERED BY THE USER | F AFTER
| NSTALLATION | T DISPLAYS AN | CON OR | NDI CATOR OF | TS PRESENCE ON THE
DEVI CE I N THE SAME FORM AND MANNER AS A PROGRAM OTHER THAN THE OPERAT-
ING SYSTEM OF THE DEVI CE OR A PART THEREOF, THAT IS SEPARATELY SOLD OR
OFFERED FOR USE ON THE PORTABLE ELECTRONIC DEVICE, AND SUCH DI SPLAY
CANNOT BE MATERI ALLY ALTERED OR DELETED BY THE USER FOR AT LEAST SEVEN
DAYS AFTER BEI NG | NSTALLED.

4. EXCEPTIONS. THI'S SECTION SHALL NOT APPLY TO (A ANY PROGRAM
PROVI DED OR SOLD SOLELY TO LAW ENFORCEMENT AGENCI ES OR TO BUSI NESSES FOR
THE PURPOSE OF CONDUCTI NG LAWFUL BUSI NESS ACTI VI TI ES RELATED TO PROVI D-
I NG SECURI TY SERVICES OR FOR USE IN PRIVATE |INVESTIGATIONS, OR (B)
PROVI DED OR SOLD SOLELY TO GOVERNMENT AGENCI ES.

S 542. ENFORCEMENT. THE ATTORNEY GENERAL MAY BRING A ClVIL ACTION
AGAI NST ANY PERSON THAT VI OLATES THI S ARTI CLE TO ENJO N THE VI OLATI ON,
AND MAY RECOVER A CIVIL PENALTY UP TO ONE THOUSAND DOLLARS PER VI OLATI ON
OF TH S ARTICLE OR, FOR A PATTERN OR PRACTI CE OF SUCH VI OLATIONS, UP TO
FI VE THOUSAND DOLLARS PER VI OLATI ON.

S 2. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw.



