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STATE OF NEW YORK

7358
I N SENATE
May 14, 2014

Introduced by Sen. GOLDEN -- read twi ce and ordered printed, and when
printed to be committed to the Conmttee on Energy and Tel econmuni -
cations

AN ACT to amend the executive |aw, the general business |aw and the
state technology law, in relation to the New York state online privacy
act

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The executive |law is anmended by adding a new article 10-A

to read as foll ows:
ARTI CLE 10- A
OFFI CE OF PRI VACY PROTECTI ON

SECTI ON 205. OFFI CE OF PRI VACY PROTECTI ON;, CREATED.

205- A.  ADM NI STRATI ON.

205-B. PRI VACY PROTECTI ON ADVI SORY COW TTEE.

205- C. RESPONSI BI LI TI ES.

205- D. CONSTRUCTI ON.

205- E. REPORT.

S 205. OFFI CE OF PRI VACY PROTECTI ON, CREATED. THE OFFICE OF PRI VACY
PROTECTION | S HEREBY CREATED IN THE EXECUTI VE DEPARTMENT. | TS PURPCOSE
SHALL BE TO PROMOTE AND PROTECT THE PRI VACY OF PERSONAL | NFORMATI ON OF
| NDI VI DUALS.

S 205-A. ADM NI STRATI ON. THE OFFI CE SHALL BE HEADED BY A COWM SSI ONER
OF PRI VACY PROTECTI ON WHO SHALL BE APPO NTED BY THE GOVERNOR BY AND W TH
THE ADVI CE AND CONSENT OF THE SENATE, AND WHO SHALL HOLD OFFICE AT THE
PLEASURE OF THE GOVERNOR. THE COWM SSI ONER SHALL POSSES SUCH RI GHTS,
PONERS, AND DUTIES |IN CONNECTION WTH PRIVACY PROTECTION AS ARE
EXPRESSED OR REASONABLY | MPLI ED BY THI S CHAPTER OR OTHER APPLI CABLE LAWS
OF THI S STATE RELATI NG TO THE ONLI NE PRI VACY OF | NDI VI DUALS.

S 205-B. PRIVACY PROTECTION ADVISORY COW TTEE. THERE |S HEREBY
CREATED THE PRI VACY PROTECTI ON ADVI SORY COMM TTEE, WHI CH SHALL CONSI ST
OF THE FOLLOW NG EX OFFI Cl O MEMBERS OR THElI R DESI GNEES: THE SECRETARY OF
STATE, THE ATTORNEY GENERAL, THE COWM SSI ONER OF THE DI VI SI ON OF HOVE-
LAND SECURI TY AND EMERGENCY SERVI CES, AND THE DI RECTOR OF THE OFFICE OF

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
LBD14411-04-4
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I NFORVATI ON  TECHNOLOGY SERVICES. | N ADDI TI ON, THERE SHALL BE APPQO NTED
BY THE GOVERNOR BY AND W TH THE ADVI CE AND CONSENT OF THE SENATE, FIVE
PERSONS WHO HAVE BEEN EMPLOYED AT THE LEVEL OF EXECUTI VE OFFI CER I N
COVWPANIES |IN THE | NFORVATI ON TECHNCLOGY | NDUSTRY FOR A PERI OD OF FI VE
YEARS OR MORE OR AS A PRI VACY COWPLI ANCE OFFI CER FOR SUCH PERI GD, OR AS
A CONSULTANT OR ACADEM C RESEARCHER OR TEACHER OR LAWER OR HOLDI NG A
SI'M LAR PGSI TI ON REQUI RI NG EXPERTI SE I N THE FI ELD OF PRI VACY AND | NFOR-
MATI ON TECHNOLOGY FOR A PERIOD OF FI VE YEARS OR MORE. THE DI RECTOR OF
THE OFFI CE OF | NFORVATI ON TECHNCLOGY SERVICES SHALL BE CHAIR OF THE
ADVI SORY COW TTEE.

EACH MEMBER OF THE COW TTEE SHALL BE APPO NTED FOR TERMS OF TWO
YEARS. ANY MEMBER MAY BE REAPPO NTED FOR ADDI TI ONAL TERMS. THE ADVI SORY
COMWM TTEE SHALL MEET NO LESS THAN THREE TI MES EACH YEAR, OR MCRE |F I TS
BUSI NESS REQUI RES. THE ADVI SORY COWM TTEE SHALL ADVI SE THE COW SSI ONER
ON ALL MATTERS RELATI NG TO PRI VACY CONCERNS, AND ON SUCH OTHER MATTERS
AS THE COW SSI ONER SHALL REQUEST. MEMBERS OF THE ADVI SORY COWM TTEE
SHALL RECEI VE NO COVPENSATI ON BUT SHALL BE ENTI TLED TO ACTUAL AND NECES-
SARY TRAVELI NG AND OTHER EXPENSES WHI LE ENGAGED IN THE PERFORVANCE OF
SUCH MEMBER' S DUTI ES HEREUNDER.

THE COW TTEE SHALL HAVE THE FOLLOW NG FUNCTI ONS, POAERS AND DUTI ES:

1. TO REVIEW AND COWENT, AS |IT DEEMS APPROPRI ATE, ON ALL PROPOSED
RULES AND REGULATI ONS OF THE OFFI CE;

2. TO PROVI DE GQUI DANCE AND SUPPORT TO THE OFFI CE I N THE DEVELOPMENT OF
PRI VACY POLI CI ES OR RECOMVENDATI ONS;

3. TO MAKE RECOMVENDATI ONS CONCERNI NG SURVEYS AND REPORTS; AND

4. TO PERFORM SUCH OTHER ACTS AS MAY BE ASSI GNED BY THE CHAIR OF THE
COMWM TTEE WH CH ARE NECESSARY OR APPROPRI ATE TO CARRY OUT THE FUNCTI ONS
OF THE COWM TTEE.

S 205-C. RESPONSI BI LI TIES. THE OFFI CE OF PRI VACY PROTECTI ON SHALL:

1. RECElI VE COVPLAI NTS CONCERNI NG VI OLATI ONS OF ARTI CLES THI RTY-N NE-H
AND THI RTY-NINE-F OF THE GENERAL BUSI NESS LAW AND VI OLATI ONS OF OTHER
PRI VACY- RELATED LAWS5, | NCLUDI NG | DENTI TY THEFT AND | DENTI FY FRAUD, AND
SECTI ONS THREE HUNDRED NI NETY- NI NE- DDD AND THREE  HUNDRED
NI NETY- NI NE- DDDD OF THI S CHAPTER, AND SHALL REFER, WHERE APPROPRI ATE,
SUCH COVPLAI NTS TO LOCAL, STATE, OR FEDERAL AGENCI ES WHERE SUCH AGENCI ES
ARE AVAI LABLE TO ASSIST, AND REQUEST REGULAR UPDATES ON ACTI VI TI ES
UNDERTAKEN DUE TO SUCH REFERRALS FROM SUCH AGENCI ES. SUCH AGENCIES TO
VWH CH COWPLAINTS HAVE BEEN REFERRED SHALL RESPOND TO ANY SUCH REQUESTS
FOR UPDATES EXPEDI TI QUSLY OR SHALL PROVIDE THE OFFICE WTH A WRI TTEN
SUMVARY OF REASONS WHY | T COULD NOT COVPLY W TH THE REQUEST,

2. PROVI DE | NFORVATI ON, AND REFERRAL TO | NDI VI DUALS AND ENTI TI ES ABOUT
OBTAI NI NG, COWPI LI NG  MAI NTAINING  USING DI SCLCSI NG OR DI SPOSI NG OF
PERSONALLY | DENTI FI ABLE | NFORVATI ON | N A LAWFUL MANNER PURSUANT TO ARTI -
CLES THI RTY-NI NE-H AND THI RTY-NI NE-F OF THI S CHAPTER, | NCLUDI NG THE USE
OF AND DI SCLCSURE OF SOCI AL SECURI TY NUMBERS PURSUANT TO SECTI ONS THREE
HUNDRED NI NETY- NI NE- DDD AND THREE HUNDRED NI NETY- NI NE- DDDD OF THE GENER-
AL BUSI NESS LAW

3. DEVELOP | NFORVATI ONAL AND EDUCATI ONAL PROGRAMS AND MATERIALS TO
FOSTER AND | MPROVE PUBLI C UNDERSTANDI NG CONCERNI NG THE | SSUES RELATED TO
PRI VACY; AND

4. ASSI ST AS REQUESTED IN THE TRAI NI NG OF LOCAL, STATE, AND FEDERAL
LAW ENFORCEMENT AGENCI ES REGARDI NG | DENTI TY THEFT AND OTHER PRI VACY- RE-
LATED CRI MES.

S 205-D. CONSTRUCTION. THE AUTHORITY OF THE OFFICE OF PRIVACY
PROTECTI ON TO ADOPT REGULATI ONS UNDER THIS ARTICLE SHALL BE LIMTED
EXCLUSI VELY TO THOSE REGULATI ONS NECESSARY TO | MPLEMENT SUBDI VI SI ONS ONE
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THROUGH FOUR OF SECTION TWDO HUNDRED FI VE-C OF THI' S ARTI CLE. NOTHI NG
CONTAI NED HEREI' N SHALL BE DEEMED TO APPLY TO THE LEG SLATURE OR THE
JUDI Cl ARY, OR, EXCEPT AS PROVIDED I N ARTI CLES THI RTY- NI NE- F AND THI RTY-
NINE-H OF THI'S CHAPTER, TO A STATE AGENCY AS SUCH TERM | S DEFI NED BY
SECTI ON ONE HUNDRED ONE OF THE NEW YORK STATE TECHNOLOGY LAW

S 205-E. REPORT. THE OFFI CE SHALL REPORT ANNUALLY ON THE THI RTI ETH OF
JANUARY EACH YEAR TO THE GOVERNOR, THE TEMPORARY PRESI DENT OF THE
SENATE, THE SPEAKER OF THE ASSEMBLY, THE M NORI TY LEADERS OF THE SENATE
BEG NNING IN THE FIRST CALENDAR YEAR AFTER THE EFFECTI VE DATE OF THI S
SECTI ON.

1. THE NUMBER OF COWPLAI NTS RECEI VED AND THE REFERRALS MADE BY CATEGO
RY OR CLASS OF COWVPLAI NT.

2. THE NUMBERS OF | NVESTI GATI ONS UNDERTAKEN BY THE OFFI CE, THE CATEGO
RIES OF SUCH | NVESTI GATI ONS, AND THE NUMBERS OF CLOSED CASES OF SUCH
| NVESTI GATI ONS.

3. RECOVIVENDATI ONS CONCERNI NG | MPROVEMENTS | N PRI VACY LAWS AND PROCE-
DURES.

S 2. Section 399-ddd of the general business |aw, as added by chapter
372 of the |aws of 2012, is renunbered section 399-dddd.

S 3. Article 40 and sections 900 and 901 of the general business |aw,
as renunbered by chapter 407 of the |aws of 1973, are renunbered article
45 and sections 950 and 951.

S 4. The general business |aw is amended by adding a new article 39-H
to read as foll ows:

ARTI CLE 39-H
NEW YORK STATE ONLI NE PRI VACY ACT
SECTI ON 900. SHORT TI TLE.
901. DEFI NI TI ONS.
902. PURPCSE, APPLI CATI ON, EXCEPTI ONS, AND WAl VER
903. REQUI REMENT FOR PRI VACY PCLI CY AND CONFI DENTI ALI TY.
904. PRI VACY PROTECTI ON FOR M NORS.
905. RESPONSI Bl LI TI ES CONCERNI NG PRI VACY POLICIES AND SOCI AL
MEDI A.
906. REQUI REMENT TO REPORT A SECURI TY BREACH.
907. LIABILITY FOR FAI LURE TO COVPLY.
908. ENFORCEMENT.

S 900. SHORT TITLE. TH S ARTI CLE SHALL BE KNOAWN AND MAY BE Cl TED AS
THE "NEW YORK STATE ONLI NE PRI VACY ACT".

S 901. DEFINITIONS. AS USED IN THI S ARTI CLE, THE FOLLOW NG TERMS SHALL
HAVE THE FOLLOW NG MEANI NGS:

1. "COLLECT" MEANS TO RECEI VE AND STORE | NFORMVATION, | NCLUDING VIA
COKI E TECHNOLOGY, FOR PURPOSES OF RETRI EVAL | N ORDER TO I NI TI ATE COVWL-
NI CATI ON W TH OR MAKE DETERM NATI ONS ABOUT THE PERSON WHO | S THE SUBJECT
OF SUCH | NFORMATI ON.

2. "COLLEGE" AND "UN VERSITY" SHALL HAVE THE SAME MEANI NGS AS SET
FORTH | N SECTI ON TWO OF THE EDUCATI ON LAW

3. "DISCLOSE" MEANS TO REVEAL, RELEASE, TRANSFER, DI SSEM NATE OR
OTHERW SE  COMMUNI CATE | NFORMATI ON ORALLY, I N WRI TING, OR BY ELECTRONI C
OR OTHER MEANS, TO SOVE PERSON OR ENTITY OTHER THAN TO THE PERSON WHO | S
THE SUBJECT OF SUCH | NFORMATI ON.

4. "M NOR' MEANS A NATURAL UNEMANCI PATED PERSON SI XTEEN YEARS OF ACE
OR LESS WHO RESIDES IN THI S STATE AND | S NOT OTHERW SE | NCLUDED | N RULES
| SSUED BY THE FEDERAL TRADE COWM SSI ON PURSUANT TO THE CHI LDREN S ONLI NE
PRI VACY PROTECTI ON ACT.

5. "OPERATOR' MEANS A PERSON OR ENTITY THAT OMNS OR OPERATES A VEBSI TE
OR ONLI NE SERVI CE THAT COLLECTS PERSONALLY | DENTI FI ABLE | NFORVATI ON FROM
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A USER RESIDING IN TH' S STATE WHO USES OR VI SI TS SUCH WEBSI TE OR ONLI NE
SERVI CE. | T DOES NOT | NCLUDE A TH RD PARTY THAT HOSTS BUT DOES NOT OMAN A
WEBSI TE OR ONLI NE SERVI CE ON BEHALF OF AN OPERATOR OR THAT PROCESSES
| NFORVATI ON ON BEHALF OF AN OWNER OR OPERATOR

6. "PERSONALLY | DENTIFI ABLE | NFORMATI ON' | NCLUDES THE CATEGORI ES OF
| NFORVMATI ON DESCRI BED I N TH'S SUBDI VI SION, BUT DOES NOT | NCLUDE PUBLI CLY
AVAI LABLE | NFORVATI ON LAWFULLY MADE AVAI LABLE TO THE GENERAL PUBLI C FROM
FEDERAL, STATE, OR LOCAL GOVERNMVENT RECORDS. PERSONALLY | DENTI FI ABLE
| NFORVATI ON | NCLUDES BUT IS NOT LIM TED TO THE FOLLON NG | TEMS OR ANY
COVBI NATI ON' THEREOF:

(A) FI RST NAME;

(B) LAST NAMNE;

(C) HOME OR OTHER PHYSI CAL ADDRESS;

(D) AGE

(E) DATE OF BI RTH;

(F) NAMES, AGE, GENDER, TELEPHONE NUMBER OR ELECTRONIC MAIL OR OTHER
ADDRESSES OF CHI LDREN;

(G HEIGHT, WEIGHT, RACE, RELIG ON, OCCUPATI ON, OR POLI Tl CAL PARTY
AFFI LI ATI ON;

(H E-MAI L ADDRESS;

(1) TELEPHONE NUVBER;

(J) SOCI AL SECURI TY NUMBER

(K) | NFORVATI ON PERTAINING TO BANK ACCOUNTS, | NVESTMENT ACCOUNTS,
CREDI T OR DEBI T CARDS, OR BALANCES OR ACCOUNT NUMBERS OF ANY OF THESE;

(L) ANY SECURITY CODE, ACCESS CODE, OR PASSWORD THAT WOULD PERM T
ACCESS TO AN | NDI VI DUAL' S FI NANCI AL ACCOUNT OR OTHER ONLI NE ACCOUNT;

(M NEDI CAL | NFORVATI ON, | NCLUDI NG ANY | NFORVATI ON REGARDI NG AN | NDI -
VIDUAL'S MEDI CAL HI STORY, MENTAL OR PHYSICAL CONDI TION, OR MEDI CAL
TREATMENT OR DI AGNOSI S BY A HEALTH CARE PROFESSI ONAL, | NCLUDI NG DRUGS,
THERAPI ES, OR MEDI CAL PRODUCTS OR EQUI PMENT USED; AND

HEALTH | NSURANCE | NFORVATI ON, | NCLUDI NG AN | NDI VI DUAL' S HEALTH
| NSURANCE POLI CY NUMBER OR SUBSCRI BER | DENTI FI CATI ON NUMBER, ANY UNI QUE
| DENTI FI ER USED BY A HEALTH CARE | NSURER TO | DENTI FY THE | NDI VI DUAL, OR
ANY | NFORVMATION IN AN | NDIVIDUAL'S APPLI CATION AND CLAINMS H STORY,
| NCLUDI NG ANY APPEALS RECORDS.

7. "POSTED' MEANS | NFORMATI ON THAT CAN BE ACCESSED BY ANOTHER USER OR
USERS | N ADDI TI ON TO THE ORI Gl NAL USER WHO POSTED THE | NFORMATI ON, | RRE-
SPECTI VE OF WHETHER SUCH ADDI TI ONAL USER OR USERS ARE REG STERED USERS
OF THE WEBSI TE OR ONLI NE SERVI CE WHERE THE | NFORMATI ON | S POSTED.

8. "PUBLI CLY POST" OR "PUBLICLY DI SPLAY" MEANS TO | NTENTI ONALLY COMMU-
NI CATE OR OTHERW SE MAKE AVAI LABLE TO THE GENERAL PUBLI C.

9. "CONSPI CUOUSLY POST" WTH RESPECT TO A PRI VACY POLICY | NCLUDES
POSTI NG ON OR THROUGH ANY OF THE FOLLOW NG

(A) A WEB PAGE ON WHI CH THE PRI VACY POLICY IS POSTED | F THE WEB PAGE
IS THE HOVEPAGE OR FI RST S| GNI FI CANT PAGE A USER ENCOUNTERS ON ENTERI NG
THE WEBSI TE;

(B) AN | CON OR TEXT LI NK THAT HYPERLINKS TO A WEB PAGE ON WHI CH THE
PRI VACY POLICY IS POSTED, |F THE | CON | S LOCATED ON THE HOMVEPAGE OR THE
FI RST SI GNI FI CANT PAGE AFTER ENTERING THE WEBSITE, AND |F THE |CON
CONTAINS THE WORDS "PRIVACY POLICY." THE | CON SHALL ALSO USE A COLOR
THAT CONTRASTS W TH THE BACKGROUND COLOR OF THE WEB PAGE AND IS SET I[N
TYPE EQUAL TO OR GREATER IN SIZE THAN THE SURROUNDI NG TEXT ON THE
WEBSI TE OR | S OTHERW SE DI STI NGUI SHABLE. |F A TEXT LINK, THEN THE LINK
MJUST | NCLUDE THE WORDS "PRI VACY POLI CY" I N CAPlI TAL LETTERS EQUAL TO OR
GREATER IN SI ZE AND | N FONT AND COLOR THAT CONTRASTS W TH THE SURROUND-
| NG TEXT; OR
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(© |IN THE CASE OF AN ONLI NE SERVI CE, ANY OTHER REASONABLY ACCESSI BLE
MEANS OF MAKI NG THE PRI VACY POLI CY AVAI LABLE FOR USERS OF THE ONLINE
SERVI CE.

10. "PRIVACY POLICY" MEANS A POLICY CONCERNING THE PRIVACY OF
PERSONALLY | DENTI FI ABLE | NFORVATI ON COLLECTED BY AN OPERATOR THROUGH | TS
VEBSI TE OR ONLI NE SERVI CE THAT DOES THE FOLLOW NG

(A) | DENTIFI ES THE CATEGCORI ES OF PERSONALLY | DENTI FI ABLE | NFORMATI ON
THAT THE OPERATOR COLLECTS THROUGH THE WEBSI TE OR ONLI NE SERVI CE ABOUT
USERS VWHO USE OR VISIT I TS WEBSI TE OR ONLI NE SERVI CE AND THE USE OF THAT
| NFORVATI ON;

(B) STATES THE MEANS BY WHI CH PERSONALLY | DENTI FI ABLE | NFORMATION IS
COLLECTED AND WHETHER SUCH COLLECTI ON OCCURS ACTI VELY OR PASSI VELY, AND
WHETHER SUCH COLLECTI ON IS VOLUNTARY AND THE CONSEQUENCES, |F ANY, OF A
REFUSAL TO PROVI DE THE | NFORNMATI ON,

(© | DENTIFI ES THE CATEGORI ES OF THI RD- PARTY PERSONS OR ENTI TI ES W TH
VWHOM THE OPERATOR NMAY SHARE PERSONALLY | DENTI FI ABLE | NFORMATI ON;

(D) DI SCLOSES WHETHER OTHER PARTI ES MAY COLLECT PERSONALLY | DENTI FI -
ABLE | NFORMVATI ON ABOUT A USER S ACTI VI TI ES OVER TI ME AND ACRCSS DI FFER-
ENT WEBSI TES AND ONLI NE SERVI CES WHEN SUCH USER CONNECTED TO THE OPERA-
TOR S WEBSI TE OR SERVI CE;

(E) STATES WHETHER ANY PERSONALLY | DENTI FI ABLE | NFORVATI ON COLLECTED
W LL BE RETAI NED BY THE OPERATOR, AND, IF SO  THE CATEGORIES OF SUCH
PERSONALLY | DENTI FI ABLE | NFORVATI ON RETAI NED AND THE PERI OD OF Tl ME OVER
VHCH |IT WLL BE RETAINED, THE STEPS THE OPERATOR TAKES TO PROTECT THE
CONFI DENTI ALI' TY AND | NTEGRI TY OF THE | NFORMATI ON, | NCLUDI NG THE CATEGO-
RIES OF CONTROLS OF CLOUD SECURI TY ARCHI TECTURE | F | NFORMATI ON | S STORED
ON THE CLOUD, AND THE OPERATOR S PROCEDURE FOR DESTROYI NG SUCH | NFORVA-
TION ON TERM NATI ON OF THE USER S SUBSCRI PTI ON OR CANCELLATI ON OF ACCESS
TO OR USE OF THE WEBSI TE OR THE ONLI NE SERVI CE;

(F) DESCRI BES THE PROCEDURES BY WHI CH A USER MAY GAI N ACCESS TO H' S OR
HER PERSONALLY | DENTI FI ABLE | NFORVATI ON, AND WHETHER THE OPERATOR MAI N-
TAINS A PROCESS FOR A USER TO REVI EW AND MAKE, OR REQUEST AND OBTAI N,
CHANGES TO ANY SUCH PERSONALLY | DENTIFI ABLE | NFORVATI ON COLLECTED
THROUGH THE WEBSITE OR ONLINE SERVICE. |F THERE | S SUCH A PROCESS, THE
OPERATOR SHALL PROVI DE A DESCRI PTI ON OF THAT PROCESS. | F AN OPERATOR
COLLECTS SUCH | NFORVATI ON BUT DOES NOT PROVI DE A MEANS FOR A USER OF I TS
VEBSI TE OR ONLI NE SERVI CE TO OBTAI N SUCH CHANGES, | T SHALL CONSPI CUOUSLY
PCST THE STATEMENT, "TH S WEBSI TE OR ONLI NE SERVI CE COLLECTS PERSONALLY
| DENTI FI ABLE | NFORVATI ON FROM I TS USERS AND DCES NOT' ALLOW THE USER TO
REVI EW OR CHANGE SUCH | NFORIVATI ON';

(G DESCRIBES THE PROCESS BY WH CH THE OPERATOR NOTI FI ES USERS OF
MATERI AL CHANGES TO THE OPERATOR S PRI VACY POLICY FOR THAT WEBSITE OR
ONLI NE SERVI CE; AND

(H) DI SCLOSES HOW THE OPERATOR RESPONDS TO WEB BROWSER " DO NOT TRACK"
SI GNALS OR OTHER MECHANI SM5 THAT ALLOW USERS TO EXERCI SE CHO CE REGARD-
ING THE COLLECTI ON OF PERSONALLY | DENTI FI ABLE | NFORVATI ON. AN OPERATOR
MAY SATI SFY TH S REQUI REMENT BY PROVI DI NG A CLEAR AND CONSPI CUOUS HYPER-
LINK I N THE OPERATOR S PRI VACY POLI CY TO AN ONLI NE LOCATI ON CONTAI NI NG A
DESCRI PTI ON, | NCLUDI NG THE EFFECTS, OF ANY PROGRAM OR PROTOCOL THE OPER-
ATOR FOLLOWNS THAT OFFERS THE USER TO EXERCI SE SUCH CHO CE.

11. "SOCI AL MEDI A* MEANS AN | NTERNET- BASED SERVI CE THAT ALLOAS | NDI -
VI DUALS TO ENGAGE | N ACTIVI TIES WH CH | NCLUDE BUT ARE NOT LIM TED TO THE
FOLLON NG  CONSTRUCT A PUBLIC OR SEM -PUBLI C PROFI LE WTH N A BOUNDED
SYSTEM CREATED BY THE SERVI CE; CREATE A LI ST OF OTHER USERS W TH WHOM
THEY SHARE A CONNECTION W THI N THE SYSTEM AND VI EW AND NAVI GATE THEI R
LI ST OF CONNECTI ONS AND THOSE MADE BY OTHERS W THI N THE SYSTEM SOCI AL
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MEDI A | NCLUDES FACEBOOK, E-MNAIL, AND TW TTER ACCOUNTS, AND OTHER SI M LAR
SERVI CES, AND WEBS|I TES AND ONLI NE SERVI CES WHI CH | NCLUDE THE ACTI VI TI ES
DESCRI BED I N THI S SUBDI VI SION, AND THE DI G TAL MEDI A CONTAI NED I N THOSE
SITES, I NCLUDI NG PHOTGOS, VI DEGCS, TEXTS AND E- MAI L MESSAGES.

12. "SECURITY BREACH' OR "BREACH OF SECURI TY" OF THE SYSTEM HAS THE
SAME MEANI NG AS "BREACH OF SECURI TY OF THE SYSTEM' AS DEFI NED I N ARTI CLE
TH RTY-NINE-F OF TH S CHAPTER

13. "USER' MEANS AN I NDI VIDUAL WHO USES THE |NTERNET TO ACCESS A
VEBSI TE OR ONLI NE SERVI CE OR SOCI AL MEDI A.

14. "WEBSI TE OR ONLI NE SERVI CE" MEANS AND | NCLUDES A WEBSI TE, ONLI NE
SERVI CE, ONLI NE APPLI CATI ON, MBI LE APPLI CATI ON, ELECTRONIC SERVICE OR
ACCOUNT, THAT CONTAI NS ELECTRONI C CONTENT, | NCLUDI NG BUT NOT LIM TED TO
VI DEGCS, STILL PHOTOGRAPHS, BLOGS, VIDEO BLOGS, PODCASTS, | NSTANT AND
TEXT MESSACGES, E-MAIL, ONLINE SERVI CES OR ACCOUNTS, OR WEBSI TE PRCFI LES
OR LOCATI ONS.

15. "WEBSI TE OR ONLI NE SERVI CE DI RECTED TO M NORS" MEANS A WEBSI TE OR
ONLINE SERVICE OR PORTION THEREOF CREATED, DEVELOPED, OR USED FOR THE
PURPOSE OF REACHI NG AN AUDI ENCE PREDOM NANTLY COVPRI SED OF M NORS, AND
NOT DESIGNED OR |INTENDED FOR A MORE GENERAL AUDI ENCE COWPRI SED OF
ADULTS; PROVI DED, HOWEVER, THAT REFERRI NG OR LI NKI NG VIA SUCH | NFORWA-
TI ON LOCATI ON TOOLS AS A DI RECTCRY, | NDEX, REFERENCE, PO NTER, OR HYPER-
TEXT LINK TO A WEBSITE, ONLINE SERVI CE, ONLI NE APPLI CATI ON, OR MOBI LE
APPLI CATI ON DI RECTED TO M NCRS SHALL NOI' BE DEEMED TO QUALIFY SUCH
VEBSITE OR ONLINE SERVICE AS ONE CREATED, DEVELOPED, OR USED FOR THE
PURPOSE OF REACHI NG AN AUDI ENCE PREDOM NANTLY COVPRI SED OF M NORS.

S 902. PURPGSE, APPLI CATI ON, EXCEPTI ONS, AND WAI VER. 1. THE PURPOSE OF
TH'S ARTICLE | S TO HELP SAFEGUARD THE PRI VACY OF PERSONALLY | DENTI FI ABLE
I NFORVATI ON OF USERS OF WEBSI TES AND ONLI NE SERVI CES BY: ESTABLI SH NG
REQUI REMENTS FOR THE CONFI DENTI AL TREATMENT OF SUCH | NFORVATI ON BY THE
OPERATORS OF WEBSI TES AND ONLI NE SERVI CES; REQUI RI NG DI SCLOSURE TO USERS
OF THE PRI VACY POLI CY OF SUCH WEBSI TES OR ONLI NE SERVICES; PROVIDE TO
USERS WHO ARE M NORS OVER THE AGE OF TH RTEEN THE SAME PROTECTI ON
AFFCORDED BY THE RULES | SSUED BY THE FEDERAL TRADE COWM SSI ON PURSUANT TO
THE CH LDREN S ONLI NE PRI VACY PROTECTI ON ACT FOR CHI LDREN UNDER THE AGE
OF TH RTEEN, TO RESTRICT ACCESS TO SOCI AL NETWORKI NG | NFORIVATI ON OF
USERS BY CERTAI N EDUCATI ONAL | NSTI TUTIONS AND EMPLOYERS; TO REQUI RE
| MVEDI ATE REPORTING OF A SECURITY BREACH OF PERSONALLY | DENTI FI ABLE
I NFORVATI ON;  AND TO ESTABLI SH PENALTI ES FOR VI OLATI ONS.

2. THE PROVI SIONS OF THI S ARTI CLE SHALL NOT APPLY TO ANY WEBSITE OR
ONLI NE SERVI CE THAT DOES NOT COLLECT PERSONALLY | DENTI FI ABLE | NFORMATI ON
CONCERNI NG USERS, ANY ACGENCY OR POLITI CAL SUBDI VI SI ON OF THE STATE OR
THE FEDERAL GOVERNMENT, OR A FINANCI AL | NSTITUTION THAT HAS ADOPTED
SAFEGUARDS THAT COWPLY WTH THE STANDARDS ESTABLI SHED PURSUANT TO
SECTI ON 501(B) OF THE GRAWM LEACH BLI LEY ACT OF 1999, 15 USC 6801. ANY
GROUP DESCRIBED IN TH' S SUBDI VI SI ON MAY CONSPI CUOUSLY PCST A STATEMENT
ON I'TS WEBSITE OR WTH OR THROUGH | TS ONLI NE SERVI CE THAT STATES THAT I T
DCES NOT COLLECT PERSONALLY | DENTI FI ABLE | NFORVATION OR IS NOTI'  COVERED
BY THE PROVI SIONS OF THI S ARTI CLE W TH A STATEMENT AS TO THE REASONS FOR
SUCH EXCLUSI ON.

3. ANY OTHER PROVI SION OF THI' S ARTI CLE TO THE CONTRARY NOTW THSTAND-
I NG AN OPERATCOR MAY DI SCLOSE PERSONALLY | DENTI FI ABLE | NFORVATION ON A
LIMTED BASIS | F THE DI SCLOSURE | S MADE:

(A) PURSUANT TO A COURT ORDER, A GRAND JURY SUBPCENA, OR OTHERW SE
PURSUANT TO REQUI REMENTS OF LAW

(B) TOA COURT IN A CVIL ACTI ON FOR CONVERSI ON COMVENCED BY THE OPER-
ATOR CR IN A CVIL ACTI ON TO ENFORCE COLLECTI ON OF UNPAI D SUBSCRI PTI ON
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FEES OR PURCHASE AMOUNTS, AND THEN ONLY TO THE EXTENT NECESSARY TO
ESTABLI SH THE FACT OF THE SUBSCRI PTI ON DELI NQUENCY OR PURCHASE AGREE-
MENT, AND W TH APPROPRI ATE SAFEGUARDS AGAI NST UNAUTHORI ZED DI SCLOSURE;

(© FOR THE SOLE PURPCSE OF VALI DATI NG THE | DENTI TY OR CREDI T- WORTHI -
NESS OF THE USER OR FOR A FRAUD | NVESTI GATI ON WHEN MADE TO ANOTHER ENTI -
TY OR WHI CH HAS THE EXPERTI SE AND ABI LI TY TO PROVI DE SUCH VALI DATION OR
TO A BUSI NESS SUBSI DI ARY OR RELATED ENTITY I F RESTRI CTED TO DI SCLOSURE
SOLELY FOR A LEG TI MATE BUSI NESS REASON;

(D) AT THE REQUEST OF THE USER

(E) WHEN THE I NFORVATION IS TO BE USED FOR ANY BUSINESS FUNCTION
PERM TTED OR ALLONED UNDER THE GRAWMM LEACH BLILEY ACT, P.L. 106-102
(1999) BY ANY ENTI TY REGULATED BY SUCH ACT,

(F) I'N CONNECTION WTH A REQUEST FOR CREDIT OR A CREDI T TRANSACTI ON
INITIATED BY THE USER OR |IN CONNECTION WTH A LAWFUL REQUEST FOR A
CONSUMER REPORT OR | NVESTI GATI VE CONSUVMER  REPORT, AS SUCH TERMS ARE
DEFI NED | N SECTI ON THREE HUNDRED EI GHATY-A OF TH S CHAPTER;

(G FOR PURPOSES OF EMPLOYMENT, | NCLUDING IN THE COURSE OF ADM NI S-
TRATION OF A CLAIM BENEFI T, OR PROCEDURE RELATED TO THE | NDIVIDUAL'S
EMPLOYMENT BY THE PERSON, | NCLUDI NG THE | NDI VI DUAL' S TERM NATI ON FROM
EMPLOYMENT, RETI REMENT, | NJURY SUFFERED DURI NG THE COURSE OF EMPLOYMENT,
OR TO CHECK ON AN UNEMPLOYMENT | NSURANCE CLAI M OF THE | NDI VI DUAL; OR

SOLELY FOR STATI STI CAL PURPOSES AND IS IN A FORM THAT CANNOT BE
USED TO | DENTI FY ANY PARTI CULAR PERSON.

4. THE PROVI SI ONS OF TH S ARTI CLE SHALL BE EXCLUSI VE AND SHALL PREEMPT
ANY PROVI SIONS OF LOCAL LAW ORDI NANCE OR CODE, AND NO LOCALI TY SHALL
| MPOSE REQUI REMENTS THAT ARE | NCONSI STENT W TH OR MORE RESTRI CTI VE THAN
THOSE SET FORTH IN THIS ARTICLE. WTH RESPECT TO SOCI AL SECURI TY
NUMBERS, THE PROVI SIONS OF SECTION THREE HUNDRED N NETY-N NE-DDD AND
THREE HUNDRED NI NETY- NI NE- DDDD OF THI S CHAPTER SHALL BE CONTROLLI NG

5. ANY WAIVER OF A PROVISION OF TH S ARTI CLE IS CONTRARY TO PUBLI C
PCLICY AND | S VO D AND UNENFORCEABLE.

S 903. REQUI REMENT FOR PRI VACY POLI CY AND CONFI DENTI ALITY. 1. AN OPER-
ATOR SHALL CONSPI CUOUSLY POST I TS PRI VACY POLI CY AND THE EFFECTI VE DATE
OF THE POLICY ON I TS WEBSI TE, OR I N THE CASE OF AN ONLI NE SERVI CE, MAKE
THE POLI CY AVAI LABLE VI A E-MAIL OR OTHER ACCESSI BLE NOTI FI CATI ON WHEN
THE USER SIGNS | NTO THE SERVI CE. THE NOTI CE SHALL | NCLUDE A STATEMENT
THAT A USER MAY REQUEST, IN WRITING OR BY E-MAIL, TO HAVE HS OR HER
E- MAI L ADDRESS KEPT CONFI DENTI AL AS REQUI RED BY THI S ARTI CLE.

2. EXCEPT AS OTHERW SE PROVI DED IN THI S ARTI CLE OR AUTHORI ZED BY ANY
OTHER SECTI ON OF LAW AN OPERATOR SHALL KEEP CONFI DENTI AL AND SHALL NOT
SHARE THE FOLLOW NG | TEMS OF | NFORMVATI ON W TH ANY UNAUTHCORI ZED PARTY OR
ENTI TY:

(A) ALL PERSONALLY | DENTI FI ABLE | NFORVATI ON CONCERNI NG A USER, OTHER
THAN THE E-MAIL ADDRESS OF THE USER, UNLESS THE USER G VES PERM SSI ON,
IN VRI TI NG OR BY E-MAI L, TO THE OPERATOR TO DI SCLOSE SUCH | NFORMATI ON;
AND

(B) THE E- MAIL ADDRESS OF THE USER, | F THE USER SO REQUESTS I N WRI TI NG
OR BY E-MAIL. UPON RECEIVING SUCH A REQUEST, AN OPERATOR SHALL KEEP
CONFI DENTI AL AND SHALL NOT SHARE W TH ANY UNAUTHCORI ZED PARTY OR ENTITY
THE E-MAIL ADDRESS OF THE USER, UNLESS THE USER G VES PERM SSI ON | N
VWRI TI NG OR BY E-MAI L, TO THE OPERATOR TO DI SCLOSE SUCH E- MAI L ADDRESS.

3. OTHER PROVI SIONS OF THI S ARTI CLE TO THE CONTRARY NOTW THSTANDI NG,
THE PROVISIONS OF SECTIONS THREE HUNDRED N NETY-N NE-DDD AND THREE
HUNDRED NI NETY- NI NE-DDDD OF THI'S CHAPTER CONCERNI NG SOCI AL SECURI TY
NUVBERS SHALL APPLY TO WEBSI TES AND ONLI NE SERVI CES, AND SHALL MEAN AND
I NCLUDE PORTI ONS OF SOCI AL SECURITY NUMBERS. ANY PROVISION IN SUCH
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SECTIONS OF TH' S CHAPTER ALLOW NG FOR DI SCLOSURE OF A SOCI AL SECURI TY
NUVMBER UPON THE CONSENT OF AN | NDI VI DUAL SHALL BE DEEMED TO MEAN THE
EXPRESS CONSENT OF THE | NDI VI DUAL.

4. AN OPERATOR SHALL DESTROY, ERASE, OR DELETE ANY COWPUTER FI LES,
DOCUMENTS, OR ELECTRONIC RECORDS CONTAI NI NG PERSONALLY | DENTI FI ABLE
I NFORVATION OF A USER WHO CANCELS THE ONLINE SERVICE OR VEBSITE
SUBSCRI PTI ON, AND SHALL NOTI FY THE USER WHO CANCELS THE ONLINE SERVI CE
OR WEBSI TE SUBSCRI PTI ON AND SHALL NOTI FY THE USER OF SUCH DESTRUCTI ON
W TH N FI VE DAYS OF SUCH CANCELLATI ON.

5. THE VOLUNTARY DI SCLOSURE OF PERSONALLY | DENTI FI ABLE | NFORVATION  TO
A WEBSI TE OR ONLI NE SERVI CE OF AN OPERATOR, WHETHER SOLI CIl TED OR UNSG
LI C TED, SHALL BE DEEMED TO CONSTI TUTE CONSENT TO THE COLLECTI ON OF SUCH
I NFORVATI ON BY THE OPERATOR SOLELY FOR THE PURPCSES FOR VHICH THE USER
DI SCLOSED |IT, AS REASONABLY ASCERTAI NABLE FROM THE NATURE AND TERMS OF
THE DI SCLOCSURE, BUT SHALL NOT BE DEEMED TO CONSTI TUTE CONSENT TO DI SCLO-
SURE OF SUCH PERSONALLY | DENTI FI ABLE | NFORVATION TO ANY OIHER PARTY
ABSENT EXPRESS CONSENT AS IS REQURED BY TH S ARTICLE OR WHICH IS
EXPRESSLY OTHERW SE ALLOWED BY THI S ARTI CLE.

S 904. PRI VACY PROTECTI ON FOR M NORS. AN OPERATOR OF A WEBSITE OR
ONLINE SERVICE WH CH | S REQUI RED TO COWLY W TH THE RULES | SSUED BY THE
FEDERAL TRADE COW SSI ON PURSUANT TO THE CH LDREN S ONLINE PRI VACY
PROTECTION ACT WTH RESPECT TO M NORS UNDER THE AGE OF THI RTEEN SHALL
PROVI DE THE SAME LEVEL OF ACTIVITY, PROTECTI ON, AND COVPLI ANCE TO M NCRS
AS DEFI NED HEREI N | RRESPECTI VE OF WHETHER SUCH WEBS| TE OR ONLI NE SERVI CE
OPERATES SOLELY W THI N THE STATE.

S 905. RESPONSI BI LI TI ES CONCERNI NG PRI VACY PCOLI Cl ES AND SCCl AL MEDI A.
1. AN  EMPLOYER SHALL NOT REQUI RE OR REQUEST AN EVMPLOYEE OR APPLI CANT
FOR EMPLOYMENT TO DI SCLCSE A USERNAVE OR PASSWORD FOR THE PURPCSE OF
ACCESSI NG SOCI AL MEDI A, OR TO ACCESS SOCI AL MEDI A I N THE PRESENCE OF THE
EMPLOYER, OR TO DIVULGE ANY SOCIAL MEDIA. AN EMPLOYER SHALL NOT
DI SCHARGE OR DI SCI PLI NE, OR OTHERW SE RETALI ATE AGAI NST AN EMPLOYEE OR
APPLI CANT FOR NOI' COMPLYING W TH A REQUEST OR DEMAND BY THE EMPLOYER
THAT VI OLATES THI S SUBDI VI SI ON. THE FOREGO NG TO THE CONTRARY NOTW TH-
STANDI NG NOTHING IN THI' S SUBDI VI SI ON SHALL AFFECT AN EMPLOYER S EXI ST-
I NG RI GHTS AND OBLI GATIONS TO REQUEST AN EMPLOYEE TO D VULGE SOCl AL
MEDI A REASONABLY BELI EVED TO BE RELEVANT TO AN | NVESTI GATI ON OF ALLEGA-
TI ONS OF EMPLOYEE M SCONDUCT OR VI OLATI ON OF APPLI CABLE LAWS AND REGJ
LATI ONS, PROVIDED THAT THE SOCI AL MEDI A | S USED SOLELY FOR PURPCSES OF
SUCH | NVESTI GATI ON OR FOR A RELATED PROCEEDI NG OR SHALL BE DEEMED TO
PRECLUDE AN EMPLOYER FROM REQUI RING OR REQUESTING AN EMPLOYEE TO
DI SCLOSE A USERNAME, PASSWORD, OR OIHER METHOD FOR THE PURPCSE OF
ACCESSI NG AN EMPLOYER-I SSUED ELECTRONIC DEVICE, OR TO PROH BIT AN
EMPLOYER FROM TERM NATI NG OR OTHERW SE TAKI NG AN ADVERSE ACTI ON AGAI NST
AN EMPLOYEE OR APPLI CANT AS MAY BE OTHERW SE PERM TTED BY LAW

2. COLLEGES AND UNI VERSI TI ES, AND THEI R EMPLOYEES AND REPRESENTATI VES,
SHALL NOT' REQUI RE OR REQUEST A STUDENT, PROSPECTI VE STUDENT, OR STUDENT
GROUP TO DI SCLOSE A USER NAME OR PASSWORD FOR ACCESSI NG SOCI AL MEDI A, OR
TO ACCESS SOCI AL MEDI A IN THE PRESENCE OF THE | NSTI TUTION' S EMPLOYEE OR
REPRESENTATI VE, OR TO DI VULGE ANY SOCI AL MEDI A | NFORVATI ON. NO COLLEGE
OR UNI VERSI TY SHALL SUSPEND, EXPEL, DI SCI PLI NE, OR OTHERW SE PENALIZE A
STUDENT, PROSPECTI VE STUDENT, OR STUDENT GROUP IN ANY WAY FOR REFUSI NG
TO COWPLY WTH A REQUEST OR DEMAND THAT VIOLATES TH'S SUBDI VI Sl ON,
PROVI DED HOWEVER THAT NOTHI NG CONTAINED IN TH' S SUBDI VI SI ON SHALL BE
DEEMED TO AFFECT THE RI GHTS AND OBLI GATI ONS OF A COLLEGE OR UN VERSI TY
TO PROTECT AGAINST AND | NVESTI GATE ALLEGED STUDENT M SCONDUCT OR
VI OLATI ONS OF APPLI CABLE LAWS AND REGULATIONS, OR TO PROH BIT SUCH
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| NSTI TUTI ON FROM TAKI NG ANY ADVERSE ACTI ON AGAI NST A STUDENT, PROSPEC-
TI VE STUDENT, OR STUDENT GROUP FOR ANY LAWFUL REASON OR TO PROH BIT A
STUDENT FROM VOLUNTARILY CONSENTING TO SUCH DI SCLOSURE. A COLLEGE OR
UNI VERSI TY SHALL CONSPI CUOUSLY POST | TS PRIVACY POLICY | NCLUDING I TS
PRI VACY PCLI CY REGARDI NG SOCI AL MEDI A.

S 906. REQUI REMENT TO REPORT A SECURI TY BREACH. W TH N  TWENTY- FOUR
HOURS FOLLOW NG DI SCOVERY OR NOTI FI CATI ON OF A SECURI TY BREACH, PURSUANT
TO ARTICLE TH RTY-NINE-F OF TH S CHAPTER, AN OPERATOR SHALL | NFORM THE
OFFI CE OF PRI VACY PROTECTI ON AS TO THE BREACH, THE DATE AND EXTENT OF
THE BREACH, THE CATEGORI ES OF PERSONALLY | DENTI FI ABLE | NFORVATI ON THAT
VWERE OR ARE REASONABLY BELI EVED TO HAVE BEEN THE SUBJECT OF THE BREACH,
THE NUMBER OF CONSUMERS AFFECTED, THE GEOGRAPHI C AREA OF THE BREACH, AND
TOLL- FREE TELEPHONE NUMBERS OF COWPANY REPRESENTATIVES ASSI GNED TO
PROVI DE | NFORVATI ON CONCERNI NG THE BREACH. AN OPERATOR SHALL ADDI -
TI ONALLY REPORT A SECURI TY BREACH TO THE OFFI CE OF | NFORMATI ON TECHNOLO-
GY SERVI CES W THI N TWENTY- FOUR HOURS OF DI SCOVERY OF ANY SECURI TY BREACH
AND SHALL | NCLUDE THE | TEMS OF | NFORMATI ON SPECI FI ED | N ARTI CLE FOUR OF
THE STATE TECHNOLOGY LAW

S 907. LIABILITY FOR FAILURE TO COWPLY. 1. ANY OPERATOR WHICH IS
NEGLIGENT IN FAILING TO COWPLY WTH ANY REQUI REMENT | MPOSED UNDER
SECTI ON NI NE HUNDRED THREE OF THI S ARTI CLE W TH RESPECT TO A USER OF I TS
VEBSI TE OR ONLINE SERVICE IS LI ABLE TO THAT USER I N AN AMOUNT EQUAL TO
THE SUM OF ANY ACTUAL DAMAGES SUSTAI NED AS A RESULT OF SUCH FAI LURE, AND
I N THE CASE OF ANY SUCCESSFUL ACTI ON TO ENFORCE ANY LI ABILITY UNDER THI S
SECTION, THE COSTS OF THE ACTI ON TOGETHER W TH REASONABLE ATTORNEY' S
FEES AS DETERM NED BY THE COURT; PROVIDED HOWEVER THAT SOLELY W TH
RESPECT TO AN ALLEGED FAI LURE TO PCST A PRI VACY POLICY, OR TO POST TI ME-
LY, OR TO POST ALL THE | NFORMVATI ON REQUI RED, OR TO POST ACCURATE | NFOR-
MATI ON, AN OPERATOR MAY ASSERT AS A COVWPLETE DEFENSE IN ANY ACTION IN
LAW OR EQUITY THAT |IT THEREAFTER PROVIDED SUCH | NFORMATI ON TO ALL
AFFECTED USERS W THI N THI RTY DAYS OF THE DATE THAT OPERATOR KNEW OF SUCH
FAl LURE.

2. ANY PERSON WHO W LLFULLY VI OLATES THE PROVI SI ONS OF SUBDI VI SI ON TWD
OR THREE OF SECTI ON NI NE HUNDRED THREE OR SECTION NINE HUNDRED SIX OF
THIS ARTICLE SHALL BE ADDI TIONALLY SUBJECT TO A CIVIL PENALTY NOT TO
EXCEED ONE THOUSAND DOLLARS FOR EACH SUCH VI OLATI ON.

3. ANY OPERATOR WHO KNOW NGLY MAKES A FALSE OR M SLEADI NG STATEMENT | N
A PRI VACY POLI CY OR WHO FAILS TO PROVI DE PRI VACY PROTECTION FOR M NORS
PURSUANT TO SECTI ON NI NE HUNDRED FOUR AS REQUI RED BY THI S ARTI CLE SHALL
BE ADDI TI ONALLY SUBJECT TO A FINE OF FI VE HUNDRED DOLLARS FOR EACH SUCH
VI OLATION, PROVIDED SUCH CIVIL PENALTY SHALL NOT EXCEED FI VE HUNDRED
THOUSAND DOLLARS FOR ANY S| NGLE EVENT.

4. ANY EMPLOYER WHO VI OLATES THE PROVI SIONS OF SECTION N N HUNDRED
FIVE OF THI S ARTICLE SHALL BE SUBJECT TO THE Cl VIL PENALTI ES, REMEDI ES,
AND PROVI SI ONS | MPOSED PURSUANT TO SECTI ON SI X HUNDRED SEVENTY-FI VE OF
TH S CHAPTER.

5. THE RI GHTS AND REMEDI ES AVAI LABLE UNDER THI S SECTI ON ARE CUMULATI VE
TO EACH OTHER AND TO ANY OTHER RI GHTS AND REMEDI ES AVAI LABLE UNDER LAW

S 908. ENFORCEMENT. THE ATTORNEY GENERAL OR ANY DI STRI CT ATTORNEY MAY
APPLY FOR AN ORDER TEMPORARI LY OR PERMANENTLY RESTRAI NI NG AND ENJO NI NG
ANY PERSON FROM VI OLATI NG ANY PROVI SION OF THI' S ARTI CLE.

S 5. The state technology |aw is anmended by adding a new article 4 to
read as foll ows:

ARTI CLE 4
BREACH NOTI FI CATI ON SERVI CE
SECTI ON 401. BREACH NOTI FI CATI ON SERVI CE.
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S 401. BREACH NOTI FI CATI ON SERVI CE. THE OFFI CE SHALL COLLABORATE W TH
THE OFFI CE OF PRI VACY PROTECTI ON TO CREATE A SERVI CE TO BE HOUSED W THI N
THE OFFICE UNDER VWHICH A COWANY REQU RED TO REPORT ON A SECURI TY
BREACH, AS SUCH TERM | S DEFI NED I N ARTI CLE THI RTY-NI NE-E OF THE GENERAL
BUSINESS LAW SHALL BE REQU RED TO POST THE FOLLOWN NG | NFORVATI ON
CONCERNI NG THE BREACH:

1. THE NAME OF THE COVPANY AND CONTACT | NFORMATI ON OF THE OPERATOR OF
THE WEBSI TE OR SERVICE, W TH THE CONTACT | NFORMATI ON TO | NCLUDE A TOLL-
FREE NUMBER,

2. THE DATE OF THE SECURITY BREACH AND THE NUMBER OF CONSUMERS
AFFECTED,;

3. THE GEOGRAPHI C AREA OF THE BREACH, AND

4. TOLL- FREE TELEPHONE NUMBERS AND ADDRESSES OF THE MAJOR CREDI T
REPORTI NG AGENCI ES.

THE SERVI CE SHALL BE DESI GNED TO PROVI DE ONLI NE NOTI FI CATI ON CONCERN-
| NG SECURI TY BREACHES TO CONSUMERS WHO REQUEST SUCH | NFORMVATI ON BASED ON
GEOGRAPHY, TYPE OF CREDI T OR BANK CARD, BANKI NG OR FI NANCI AL | NSTI TU-
TION, OR OTHER CATEGORI ES OF | NFORMATI ON AS SHALL BE PROVIDED IN THE
SERVI CE.

S 6. This act shall take effect on the one hundred twentieth day after
it shall have becone a | aw.



