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STATE OF NEW YORK

6850--A
I N SENATE
March 19, 2014

Introduced by Sen. AVELLA -- read twice and ordered printed, and when
printed to be committed to the Conmittee on Consuner Protection --
committee discharged, bill anended, ordered reprinted as anended and
recommtted to said commttee

AN ACT to anend the general business law, in relation to snmart phone
device "kill swtch"

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Legislative intent. The legislature finds that:

(a) According to the Federal Conmunications Conm ssion (FCC), one in
three robberies in the United States involves the theft of a nobile
device, making it the nunber one property crine in the country. Many of
these robberies often turn violent with sonme resulting in the |oss of
life.

(b) The FCC estimates that between thirty to forty percent of United
States street theft involves a nobile device. In fact, nore than forty
percent of all robberies in New York city involve snmartphones and ot her
cell phones.

(c) Consumer reports projects that 1.6 mllion Americans had their
smart phones stolen in 2012.

(d) According to the New York Times, one hundred thirteen smartphones
are lost or stolen every nminute in the United States.

(e) WMjor cities are honme to the highest concentrations of cell phone
theft, and officials in New York and California have been pushing for a
cell phone kill switch in those states since April 2012. According to New
York state attorney general, Eric Schneiderman, the United States Senate
proposal would force the nobile industry to "stop dragging its feet and

join us in protecting consuners."”

(f) I'n April of 2012, U. S. senator Charles Schuner, D New York, and
New York city police comm ssioner Ray Kelly announced that the major
U S. cell phone carriers and the Federal Conmunications Conmm ssion have
agreed to set up a national database to track reported stolen phones.
Senator Schuner also introduced a bill called the nobile device theft
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deterrence act, which proposes a five-year prison sentence for tanpering
with the I D nunbers of a stolen cell phone.

(g) According to press reports, the international trafficking of
stol en smart phones by organi zed crimnal organizations has grown expo-
nentially in recent vyears because of how profitable the trade has
becone.

(h) Repl acenent of |ost and stolen nobile devices was an estimted
thirty-billion-dollar business in 2012 according to studi es conducted by
nobil e comuni cations security experts. Additionally, industry publica-
tions indicate that the four largest providers of comercial nobile
radio services nade an estinated seven billion eight hundred mllion
dollars fromtheft and | oss insurance products in 2013.

(i) Technol ogi cal solutions that render stolen nobile comrunications
devi ces useless already exist, but the industry has been slow to adopt
t hem

(j) I'n order to be effective, these technol ogical solutions need to be
ubi qui tous, as thieves cannot distinguish between those nobile devices
that have the solutions enabled and those that do not. As a result, the
technol ogi cal solution should be able to withstand a hard reset or oper-
ating system downgrade, and be enabl ed by default, with consunmers being
given the option to affirmatively elect to disable this protection.

(k) Manufacturers of nobile devices and comercial nobile radio
service providers should nake efforts to protect their customers from
being targeted as a result of purchasing their products and services.

(1) I't is the intent of the legislature to require all smartphones and
ot her nobil e devices offered for sale in New York to cone with a techno-
| ogi cal solution enabled in order to deter theft and protect consuners.

S 2. The general business |aw is anmended by adding a new section 399-
zzzz to read as foll ows:

S 399-7777Z. SMART PHONE DEVICE "KILL SWTCH'. 1. DEFINITIONS. FOR
PURPCSES OF THI'S SECTION, THE FOLLOWN NG TERMS SHALL HAVE THE FOLLOW NG
MEANI NGS

(A) "ACCOUNT HOLDER' W TH RESPECT TO A MOBI LE DEVI CE OR DEVI CES, MEANS
THE PERSON WHO HOLDS THE ACCOUNT THROUGH WHI CH COMVERCI AL MOBI LE DATA
SERVICE IS PROVIDED ON THE DEVI CE OR DEVI CES AND | NCLUDES ANYONE ELSE
AUTHORI ZED BY SUCH PERSON TO TAKE ACTI ONS W TH RESPECT TO SUCH DEVI CE OR
DEVI CES.

(B) "COWMMERCI AL MOBI LE DATA SERVI CE' HAS THE SAME MEANI NG AS FOUND | N
SECTI ON 6001 OF 47 U.S.C. 1401, AS AMENDED FROM TI ME TO TI ME.

(© "COWERCIAL MOBILE SERVICE' HAS THE SAME MEANING AS G VEN I N
SECTION 332 OF 47 U.S.C. 301 ET SEQ, AS AMENDED FROM TI ME TO TI ME.

(D) "MOBILE DEVICE' MEANS A PERSONAL ELECTRONIC DEVICE ON WH CH
COMMERCI AL MOBI LE SERVI CE OR COVMERCI AL MOBI LE DATA SERVI CE | S PROVI DED

2. ANY PROVI DER OF COWMMVERCI AL MOBI LE DATA SERVI CE OR COMVERCI AL MOBI LE
SERVI CE SHALL, BY |ITSELF OR IN CONJUNCTI ON W TH THE MANUFACTURER OF A
MOBI LE DEVI CE, ENSURE THAT ANY MOBILE DEVICE UTILIZING ITS SERVICE IS
EQUI PPED W TH TECHNOLOGY DESI GNED TO:

(A) REMOTELY DELETE THE ACCOUNT HOLDER S DATA THAT IS ON THE MBI LE
DEVICE IN THE EVENT THE MOBI LE DEVICE IS LOST OR STOLEN

(B) RENDER THE MOBI LE DEVI CE | NOPERABLE TO AN UNAUTHORI ZED, NON- AC-
COUNT HOLDER BY MEANS OF LOCKI NG THE MOBI LE DEVI CE SUCH THAT | T CANNOT
BE USED W THOUT A PASSWORD OR PERSONAL | DENTI FI CATI ON NUMBER, EXCEPT |IN
ACCORDANCE W TH ANY APPLI CABLE FEDERAL COVMUNI CATI ONS COWM SSI ON RULES
FOR 911 EMERGENCY COVMUNI CATI ONS AND, |F AVAILABLE, EMERGENCY NUMBERS
PROGRAMVED BY THE AUTHORI ZED USER



Co~NOoOUIT~hWNE

S. 6850--A 3

(© PREVENT REACTIVATION WTHOUT THE ACCOUNT HOLDER S PERM SSI ON,
| NCLUDI NG UNAUTHORI ZED FACTORY RESET ATTEMPTS, TO THE EXTENT TECHNOLOG
| CALLY FEASI BLE; AND

(D) REVERSE THE | NOPERABI LI TY | F THE MOBI LE DEVI CE | S RECOVERED BY THE
ACCOUNT HOLDER AND RESTORE USER DATA ON THE MOBI LE DEVI CE TO THE EXTENT
FEASI BLE.

3. THE TECHNOLOGY REQUI RED UNDER SUBDI VI SION TWO OF THI' S SECTI ON SHALL
BE OFFERED I N MOBI LE DEVICES SOLD IN NEW YORK STATE BEG NNING JULY
FIRST, TWO THOUSAND FIFTEEN, AND SHALL BE MADE AVAI LABLE ON MOBI LE
DEVI CES AT NO COST TO CONSUMERS, PROVI DED, HOWAEVER, THAT MOBI LE DEVI CES
MAY BE MADE AVAILABLE W THOUT SUCH TECHNOLOGY |F SUCH DEVI CES ARE
AUTHORI ZED PURSUANT TO FEDERAL LAW OR REGULATI ON.

S 3. This act shall take effect imediately.



