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STATE OF NEW YORK

6059
2013- 2014 Regul ar Sessi ons
I N ASSEMBLY
March 13, 2013

Introduced by M of A ODONNELL -- read once and referred to the
Conmittee on Education

AN ACT to anend the education law, in relation to the release of
personal Iy identifiable student information

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The education |aw is amended by addi ng a new section 3212-b
to read as foll ows:

S 3212-B. RELEASE OF PERSONALLY | DENTI FI ABLE STUDENT | NFORMATI ON. 1.
DEFI NI TIONS. AS USED IN THI' S SECTI ON:

(A) "Dl RECTORY | NFORVATION' SHALL MEAN, BUT NOT BE LIMTED TO, THE
STUDENT' S NAME; ADDRESS; TELEPHONE LISTING ELECTRONIC MAIL ADDRESS;
PHOTOGRAPH, DATE AND PLACE OF BI RTH, MAJOR FI ELD OF STUDY; GRADE LEVEL;
ENROLLMENT STATUS ( UNDERGRADUATE OR GRADUATE, FULL-TIME OR PART-TIME);
DATES OF ATTENDANCE; PARTI Cl PATION I N OFFI Cl ALLY RECOGNI ZED ACTI VI TI ES
AND SPORTS; WEI GHT AND HElI GHT OF MEMBERS OF ATHLETIC TEAMS; DEGREES,
HONORS, AND AWARDS RECEIVED, THE MOST RECENT EDUCATI ONAL AGENCY OR
| NSTI TUTI ON ATTENDED; STUDENT |ID NUMBER, USER ID, OR OTHER UN QUE
PERSONAL | DENTIFIER USED BY A STUDENT FOR PURPOSES OF ACCESSI NG OR
COVMUNI CATI NG | N ELECTRONI C SYSTEMS, BUT ONLY | F THE | DENTI FI ER CANNOT
BE USED TO GAI N ACCESS TO EDUCATI ON RECORDS EXCEPT WHEN USED | N CONJUNC-
TION WTH ONE OR MORE FACTORS THAT AUTHENTI CATE THE USER S | DENTI TY,
SUCH AS A PERSONAL | DENTI FI CATI ON NUMBER (PI N), PASSWORD OR OTHER FACTOR
KNOM OR POSSESSED ONLY BY THE AUTHORI ZED USER; AND A STUDENT | D NUMBER
OR OTHER UNI QUE PERSONAL | DENTIFIER THAT |I'S DI SPLAYED ON A STUDENT I D
BADGE, BUT ONLY |IF THE | DENTI FIER CANNOT BE USED TO CGAIN ACCESS TO
EDUCATI ON RECORDS EXCEPT WHEN USED |IN CONJUNCTION WTH ONE OR MORE
FACTORS THAT AUTHENTI CATE THE USER S | DENTITY, SUCH AS A PIN, PASSWORD,
OR OTHER FACTOR KNOWN OR POSSESSED ONLY BY THE AUTHORI ZED USER

(B) "PERSONALLY | DENTI FI ABLE STUDENT | NFORVATI ON' SHALL MEAN, BUT NOT
LIMTED TO, THE STUDENT' S NAME; THE NAME OF THE STUDENT'S PARENT OR

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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OTHER FAM LY MEMBERS; THE ADDRESS OF THE STUDENT OR STUDENT' S FAMLY; A
PERSONAL | DENTI FI ER, SUCH AS THE STUDENT'S SOCI AL SECURITY NUMBER,
STUDENT NUMBER, OR BI OMETRI C RECORD; OTHER | NDI RECT | DENTI FI ERS, SUCH AS
THE STUDENT' S DATE OF BI RTH, PLACE OF BI RTH, AND MOTHER S MAI DEN NAME;
OTHER | NFORMATI ON THAT, ALONE OR I N COMBI NATION, IS LI NKED OR LI KABLE TO
A SPECI FI C STUDENT THAT WOULD ALLOW A REASONABLE PERSON |IN THE SCHOOL
COMVUNI TY, WHO DCES NOT HAVE PERSONAL KNOW.EDGE OF THE RELEVANT ClI RCUM:
STANCES, TO | DENTI FY THE STUDENT W TH REASONABLE CERTAI NTY; OR | NFORVA-
TION REQUESTED BY A PERSON VWHO THE EDUCATI ONAL AGENCY OR | NSTI TUTI ON
REASONABLY BELI EVES KNOAS THE | DENTI TY OF THE STUDENT TO WHOM THE EDUCA-
TI ON RECORD RELATES.

(© "BIOVETRI C RECORD', AS USED IN THE DEFI NI TI ON OF "PERSONALLY | DEN-
TI FI ABLY STUDENT | NFORVATI ON', SHALL MEAN A RECORD OF ONE OR MORE MEAS-
URABLE BIOLOG CAL OR BEHAVI CRAL CHARACTERI STI CS THAT CAN BE USED FOR
AUTOVATED RECOGNI TI ON OF AN | NDI VI DUAL, | NCLUDI NG FI NGERPRI NTS, RETI NA
AND | RIS PATTERNS, VO CEPRINTS, DNA SEQUENCE, FACI AL CHARACTERI STI CS,
AND HANDWRI T1 NG,

(D) "STUDENT" SHALL MEAN ANY PERSON W TH RESPECT TO WHOM AN EDUCA-
TI ONAL  AGENCY OR I NSTI TUTI ON MAI NTAI NS EDUCATI ON RECORDS OR PERSONALLY
| DENTI FI ABLE | NFORVATI ON, BUT DOES NOT | NCLUDE A PERSON WHO HAS NOT BEEN
I N ATTENDANCE AT SUCH AGENCY OR | NSTI TUTI ON.

(E) "SCHOOL" SHALL MEAN ANY PUBLI C OR PRI VATE ELEMENTARY OR SECONDARY
SCHOCL OR COLLEGE AS DEFINED I'N SECTION TWO OF THI S CHAPTER

2. NEITHER THE DEPARTMENT, DI STRI CT BOARDS OF EDUCATI ON, NOR SCHOOLS
SHALL DI SCLOSE ANY PERSONALLY | DENTI FI ABLE STUDENT | NFORMATION TO ANY
THRD PARTY W THOUT PARENTAL CONSENT, OR IN THE CASE OF STUDENTS El G+
TEEN YEARS OF AGE OR OLDER THE CONSENT OF THE STUDENT, EXCEPT VWHERE:

(A) DI SCLOSURE | S REQUI RED BY LAW OR

(B) DI SCLOSURE |'S PURSUANT TO A COURT ORDER OR SUBPCENA, OR

(©) DISCLOSURE IS TO A THI RD PARTY PURSUANT TO A CONTRACT WHEREBY THE
ENTITY 1S PERFORM NG ADM NI STRATI VE, TECHNI CAL OR TRANSACTI ONAL FUNC-
TI ONS THAT WOULD ElI THER BE PERFOCRMED BY EMPLOYEES OF THE STATE DEPART-
MENT OF EDUCATI ON, DI STRI CT BOARD OF EDUCATI ON OR SCHOOL, PROVI DED THAT
SAI D CONTRACTOR:

(1) AGREES NOT TO DI SCLOSE OR USE THE PERSONALLY | DENTI FI ABLE STUDENT
I NFORVATI ON FOR ANY OTHER PURPGCSES;

(2) MAI NTAI NS REASONABLE ADM NI STRATI VE, TECHNI CAL AND PHYSI CAL SAFE-
GUARDS TO PROTECT THE SECURI TY, CONFI DENTIALITY AND INTEGRITY OF THE
PERSONALLY | DENTI FI ABLE STUDENT | NFORVATI ON; AND

(3) | NDEMNI FI ES THE DEPARTMENT, DI STRI CT BOARD OF EDUCATI ON OR SCHOOL
FOR ANY DAMAGES DUE TO A VI OLATION OF THI S SECTI ON;, OR

(D) DISCLOSURE IS TO A THI RD PARTY FOR THE PURPCSE OF A RESEARCH STUDY
CARRI ED QUT BY OR ON THE BEHALF OF THE DEPARTMENT, DI STRICT BOARD OF
EDUCATI ON OR SCHOOL; OR

(E) DI SCLOSURE IS FOR THE PURPOSE OF A STATE OR FEDERAL AUDI T OR EVAL-
UATI ON BY ENTI TI ES AUTHORI ZED UNDER STATE OR FEDERAL LAW OR

(F) DI SCLOSURE |'S NECESSARY DUE TO A HEALTH OR SAFETY EMERGENCY.

3. DETAILED RECORDS OF ALL NON- CONSENSUAL DI SCLOSURES PURSUANT TO
SUBDI VI SI ON TWO OF THI S SECTI ON SHALL BE | NCLUDED IN THE CORRESPONDI NG
STUDENT' S EDUCATI ONAL RECORDS.

4. WHERE THE DEPARTMENT, DI STRI CT BOARD OF EDUCATI ON OR SCHOOL MAKES A
DI SCLOSURE PURSUANT TO PARAGRAPH (D) OF SUBDI VI SION TWO OF THI' S SECTI ON
AND PURSUANT TO PARAGRAPH (E) OF SUBDI VI SION TWO OF THIS SECTION WHERE
PRACTI CABLE, | T SHALL POST ON I TS WEBSI TE, SEND HOVE VI A MAI L AND MAKE
OTHERW SE PUBLI CLY AVAI LABLE:
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(A) THE PARTI CULAR TYPE OR TYPES OF PERSONALLY | DENTI FI ABLE STUDENT
| NFORVATI ON ARE TO BE DI SCLOSED;

(B) THE ENTITY TO WHI CH THE DI SCLOSURE | S TO BE MADE;

(© THE PURPCSE OF THE STUDY, AUDI T OR EVALUATI ON AND WHY THE DI SCLO
SURE | S NECESSARY FOR | TS COWVPLETI ON;

(D) THE SPECI FI C TI ME FRAME DURI NG WHI CH THE PERSONALLY | DENTI FI ABLE
STUDENT | NFORMATI ON W LL BE UTI LI ZED AND THEN SECURELY DESTROYED,

(E) THE ENTITY' S ASSURANCE OF COWVPLI ANCE W TH ADM NI STRATI VE, TECHNI -
CAL AND PHYSI CAL SAFEGUARDS, | NCLUDI NG ALL THE FEDERAL AND STATE DATA
PRI VACY AND DATA SAFEGUARDI NG RULES THE DEPARTMENT, DI STRI CT BOARD OF
EDUCATI ON AND SCHOOLS ARE SUBJECT TO, TO PROTECT THE SECURI TY, CONFI DEN-
TIALITY AND | NTEGRI TY OF THE PERSONALLY | DENTI FI ABLE STUDENT | NFORNMA-
TI O\, AND

(F) THE ENTITY'S | NDEMNI FI CATI ON OF THE DEPARTMENT, DI STRI CT BOARD OF
EDUCATI ON OR SCHOOL FOR ANY VI OLATI ON OF THI' S SECTI ON.

5. NOTI FI CATI ON AND CONSENT FORMS SHALL | NCLUDE:

(A) THE SCOPE, PURPOCSE AND ALLOMWABLE USES OF THE PERSONALLY | DENTI FI -
ABLE STUDENT | NFORMATI ON;

(B) THE RI SK OF DATA BREACHES AND THE REASONABLE ADM NI STRATI VE, TECH
NI CAL AND PHYSI CAL SAFEGUARDS USED TO PROTECT THE SECURI TY, CONFI DEN-
TIALITY AND | NTEGRI TY OF THE PERSONALLY | DENTI FI ABLE STUDENT | NFORNMA-
TI O\, AND

(O | NFORVATI ON REGARDI NG WHO IS LEGALLY AND FI NANCI ALLY RESPONSI BLE
SHOULD THERE BE A VI OLATION OF THI S SECTI ON.

6. THE STATE COWPTROLLER SHALL CARRY OQUT REGULAR AUDITS TO ENSURE
PROPER PROCEDURES HAVE BEEN USED; RELEVANT NOTI FI CATI ONS AND CONSENT
FORMS ARE COVWPLETED; AND SECURI TY AND PRI VACY PROTECTI ONS MEASURES USED
IN THE STORAGE, TRANSM SSION AND USAGE OF PERSONALLY | DENTI FI ABLE
STUDENT | NFORVMATI ON ARE EFFECTIVE AND ACCURATELY DESCRIBED IN THE
NOTI FI CATI ON DOCUMENTS.

7. ANY ORGANI ZATION OR COWANY FOUND IN VICOLATION OF ANY OF THE
PROVI SIONS OF THI' S SECTI ON SHALL BE PROH Bl TED FROM OBTAI Nl NG PERSONALLY
| DENTI FI ABLE STUDENT | NFORMATION FOR A PERIOD OF NO LESS THAN FIVE
YEARS.

8. THE NEW YORK STATE ATTORNEY GENERAL SHALL HAVE THE AUTHORI TY TO
OVERSEE AND ENFORCE COWPLI ANCE W TH THI' S SECTI ON AND TO | MPOSE APPROPRI -
ATE PENALTIES ON THOSE FOUND | N VI OLATI ON OF ANY OF I TS PROVI SI ONS.

9. ANY DATA SYSTEMS MAI NTAINED BY THE STATE OR DISTRICT OR THEIR
REPRESENTATI VES SHALL, TO THE MAXI MUM EXTENT PRACTI CABLE, CONFORM W TH
THE FEDERAL TRADE COWM SSI ON' S DATA PRI VACY AND DATA SAFEGUARDI NG RULES.

10. NOTHING IN THI'S SECTION SHALL LIMT THE ADM N STRATIVE USE OF
SCHOOL RECORDS BY A PERSON ACTI NG EXCLUSI VELY I N THE PERSON S CAPACI TY
AS AN EMPLOYEE OF A SCHOOL, A BOARD OF EDUCATI ON OR OF THE STATE OR ANY
OF | TS POLITI CAL SUBDI VI SI ONS, ANY COURT OR THE FEDERAL GOVERNMENT THAT
DEMONSTRATES AN APPROPRI ATE NEED FOR THE | NFORVMATI ON.

S 2. This act shall take effect July 1, 2013 and shall apply to school
years beginning with the 2013-2014 academ c year.



