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STATE OF NEW YORK

2989
2013- 2014 Regul ar Sessi ons
I N ASSEMBLY
January 22, 2013

Introduced by M of A ORTIZ, D NOWTZ, H KIND, CASTRO -- Milti- Spon-
sored by -- M of A GOTTFRIED -- read once and referred to the
Conmittee on Consuner Affairs and Protection

AN ACT to amend the general business law, in relation to the collection
and di sclosure of certain information collected by on-line conputer
services

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by addi ng a new section
397-b to read as foll ows:

S 397-B. ON-LINE COWUTER SERVICES. 1. AS USED IN THI'S SECTION, THE
FOLLOW NG TERMS SHALL HAVE THE FOLLOW NG MEANI NGS:

(A) "ON LINE COWUTER SERVI CE' MEANS THE OFFERI NG OF A CAPABILITY FOR
GENERATI NG, ACQUI RI NG STORI NG  TRANSFORM NG, PROCESSI NG, RETRI EVI NG,
UTI LI ZING OR MAKI NG AVAI LABLE | NFORMATI ON USI NG COVPUTER- BASED TELECOW
MUNI CATI ONS. ON- LI NE COVWPUTER SERVI CE SHALL ALSO | NCLUDE A SERVI CE THAT
PERM TS A SUBSCRI BER TO RETRI EVE STORED | NFORMATI ON FROM OR FI LE | NFOR-
MATION FOR STORAGE | N | NFORVATI ON STORAGE FACILITIES, ELECTRONI C
PUBLI SHI NG OR AN ELECTRONI C MESSAG NG SERVI CE

(B) "PERSONAL | NFORVATI ON' MEANS | NFORMVATI ON WHI CH | DENTI FI ES EI THER A
SPECIFIC FILE OR SERVICE UTILIZED OR FROM AN ON- LI NE COWUTER SERVI CE
AND THE SUBSCRI BER ANDY OR SUCH SUBSCRI BER S O\ LI NE COVWPUTER ADDRESS WHO
OBTAI NED SUCH FI LE OR SERVI CE. PERSONAL | NFORMATI ON  SHALL NOT | NCLUDE
ANY RECORD OF AGGREGATE DATA WHI CH DCES NOT | DENTIFY A FI LE OR SERVI CE
UTI LI ZED AND A SUBSCRIBER ANDOR SUCH SUBSCRIBER' S ON LINE COWUTER
ADDRESS.

(C) "DISCLOSE" OR "DI SCLOSURE" MEANS THE SALE, RENTAL OR OTHER DI SSEM
| NATI ON OF PERSONAL | NFORVATI ON.

(D) "FILE" MEANS A COLLECTI ON OF RELATED RECORDS TREATED AS A UNIT.

(E) "RECORDS' MEANS A GROUP OF DI STINCT DATA I TEMS IN A COVWPUTER
SYSTEM NMANI PULATED AS A UNIT.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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2. ANY PERSON, FIRM PARTNERSH P OR CORPORATION WH CH PROVIDES AN
ON-LINE COMPUTER SERVI CE MAY NOT DI SCLOSE PERSONAL | NFORMATI ON CONCERN-
I NG A SUBSCRI BER TO ANY OTHER PERSON, FIRM PARTNERSH P OR CORPCRATI ON
UNLESS SUCH SUBSCRI BER:

(A) HAS RECEI VED THE NOTI CE PROVI DED FOR I N SUBDI VI SION THREE OF THI S
SECTI ON; AND

(B) HAS CONSENTED TO THE DI SCLOSURE.

3. AT THE TI ME OF ENTERI NG | NTO AN AGREEMENT TO PROVIDE AN ON-LINE
COWUTER SERVICE TO A SUBSCRIBER AND AT SUCH TI ME WHEN A SERVICE | S
OBTAI NED EACH AND EVERY ON- LI NE COVPUTER SERVI CE SHALL PROVI DE NOTI CE | N
THE FORM OF A SEPARATE STATEMENT TO THE SUBSCRIBER THAT CLEARLY AND
CONSPI CUOUSLY DI SCLOSE THE FOLLOW NG TO SUCH SUBSCRI BER:

(A) THE NATURE OF PERSONAL | NFORVATI ON COLLECTED OR TO BE COLLECTED
W TH RESPECT TO THE SUBSCRI BER AND THE NATURE AND USE OF THE | NFORVATI ON
I F ANY;

(B) THE NATURE, FREQUENCY AND PURPOSE OF ANY DI SCLOSURE WHICH MAY BE
MADE OF SUCH | NFORMATI ON, | NCLUDI NG AN | DENTI FI CATI ON OF THE TYPES OF
PERSONS OR PERSON TO WHOM SUCH DI SCLOSURE NMAY BE MADE;

(© THE PERI OD OF TI ME THE | NFORVATI ON W LL BE MAI NTAI NED; AND

(D) A DESCRI PTI ON OF THE PROCEDURES BY WHI CH THE SUBSCRI BER MAY GAIN
ACCESS TO THE | NFORMATI ON.

SUCH NOTI CES MAY BE PROVI DED ELECTRONI CALLY BY USI NG COVPUTER- BASED
TELECOVMUNI CATI ONS.

4. UPON REQUEST A SUBSCRI BER SHALL BE PROVI DED ACCESS TO ALL PERSONAL
| NFORVATI ON  REGARDI NG SUCH SUBSCRI BER THAT |'S COLLECTED AND NAI NTAI NED
BY AN ON- LI NE COVWPUTER SERVI CE. SUCH | NFORMVATI ON SHALL BE MADE AVAI LABLE
AT REASONABLE TI MES AND AT A CONVENI ENT LOCATION TO THE SUBSCRI BER
COVPUTER- BASED TELECOMMUNI CATI ONS MAY BE THE MEANS BY VWH CH SUCH | NFOR-
MATI ON | S PROVI DED TO THE SUBSCRI BER. THE SUBSCRI BER SHALL BE PROVI DED
REASONABLE OPPCORTUNI TY BY THE ON-LI NE COMPUTER SERVI CE TO CORRECT ERRCRS
I N PERSONAL | NFORVATI ON AND THE ON- LI NE COMPUTER SERVI CE SHALL PROWPTLY
CORRECT SUCH | NFORMATION. | F THE ON-LI NE COWUTER SERVICE IS UNABLE TO
RESCLVE ANY REMAI NI NG DI FFERENCES, A SUBSCRI BER SHALL ALSO BE PROVI DED
WTH THE OPPORTUNI TY TO FI LE A STATEMENT OF EXPLANATI ON CONCERNI NG THE
NATURE OF ANY DI SPUTE.

5. NOTW THSTANDI NG SUBDI VI SION TWO OF THI' S SECTI ON, AN ON- LI NE COVPUT-
ER SERVI CE MAY DI SCLOSE PERSONAL | NFORVATI ON | F THE DI SCLOSURE | S:

(A) NECESSARY TO RENDER OR CONDUCT BUSI NESS OR PROVI DE SERVI CE TO THE
SUBSCRI BER;

(B) MADE PURSUANT TO A COURT ORDER;

(© FOR THE PURPCSE OF EXTENDI NG CREDIT TO THE SUBSCRIBER OR FOR A
CHECK OR CREDIT CARD TRANSACTION WHEN I T I'S I NCl DENTAL TO THE SALE OR
OTHER TRANSFER OF THE ACCOUNTS RECEIVABLE OF THE ONLINE COWUTER
SERVI CE; AND

(D) FOR THE PURPCSE OF VALI DATI NG A CHECK WRI TTEN BY THE SUBSCRI BER.

6. NO ONLINE COWUTER SERVI CE SHALL BE DEEMED TO HAVE VI OLATED THE
PROVI SIONS OF THI'S SECTI ON, |IF SUCH ON-LI NE COVWPUTER SERVI CE SHOANS BY A
PREPONDERANCE COF THE EVI DENCE THAT THE VI OLATI ON WAS NOT | NTENTI ONAL AND
THAT I T RESULTED FROM A BONA FI DE ERROR MADE NOTW THSTANDI NG THE MAI NTE-
NANCE OF PROCEDURES REASONABLY ADOPTED TO AVA D ANY SUCH ERROR.

7. ANY SUBSCRI BER WHO HAS BEEN | NJURED BY REASON OF ANY VI OLATI ON OF
TH'S SECTI ON MAY BRING AN ACTION IN HS OR HER OWN NAME TO ENJO N SUCH
UNLAWFUL ACT OR PRACTI CE, AN ACTI ON TO RECOVER H S ACTUAL DANMAGES OR ONE
HUNDRED DOLLARS, WH CHEVER | S GREATER, OR BOTH SUCH ACTI ONS. THE COURT
MAY, I N ITS DI SCRETI ON, | NCREASE THE AWARD OF DAMAGES TO AN AMOUNT NOT
TO EXCEED THREE TI MES THE ACTUAL DAMAGES UP TO ONE THOUSAND DOLLARS, |F
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THE COURT FI NDS THE DEFENDANT W LLFULLY OR KNOWNGY VICOLATED TH' S
SECTI ON. THE COURT MAY AWARD REASONABLE ATTORNEY' S FEES TO A PREVAI LI NG
PLAI NTI FF.

8. WHENEVER THERE SHALL BE A VI OLATION OF THI S SECTI ON, AN APPLI CATI ON
MAY BE MADE BY THE ATTORNEY GENERAL | N THE NAME COF THE PEOPLE OF THE
STATE OF NEW YORK TO A COURT OR JUSTI CE HAVI NG JURI SDI CTION TO | SSUE AN
| NJUNCTI ON, AND UPON NOTI CE TO THE DEFENDANT OF NOT LESS THAN FI VE DAYS,
TO ENJON AND RESTRAIN THE CONTI NUANCE OF SUCH VI OLATIONS; AND IF IT
SHALL APPEAR TO THE SATI SFACTION OF THE COURT OR JUSTICE THAT THE
DEFENDANT HAS, |IN FACT, VIOLATED TH' S SECTI ON, AN | NJUNCTI ON MAY BE
| SSUED BY SUCH COURT OR JUSTI CE, ENJO NI NG AND RESTRAI NI NG ANY FURTHER
VI OLATION, W THOUT REQUI RING PROOF THAT ANY PERSON HAS, | N FACT, BEEN
| NJURED OR DAMAGED THEREBY. | N ANY SUCH PROCEEDI NG THE COURT MAY MAKE
ALLOMNCES TO THE ATTORNEY GENERAL AS PROVIDED | N PARAGRAPH SI X CF
SUBDI VI SI ON (A) OF SECTI ON El GHTY- THREE HUNDRED THREE OF THE Cl VI L PRAC
TI CE LAW AND RULES, AND DI RECT RESTI TUTION. WHENEVER THE COURT SHALL
DETERM NE THAT A VI OLATION OF TH S SECTI ON HAS OCCURRED, THE COURT MAY
| MPCSE A CIVIL PENALTY OF NOT MORE THAN ONE THOUSAND DOLLARS FOR EACH
VI OLATION. | N CONNECTI ON W TH ANY SUCH PROPCSED APPLI CATI ON, THE ATTOR-
NEY GENERAL | S AUTHORI ZED TO TAKE PROCOF AND MAKE A DETERM NATION OF THE
RELEVANT FACTS AND TO | SSUE SUBPCENAS | N ACCORDANCE W TH THE CI VI L PRAC
TI CE LAW AND RULES.

S 2. This act shall take effect on the first of November next succeed-
ing the date on which it shall have becone a | aw



