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STATE OF NEW YORK

5932--A
2013- 2014 Regul ar Sessi ons
I N SENATE
Sept enber 11, 2013

I ntroduced by Sens. ROBACH, BALL, CARLUCCI, GALLI VAN, HOYLMAN, KRUEGER,
LANZA, LATI MER, MONTGOMERY, SAVI NO, SERRANO, TKACZYK, YOUNG -- read
twice and ordered printed, and when printed to be cormitted to the
Conmittee on Rules -- recommtted to the Conmittee on Education in
accordance with Senate Rule 6, sec. 8 -- commttee discharged, bill
anmended, ordered reprinted as anmended and recommitted to said commt-
tee

AN ACT to anend the education law, in relation to the rel ease of
personal |y identifiable student information

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The education |aw is anmended by addi ng a new section 3212-b
to read as foll ows:

S 3212-B. RELEASE OF PERSONALLY | DENTI FI ABLE | NFORMATI ON. 1. DEFI -
NI TIONS. AS USED IN THI S SECTI ON:

(A) THE TERMS "DI SCLOSURE, " "EDUCATI ON PROGRAM " " EDUCATI ON RECORDS, "
"ELI G BLE STUDENT, " "PARENT," "PARTY," "PERSONALLY | DENTI FI ABLE | NFORMA-
TION," "RECORD," AND "STUDENT" SHALL HAVE THE SAME MEANI NG AS THOSE
TERMS ARE DEFI NED I N 34 CFR PART 99. 3;

(B) THE TERM "I NSTI TUTI ON' SHALL MEAN ANY PUBLI C OR PRI VATE ELEMENTARY
OR SECONDARY SCHOOL OR AN |[INSTITUTION THAT PROVIDES EDUCATION TO
STUDENTS BEYOND THE SECONDARY EDUCATI ON LEVEL; SECONDARY EDUCATI ON SHALL
HAVE THE MEANI NG SET FORTH IN SUBDI VI SI ON SEVEN OF SECTION TWO OF THI S
CHAPTER,

2. LI M TATI ONS ON ACCESS TO OR DI SCLOSURE OF, PERSONALLY | DENTI FI ABLE
| NFORVATI ON.  (A) AUTHORI ZED REPRESENTATI VES. THE DEPARTMENT AND DI STRI CT
BOARDS OF EDUCATI ON SHALL ONLY DESI GNATE PARTIES THAT ARE UNDER THEIR
DI RECT CONTROL TO ACT AS THEI R AUTHORI ZED REPRESENTATI VES TO CONDUCT ANY
AUDIT OR EVALUATION, OR ANY COWLIANCE OR ENFORCEMENT ACTIMITY IN
CONNECTI ON W TH LEGAL REQUI REMENTS THAT RELATE TO STATE OR DI STRICT
SUPPORTED EDUCATI ONAL PROGRAMS, WHEN ANY SUCH AUDI T, EVALUATION OR

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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ACTIVITY REQURES OR IS USED AS THE BASIS FOR GRANTING ACCESS TO
PERSONALLY | DENTI FI ABLE STUDENT | NFORVATI ON,

(B) OUTSOURCI NG THE DEPARTMENT, DI STRICT BOARDS OF EDUCATI ON AND
I NSTI TUTI ONS MAY NOT DI SCLOSE PERSONALLY | DENTI FI ABLE | NFORVATI ON  FROM
EDUCATI ON RECORDS OF STUDENTS W THOUT THE WRI TTEN CONSENT OF ELI G BLE
STUDENTS OR PARENTS TO A CONTRACTOR, CONSULTANT, OR OTHER PARTY TO WHOM
AN  AGENCY OR | NSTI TUTI ON HAS OQUTSOURCED | NSTI TUTI ONAL SERVI CES OR FUNC-
TI ONS UNLESS THAT OUTSI DE PARTY:

(1) PERFORMS AN I NSTITUTIONAL SERVICE OR FUNCTION FOR WHICH THE
DEPARTMENT, DI STRI CT BOARD OF EDUCATI ON, OR | NSTI TUTI ON WOULD OTHERW SE
USE EMPLOYEES;

(2) 1'S UNDER THE DI RECT CONTROL OF THE AGENCY OR |INSTITUTION WTH
RESPECT TO THE USE AND MAI NTENANCE OF EDUCATI ON RECORDS;

(3) LIMTS |INTERNAL ACCESS TO EDUCATI ON RECORDS TO THOSE | NDI VI DUALS
THAT ARE DETERM NED TO HAVE LEG TI MATE EDUCATI ONAL | NTERESTS;

(4) DCES NOT USE THE EDUCATI ON RECORDS FOR ANY OTHER PURPCSES THAN
THOSE EXPLI CI TLY AUTHORI ZED I N | TS CONTRACT;

(5) DOES NOT DI SCLOSE ANY PERSONALLY | DENTI FI ABLE | NFORVATI ON TO ANY
OTHER PARTY:

(1) WTHOUT THE PRIOR WRITTEN CONSENT OF THE PARENT OR ELIGBLE
STUDENT, OR

(1) UNLESS REQUI RED BY STATUTE OR COURT ORDER AND THE PARTY PROVI DES
A NOTI CE OF THE DI SCLOSURE TO THE DEPARTMENT, DI STRICT BOARD OF EDUCA-
TION, OR |INSTITUTION THAT PROVIDED THE | NFORVATI ON NO LATER THAN THE
TIME THE | NFORMATION IS DI SCLOCSED, UNLESS PROVIDING NOTICE OF THE
DI SCLOSURE | S EXPRESSLY PROHI Bl TED BY THE STATUTE OR COURT ORDER;

(6) MAI NTAI NS REASONABLE ADM NI STRATI VE, TECHNI CAL AND PHYSI CAL SAFE-
GQUARDS TO PROTECT THE SECURITY, CONFIDENTIALITY AND |INTECGRITY OF
PERSONALLY | DENTI FI ABLE STUDENT | NFORVATI ON | N I TS CUSTODY,;

(7) USES ENCRYPTI ON TECHNOLOJ ES TO PROTECT DATA WHILE IN MOTION CR I N
I TS CUSTODY FROM UNAUTHCORI ZED DI SCLOSURE USI NG A TECHNOLOGY OR METHCDQL-
OGY SPECIFIED BY THE SECRETARY OF THE U.S. DEPARTMENT OF HEALTH AND
HUMAN SERVI CES | N GUI DANCE | SSUED UNDER SECTI ON 13402(H)(2) OF PUBLIC
LAW 111- 5;

(8) HAS SUFFI Cl ENT ADM NI STRATI VE AND TECHNI CAL PROCEDURES TO MONI TOR
CONTI NUOUSLY THE SECURI TY OF PERSONALLY | DENTI FI ABLE | NFORMATION IN | TS
CUSTODY;

(9) CONDUCTS A SECURITY AUDI T ANNUALLY AND PROVI DES THE RESULTS OF
THAT AUDI T TO EACH DEPARTMENT, DI STRI CT BOARD OF EDUCATI ON, OR | NSTI TU-
TI ON THAT PROVI DED EDUCATI ONAL RECORDS;

(10) PROVI DES THE DEPARTMENT, DI STRI CT BOARD OF EDUCATI ON, OR | NSTI TU-
TITON WTH A BREACH REMEDI ATION PLAN ACCEPTABLE TO THE DEPARTMENT,
DI STRI CT BOARD OF EDUCATI ON OR I NSTI TUTION PRIOR TO I NI TI AL RECEI PT OF
EDUCATI ON RECORDS;

(11) REPORTS ALL SUSPECTED SECURITY BREACHES TO THE DEPARTMENT,
DI STRI CT BOARDS OF EDUCATI ON, OR I NSTI TUTION THAT PROVI DED EDUCATI ON
RECORDS AS SOON AS PGSSI BLE BUT NOT LATER THAN FORTY- El GHT HOURS AFTER A
SUSPECTED BREACH WAS KNOMW OR WOULD HAVE BEEN KNOMN BY EXERCI SI NG
REASONABLE DI LI GENCE;

(12) REPORTS ALL ACTUAL SECURI TY BREACHES TO THE DEPARTMENT, DI STRI CT
BOARDS OF EDUCATI ON, OR I NSTI TUTI ON THAT PROVI DED EDUCATI ON RECORDS AS
SOON AS PGSSI BLE BUT NOT LATER THAN TVENTY- FOUR HOURS AFTER AN ACTUAL
BREACH WAS KNOWN OR WOULD HAVE BEEN KNOWN BY EXERCI SI NG REASONABLE DI LI -
GENCE;

(13) IN THE EVENT OF A SECURI TY BREACH OR UNAUTHORI ZED DI SCLOSURES OF
PERSONALLY | DENTI FI ABLE | NFORVATI ON, PAYS ALL COSTS AND LIABILITIES
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I NCURRED BY THE DEPARTMENT, DISTRICT BOARDS OF EDUCATI ON, OR | NSTI -
TUTI ONS RELATED TO THE SECURITY BREACH OR UNAUTHORI ZED DI SCLOSURE,
I NCLUDI NG BUT NOT LIMTED TO THE COSTS OF RESPONDI NG TO I NQUI RI ES ABOUT
THE SECURI TY BREACH OR UNAUTHORI ZED DI SCLOSURE, OF NOTI FYI NG SUBJECTS OF
PERSONALLY | DENTI FI ABLE | NFORVATI ON ABOUT THE BREACH, OF M Tl GATI NG THE
EFFECTS OF THE BREACH FOR THE SUBJECTS OF PERSONALLY | DENTI FI ABLE | NFOR-
MATI ON, AND OF | NVESTI GATI NG THE CAUSE OR CONSEQUENCES OF THE SECURITY
BREACH OR UNAUTHORI ZED DI SCLOSURE; AND

(14) DESTROYS OR RETURNS TO THE DEPARTMENT, DI STRI CT BOARDS OF EDUCA-
TION, OR I NSTI TUTI ONS ALL PERSONALLY | DENTI FI ABLE | NFORVATION IN ITS
CUSTODY UPON REQUEST AND AT THE TERM NATI ON OF THE CONTRACT.

(© STUDIES. THE DEPARTMENT, DI STRI CT BOARDS OF EDUCATI ON, OR | NSTI -
TUTI ONS MAY DI SCLOSE PERSONALLY | DENTI FI ABLE | NFORVATI ON FROM AN EDUCA-
TION RECORD OF A STUDENT W THOUT THE CONSENT OF ELI G BLE STUDENTS OR
PARENTS TO A PARTY CONDUCTI NG STUDI ES FOR, OR ON BEHALF OF, EDUCATI ONAL
AGENCI ES OR I NSTI TUTI ONS TGO

(1) DEVELOP, VALIDATE, OR ADM NI STER PREDI CTI VE TESTS;

(2) ADM NI STER STUDENT Al D PROGRAMS; OR

(3) 1 MPROVE | NSTRUCTI ON,

PROVI DED THAT THE OUTSI DE PARTY CONDUCTI NG THE STUDY MEETS ALL OF THE
REQUI REMENTS FOR CONTRACTORS SET FORTH I N PARAGRAPH (B) OF THI S SUBDI VI -
SI ON,

(D) COMVERCI AL USE PRCHI BI TED. THE DEPARTMENT, DI STRICT BOARDS OF
EDUCATI ON  AND | NSTI TUTIONS MAY NOTI, WTHOUT THE WRI TTEN CONSENT OF
ELI G BLE STUDENTS OR PARENTS, DI SCLOSE PERSONALLY | DENTI FI ABLE | NFORVA-
TI ON FROM EDUCATI ON RECORDS TO ANY PARTY FOR A COMVERCI AL USE, | NCLUDI NG
BUT NOT LIMTED TO MARKETI NG PRODUCTS OR SERVI CES, COWPI LATI ON OF LI STS
FOR SALE OR RENTAL, DEVELOPMENT OF PRODUCTS OR SERVI CES, OR CREATION OF
[ NDI VI DUAL, HOUSEHOLD, OR GROUP PROFILES; NOR MAY SUCH DI SCLOSURE BE
MADE FOR PROVI SION OF SERVI CES OTHER THAN CONTRACTI NG  STUDIES, AND
AUDI TS OR EVALUATIONS AS AUTHORI ZED AND LI M TED BY PARAGRAPHS (B) AND
(© OF THI'S SUBDI VI SI ON.  ANY CONSENT FROM AN ELI G BLE STUDENT OR PARENT
MUST BE SI GNED BY THE STUDENT OR PARENT, BE DATED ON THE DAY I T WAS
SIGNED, NOT' HAVE BEEN SI GNED MORE THAN SI X MONTHS PRI OR TO THE DI SCLO-
SURE, MJST | DENTI FY THE RECI PI ENT AND THE PURPCSE OF THE DI SCLOSURE, AND
MUST STATE THAT THE | NFORVATI ON W LL ONLY BE USED FOR THAT PURPOSE AND
WLL NOTI BE USED OR DI SCLOSED FOR ANY OTHER PURPOSE.

3. DATA REPGCSI TORI ES AND | NFORVATI ON PRACTI CES.

(A) THE DEPARTMENT AND DI STRI CT BOARDS OF EDUCATI ON MAY NOT, DI RECTLY
OR THROUGH CONTRACTS W TH OUTSI DE PARTI ES, MAI NTAI N PERSONALLY | DENTI FI -
ABLE | NFORVATI ON FROM EDUCATI ON RECORDS W THOUT THE WRI TTEN CONSENT OF
ELI G BLE STUDENTS OR PARENTS UNLESS MAI NTENANCE OF SUCH | NFORMATION | S:

(1) EXPLICI TLY MANDATED | N FEDERAL OR STATE STATUTE; OR

(2) ADM NI STRATIVELY REQU RED FOR THE PROPER PERFORVANCE OF THEI R
DUTI ES UNDER THE LAW AND | S RELEVANT TO AND NECESSARY FOR DELIVERY OF
SERVI CES; OR

(3) DESIGNED TO SUPPORT A STUDY OF STUDENTS OR FORMER STUDENTS,
PROVI DED THAT NO PERSONALLY | DENTI FI ABLE | NFORMATION |S RETAINED ON
FORMER STUDENTS LONGER THAN FIVE YEARS AFTER THE DATE OF THEI R LAST
ENRCLLMENT AT AN | NSTI TUTI ON.

(B) THE DEPARTMENT AND DI STRI CT BOARDS OF EDUCATI ON SHALL PUBLI CLY AND
CONSPI CUOUSLY DI SCLOSE ON THEI R VWEB SI TES AND THROUGH ANNUAL ELECTRONI C
NOTI FI CATION TO THE CHAI RS OF THE ASSEMBLY AND SENATE EDUCATI ON COW T-
TEES THE EXI STENCE AND CHARACTER OF ANY PERSONALLY | DENTI FI ABLE | NFORNMA-
TI ON FROM EDUCATI ON RECORDS THAT THEY, DI RECTLY OR THROUGH CONTRACTS
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WTH QUTSI DE PARTI ES, MAI NTAI' N. SUCH DI SCLOSURE AND NOTI FI CATI ONS SHALL
| NCLUDE:

(1) THE NAME AND LOCATI ON OF THE DATA REPCSI TORY WHERE SUCH | NFORMA-
TION |'S MAI NTAI NED;

(2) THE LEGAL AUTHORI TY WHI CH AUTHORI ZES THE ESTABLI SHVENT AND EXI ST-
ENCE OF THE DATA REPGSI TORY;

(3) THE PRINCIPAL PURPCSE OR PURPOSES FOR WHI CH THE | NFORVATION | S
| NTENDED TO BE USED,

(4) THE CATEGORI ES OF | NDI VI DUALS ON WHOM RECORDS ARE NMAINTAINED I N
THE DATA REPGCSI TORY;

(5) THE CATEGORI ES OF RECORDS MAI NTAI NED | N THE DATA REPCSI TORY;

(6) EACH EXPECTED DISCLOSURE OF THE RECORDS CONTAI NED | N THE DATA
REPCSI TORY, | NCLUDI NG THE CATEGORI ES OF RECI PI ENTS AND THE PURPCSE OF
SUCH DI SCLOSURE;

(7) THE POLICIES AND PRACTICES OF THE DEPARTMENT OR THE DI STRI CT
BOARDS OF EDUCATI ON REGARDI NG STORAGE, RETRI EVABI LI TY, ACCESS CONTROLS,
RETENTI ON, AND DI SPCSAL OF THE RECORDS;

(8) THE TI TLE AND BUSI NESS ADDRESS OF THE DEPARTMENT COR DI STRI CT BOARD
OF EDUCATION OFFICIAL WHO IS RESPONS|I BLE FOR THE DATA REPGCSI TORY, AND
THE NAME AND BUSI NESS ADDRESS OF ANY CONTRACTOR OR OTHER OUTSI DE PARTY
MAI NTAI NI NG THE DATA REPCSI TORY FOR OR ON BEHALF OF THE DEPARTMENT OR
THE DI STRI CT BOARD OF EDUCATI ON,

(9) THE PROCEDURES WHEREBY ELI G BLE STUDENTS OR PARENTS CAN BE NOTI -
FIED AT THEIR REQUEST | F THE DATA REPCSI TORY CONTAI NS A RECORD PERTAI N-
I NG TO THEM OR THEI R CHI LDREN;

(10) THE PROCEDURES WHEREBY ELI G BLE STUDENTS OR PARENTS CAN BE NOTI -
FIED AT THEIR REQUEST HOWTO GAIN ACCESS TO ANY RECORD PERTAI NI NG TO
THEM OR THEI R CHI LDREN CONTAI NED | N THE DATA REPCSI TORY, AND HOW THEY
CAN CONTEST | TS CONTENT; AND

(11) THE CATEGORI ES OF SOURCES OF RECCRDS | N THE DATA REPCSI TORY;

(© THE DEPARTMENT, DI STRICT BOARDS OF EDUCATI ON, AND | NSTI TUTI ONS MAY
NOT  APPEND EDUCATI ON RECORDS W TH PERSONALLY | DENTI FI ABLE | NFORVATI ON
OBTAI NED FROM OTHER FEDERAL OR STATE AGENCI ES THROUGH DATA MATCHES W TH-
OUT THE WRI TTEN CONSENT OF ELI G BLE STUDENTS OR PARENTS UNLESS SUCH DATA
MATCHES ARE: (1) EXPLICITLY MANDATED | N FEDERAL OR STATE STATUTE; OR (2)
ADM NI STRATI VELY REQUI RED FOR THE PROPER PERFORVMANCE OF THEIR DUTIES
UNDER THE LAW AND ARE RELEVANT TO AND NECESSARY FOR DELI VERY OF
SERVI CES.

4. PENALTI ES AND ENFORCEMENT. (A) EACH VI OLATI ON OF ANY PROVISION OF
TH'S SECTI ON BY AN ORGANI ZATI ON OR ENTI TY THAT IS NOT THE DEPARTMENT, A
DI STRI CT BOARD OF EDUCATI ON, OR AN I NSTI TUTI ON AS DEFINED I N PARAGRAPH
(B) OF SUBDIVISION ONE OF THI S SECTI ON SHALL BE PUNI SHABLE BY A ClVIL
PENALTY OF UP TO ONE THOUSAND DOLLARS; A SECOND VI OLATION BY THE SAME
ORGANI ZATI ON OR ENTI TY | NVOLVI NG THE EDUCATI ONAL RECORDS AND PRI VACY OF
THE SAME STUDENT SHALL BE PUNI SHABLE BY A CIVIL PENALTY O UP TO FIVE
THOUSAND DOLLARS;  ANY SUBSEQUENT VI OLATI ON BY THE SAME ORGANI ZATI ON OR
ENTI TY | NVOLVI NG THE EDUCATI ONAL RECORDS AND PRI VACY OF THE SAME STUDENT
SHALL BE PUNI SHABLE BY A ClVIL PENALTY OF UP TO TEN THOUSAND DOLLARS;
AND EACH VI OLATI ON I NVOLVI NG A DI FFERENT | NDI VI DUAL EDUCATI ONAL RECCRD
OR A DI FFERENT | NDI VI DUAL STUDENT SHALL BE CONSIDERED A SEPARATE
VI OLATI ON FOR PURPOSES OF ClI VI L PENALTI ES;

(B) THE ATTORNEY GENERAL SHALL HAVE THE AUTHORI TY TO ENFORCE COWPLI -
ANCE W TH THI S SECTI ON BY | NVESTI GATI ON AND SUBSEQUENT COVMENCEMENT OF A
CVIL ACTION, TO SEEK CIVIL PENALTIES FOR VIOLATIONS OF TH' S SECTI ON,
AND TO SEEK APPROPRI ATE | NJUNCTI VE RELI EF, | NCLUDI NG BUT NOT LIM TED TO
A PROHI BI TI ON ON OBTAI NI NG PERSONALLY | DENTI FI ABLE | NFORVATION FOR AN
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APPROPRI ATE TI ME PERI OD. | N CARRYI NG QUT SUCH | NVESTI GATI ON AND | N MAI N-
TAINING SUCH CIVIL ACTI ON THE ATTORNEY GENERAL OR ANY DEPUTY OR ASSI ST-
ANT ATTORNEY CGENERAL | S AUTHORI ZED TO SUBPOENA W TNESSES, COWPEL THEIR
ATTENDANCE, EXAM NE THEM UNDER OATH AND REQUI RE THAT ANY BOOKS, RECORDS,
DOCUMENTS, PAPERS, OR ELECTRONIC RECORDS RELEVANT OR MATERI AL TO THE
| NQUI RY BE TURNED OVER FOR | NSPECTI ON, EXAM NATI ON OR AUDI T, PURSUANT TO
THE CI VIL PRACTI CE LAWAND RULES; SUBPCENAS |SSUED PURSUANT TO THI'S
PARAGRAPH MAY BE ENFORCED PURSUANT TO THE Cl VI L PRACTI CE LAW AND RULES.

(© NOTH NG CONTAI NED HEREI N SHALL BE CONSTRUED AS CREATI NG A PRI VATE
RI GHT OF ACTI ON AGAI NST THE DEPARTMENT, A DI STRICT BOARD OF EDUCATI ON,
OR AN | NSTI TUTI ON AS DEFI NED | N PARAGRAPH (B) OF SUBDI VISION ONE OF THI' S
SECTI ON.

5. ADM NI STRATIVE USE. NOTHI NG IN THI S SECTION SHALL LIMT THE ADM N-
| STRATI VE USE OF EDUCATI ON RECORDS BY A PERSON ACTI NG EXCLUSI VELY | N THE
PERSON S CAPACI TY AS AN EMPLOYEE OF A SCHOOL, A DI STRI CT BOARD OF EDUCA-
TION OR OF THE STATE OR ANY OF I TS POLI TI CAL SUBDI VI SI ONS, ANY COURT OR
THE FEDERAL GOVERNVENT THAT |'S OTHERW SE REQUI RED BY LAW

S 2. This act shall take effect July 1, 2015 and shall apply to school
years beginning with the 2015-2016 academ c year.



