Co~NOoOUI~,WNE

STATE OF NEW YORK

3882
2013- 2014 Regul ar Sessi ons
I N SENATE
February 26, 2013

Introduced by Sen. BALL -- read twi ce and ordered printed, and when
printed to be comritted to the Conmittee on Veterans, Honeland Securi -
ty and Mlitary Affairs

AN ACT to anend the executive law, in relation to directing the division
of honel and security and emergency services to conduct a review and
anal ysis of security neasures at rail yards

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The executive |law is anmended by adding a new section 719 to
read as foll ows:

S 719. PROTECTI ON OF CRI TI CAL | NFRASTRUCTURE; RAIL YARDS. 1. NOTW TH
STANDI NG ANY OTHER PROVI SI ON OF LAW AND SUBJECT TO THE AVAILABILITY OF
AN APPROPRI ATI ON, THE COW SSI ONER OF THE DI VI SI ON OF HOVELAND SECURI TY
AND EMERGENCY SERVI CES SHALL CONDUCT A REVI EW AND ANALYSIS OF MEASURES
BEING TAKEN BY THE OMERS AND OPERATORS OF RAIL YARDS FACI LITIES TO
PROTECT THE SECURI TY OF CRI Tl CAL | NFRASTRUCTURE RELATED TO SUCH FACI LI -
TIES. SUCH COW SSI ONER SHALL HAVE THE AUTHORI TY TO REVI EW ALL AUDI TS OR
REPORTS RELATED TO THE SECURI TY OF SUCH CRI Tl CAL | NFRASTRUCTURE, | NCLUD-
ING ALL SUCH AUDITS OR REPORTS MANDATED BY STATE AND FEDERAL LAW OR
REGULATI ON, | NCLUDI NG SPILL PREVENTION REPORTS AND RISK MANAGEMENT
PLANS, AUDI TS AND REPORTS CONDUCTED AT THE REQUEST OF ANY FEDERAL ENTI -
TY, OR ANY OTHER AGENCY OR AUTHORITY OF THE STATE OR ANY PCLITICAL
SUBDI VI SION THEREOF, AND REPORTS PREPARED BY OANERS AND OPERATORS OF
SUCH FACILITIES AS REQU RED IN THI' S SUBDI VI SION. THE OANERS AND OPERA-
TORS OF SUCH RAIL YARD FACI LI TIES SHALL, | N COVPLI ANCE W TH ANY FEDERAL
AND STATE REQUI REMENTS REGARDI NG THE DI SSEM NATI ON OF SUCH | NFORMATI ON,
PROVI DE ACCESS TO THE COW SSI ONER TO SUCH AUDI TS AND REPORTS REGARDI NG
SUCH CRI Tl CAL | NFRASTRUCTURE PROVI DED, HOWEVER, EXCLUSIVE CUSTODY AND
CONTROL OF SUCH AUDI TS AND REPORTS SHALL REMAI N SOLELY W TH THE OMNNERS
AND OPERATORS OF SUCH FACI LI TIES TO THE EXTENT NOT | NCONSI STENT W TH ANY
OTHER LAW FOR THE PURPCSES OF THIS SECTION "CRITICAL | NFRASTRUCTURE"

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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HAS THE MEANING ASCRI BED TO THAT TERM I N SUBDI VI SI ON FI VE OF SECTI ON
El GHTY-SI X OF THE PUBLI C OFFI CERS LAW

2. TO EFFECTUATE H' S OR HER DUTI ES PURSUANT TO THI S SECTI ON AND | DEN-
TIFY RISKS TO THE PUBLI C, THE COW SSI ONER OF THE DI VISION OF HOVELAND
SECURI TY AND EMERGENCY SERVI CES SHALL:

(A) I DENTIFY AND PREPARE A LIST OF ALL RAIL YARD FACILITIES IN THE
STATE;

(B) I N CONSULTATION WTH THE COW SSI ONER OF TRANSPORTATI ON  AND ANY
STATE, LOCAL AND MJIN CIPAL OFFICIALS AS MAY BE APPROPRI ATE, | DENTI FY
RAI L YARD FACI LI TIES, WH CH BECAUSE OF THEI R STORACE ANDY OR TRANSPORTA-
TION OF, OR RELATIONSH P TGO, SUCH SUBSTANCES | DENTI FI ED PURSUANT TO
PARAGRAPH (A) OF SUBDI VI SI ON TWDO OF SECTI ON SEVEN HUNDRED FOURTEEN OF
TH'S ARTICLE POSE RI SKS TO THE PUBLI C SHOULD AN UNAUTHORI ZED RELEASE OF
SUCH HAZARDOUS SUBSTANCES OCCUR; AND

(© REQUI RE SUCH RAIL YARD FACI LI TI ES | DENTI FI ED PURSUANT TO PARAGRAPH
(A) OF TH'S SUBDI VI SION, AS THE COW SSI ONER SO DETERM NES, TO PREPARE A
VULNERABI LI TY ASSESSMENT OF THE SECURI TY MEASURES TAKEN BY SUCH FACI LI -
TIES TO PREVENT AND RESPOND TO THE UNAUTHORI ZED RELEASE OF HAZARDOUS
SUBSTANCES AS MAY BE STORED THEREIN, VWWH CH ASSESSMENTS THE COWM SSI ONER
OF THE OFFI CE OF HOVELAND SECURI TY SHALL REVI EW AND CONSI DER | N LI GHT OF
THE SERIOQUSNESS OF THE RISK POSED AND VULNERABI LI TY OF SUCH FACI LI TY
AND, VWHERE APPROPRI ATE, MAKE RECOMMENDATI ONS W TH RESPECT THERETO.

3. (A) ON OR BEFORE JUNE FI RST, TWDO THOUSAND FOURTEEN, THE COWM SSI O\
ER OF THE DI VI SION OF HOVELAND SECURI TY AND EMERGENCY SERVICES SHALL
MAKE A PRELIM NARY REPCORT TO THE GOVERNOR, THE TEMPORARY PRESI DENT OF
THE SENATE, THE SPEAKER OF THE ASSEMBLY, THE COWMM SSI ONER OF TRANSPORTA-
TION AND THE CHI EF EXECUTI VE OFFI CER OF ANY SUCH AFFECTED FACILITY OR
H'S OR HER DESI GNEE, AND ON OR BEFORE DECEMBER THI RTY- FI RST, TWO THOU-
SAND FOURTEEN, AND NOT LATER THAN THREE YEARS AFTER SUCH DATE, AND EVERY
FI VE YEARS THEREAFTER, THE COW SSI ONER SHALL REPORT TO THE GOVERNCR,
THE TEMPORARY PRESI DENT OF THE SENATE, THE SPEAKER OF THE ASSEMBLY, THE
COW SSI ONER OF TRANSPORTATI ON AND THE CHI EF EXECUTI VE OFFI CER OF ANY
SUCH AFFECTED FACILITY OR HH'S OR HER DESI GNEE. SUCH REPORT SHALL REVI EW
THE SECURI TY MEASURES BEING TAKEN REGARDI NG CRITICAL | NFRASTRUCTURE
RELATED TO RAIL YARD FACI LI TIES, ASSESS THE EFFECTI VENESS THEREOF, AND
I NCLUDE RECOMVENDATI ONS TO THE LEGQ SLATURE AND THE DEPARTMENT OF TRANS-
PORTATION | F THE COW SSI ONER DETERM NES THAT ADDI TI ONAL MEASURES ARE
REQUI RED TO BE | MPLEMENTED.

(B) BEFORE THE RECEI PT OF SUCH REPCRT | DENTI FI ED | N PARAGRAPH (A) OF
TH'S SUBDI VI SI ON, EACH RECI Pl ENT OF SUCH REPORT SHALL DEVELOP CONFI DEN-
TIALI TY PROTOCOLS VWH CH SHALL BE BI NDI NG UPON THE RECI PI ENT WHO | SSUES
THE PROTOCOLS AND ANYONE TO WHOM THE RECI PI ENT SHOANS A COPY OF THE
REPORT | N CONSULTATI ON W TH THE COMM SSI ONER OF THE DI VI SI ON OF HOVELAND
SECURI TY AND EMERCGENCY SERVI CES, FOR THE MAI NTENANCE AND USE OF SUCH
REPORT SO AS TO ENSURE THE CONFI DENTI ALI TY OF THE REPORT AND ALL | NFOR-
MATI ON CONTAI NED THEREI' N, PROVI DED, HOWEVER, THAT SUCH PROTOCOLS SHALL
NOT BE BINDING UPON A PERSON WHO | S PROVI DED ACCESS TO SUCH REPORT OR
ANY | NFORVATI ON CONTAI NED THEREI' N PURSUANT TO SECTI ON ElI GHTY- NI NE OF THE
PUBLI C OFFI CERS LAW AFTER A FI NAL DETERM NATI ON THAT ACCESS TO SUCH
REPORT OR ANY | NFORMATI ON CONTAI NED THEREI' N COULD NOT BE DENI ED PURSUANT
TO SUBDIVISION TWO OF SECTI ON EI GATY- SEVEN OF THE PUBLI C OFFI CERS LAW
THE COW SSI ONER SHALL ALSO DEVELOP PROTOCCLS FOR THE DI VI SI ON OF HOME-
LAND SECURI TY AND EMERGENCY SERVI CES RELATED TO THE MAI NTENANCE AND USE
OF SUCH REPORT SO AS TO ENSURE THE CONFI DENTIALITY OF ALL SENSITI VE
| NFORVATI ON CONTAI NED | N SUCH REPORT. ON EACH REPORT, THE COWM SSI ONER
SHALL PROM NENTLY DI SPLAY THE FOLLOWN NG STATEMENT: "TH S REPORT NMNAY
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CONTAI N | NFORVATI ON THAT | F DI SCLOSED COULD ENDANGER THE LI FE OR SAFETY
OF THE PUBLI C, AND THEREFORE, PURSUANT TO SECTI ON SEVEN HUNDRED ELEVEN
O THE EXECUTIVE LAW TH'S REPORT |I'S TO BE MAI NTAINED AND USED IN A
MANNER CONSI STENT W TH PROTOCCOLS ESTABLI SHED TO PRESERVE THE CONFI DEN-
TIALITY OF THE | NFORVATI ON CONTAI NED HEREIN I N A MANNER CONSI STENT W TH
LAW "

(© THE DEPARTMENTS OF TRANSPORTATI ON AND ENVI RONVENTAL CONSERVATI ON
SHALL HAVE THE DI SCRETI ON TO REQUI RE THAT RECOMMVENDATI ONS OF THE COWM S-
SI ONER OF THE DI VI SI ON OF HOVELAND SECURI TY AND EMERGENCY SERVI CES BE
| MPLEMENTED BY ANY OANER OR OPERATOR OF A RAIL YARD FACI LI TY.

S 2. This act shall take effect imediately.



