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AN ACT to anend the penal law, in relation to enacting the digital
i nper sonation prevention act

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. This act shall be known and may be cited as the "digital
i nper sonation prevention act".

S 2. The penal law is anended by adding a new section 190.87 to read
as foll ows:

S 190. 87 DI G TAL | MPERSONATI ON.

1. (A) APERSON IS GULTY OF DIA TAL | MPERSONATION WHEN HE OR SHE,
KNOW NGLY, W TH | NTENT TO DEFRAUD AND W THOUT CONSENT, CREDI BLY | MPERSO-
NATES ANOTHER ACTUAL PERSON THROUGH OR ON AN | NTERNET WEB SI TE OR BY
OTHER ELECTRONI C MEANS FOR PURPOSES OF: (1) HARM NG | NTI M DATI NG
THREATENI NG OR DEFRAUDI NG ANOTHER PERSON; (11) TRANSM TTI NG UNSCLI Cl TED
COMVERCI AL SOLI Cl TATI ONS OR UNSOLI Cl TED BULK MESSAGES; OR (I11) COPYI NG
ACCESSI NG, DOMLQADI NG OR UTI LI ZI NG A CONTACT LI ST.

(B) FOR PURPOSES OF THI'S SECTION, AN |MPERSONATION IS CREDIBLE |IF
ANOTHER PERSON WOULD REASONABLY BELI EVE, OR DI D REASONABLY BELI EVE, THAT
THE DEFENDANT WAS OR | S THE PERSON WHO WAS | MPERSONATED.

2. FOR PURPOSES OF THI'S SECTION: (A) "ELECTRONIC MEANS' SHALL | NCLUDE
CREATING OR OPENING AN E-MAIL ACCOUNT OR AN ACCOUNT OR PROFILE ON A
SOCI AL NETWORKI NG | NTERNET WEB SI TE | N ANOTHER PERSON' S NAME; OR ACCESS-
| NG ANOTHER PERSON' S PRE-EXI STING E-MAIL ACCOUNT OR AN ACCOUNT OR
PROFI LE ON A SOCI AL NETWORKI NG | NTERNET WEB SI TE; OR ALTERI NG OR CHANG
| NG THE PROPERTI ES OF AN E-MAI L, OR E-MAIL HEADER, TO APPEAR AS THOUGH
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THE E-MAIL ORIG NATED FROM A Dl FFERENT SOURCE W THOUT THE EXPRESS
CONSENT FROM THE ACCOUNT HOLDER.

(B) "CONTACT LIST" SHALL |INCLUDE ANY LIST OF TH RD- PARTY CONTACT
NAVES, ADDRESSES, TELEPHONE NUVBERS, MOBILE PHONE NUMBERS, FACSIM LE
NUMVBERS, E- MAI L ADDRESSES, | NSTANT MESSENGER NAMES, OR OTHER | NFORMATI ON
USED FOR CONTACTI NG | NDI VI DUALS.

(C "UNSOLICITED COWERCI AL SOLICl TATI ONS" SHALL | NCLUDE ANY ADVER-
TI SEMENT RELATED TO THE AVAI LABI LI TY OR QUALI TY OF ANY PROPERTY, GOODS,
OR SERVICES OR TRANSM SSION OF A HYPERLINK TO A VEB SI TE OR UNI FORM
RESOURCE LOCATOR (URL) WH CH HAS ANY NMATERI AL ADVERTI SI NG THE AVAI LABI L-
I TY OR QUALI TY OF ANY PROPERTY, GOODS, OR SERVI CES.

(D) "UNSCLI Cl TED BULK MESSAGES"' SHALL | NCLUDE THE TRANSM SSION OF AN
E- MAI L, | NSTANT MESSAGE, OR SOCI AL NETWORKI NG POST THAT IS PUBLI SHED TO
MORE THAN ONE UNI QUE RECI Pl ENT.

3. A VIOLATION CF SUBDI VI SION ONE OF THI S SECTI ON SHALL BE PUN SHABLE
BY A FINE NOT TO EXCEED ONE THOUSAND DOLLARS OR BY | MPRI SONMENT NOT TO
EXCEED ONE YEAR, OR BY BOTH THE FI NE AND | MPRI SONWVENT.

4. IN ADDI TION TO ANY OTHER CIVIL REMEDY AVAILABLE, A PERSON WHO
SUFFERS DAMAGE OR LOSS BY REASON OF A VI OLATI ON OF SUBDI VI SI ON ONE OF
THI S SECTI ON MAY BRING A ClVIL ACTI ON AGAI NST THE VI OLATOR FOR STATUTORY
DAMAGES OF FI VE HUNDRED DOLLARS PER OCCURRENCE, COVPENSATORY DANAGES,
AND | NJUNCTI VE RELI EF OR OTHER EQUI TABLE RELI EF. | F THE COURT FI NDS THAT
THE DEFENDANT W LLFULLY OR KNOW NGLY VI OLATED THI S SECTI ON OR THE REGUJ-
LATI ONS PRESCRI BED UNDER THI' S SECTI ON, THE COURT MAY, |IN I TS DI SCRETI ON,
| NCREASE THE AMOUNT OF THE AWARD TO AN AMOUNT EQUAL TO NOT MORE THAN
THREE TI MES THE AMOUNT AVAI LABLE UNDER THI S SUBDI VI SI ON.

5. FOR PURPCSES OF TH S SECTI ON, " OCCURRENCE" SHALL | NCLUDE EACH ACT
OF CREATI NG OR OPENI NG AN E- MAI L ACCOUNT OR AN ACCOUNT OR PROFILE ON A
SOCI AL NETWORKI NG | NTERNET WEB SI TE; ACCESSI NG ANOTHER PERSON S PRE- EX-
| STI NG E- MAI L ACCOUNT, ACCOUNT OR PROFI LE ON A SOCI AL NETWORKI NG | NTER-
NET WEB SI TE OR CONTACT LI ST; ALTERI NG OR CHANG NG THE PROPERTI ES OF AN
E- MAIL, OR E-MAIL HEADER, TO APPEAR AS THOUGH THE E- MAI L ORI G NATED FROM
A DI FFERENT SOURCE; AND THE TRANSM SSION OF AN UNSOLI Cl TED COWERCI AL
SOLI CI TATION TO A UNI QUE RECI PI ENT.

6. (A TH' S SECTI ON MAY NOT BE CONSTRUED TO | MPOSE ANY LI ABILITY ON AN
| NTERNET SERVI CE PROVI DER, | NTERACTI VE COMPUTER SERVI CE, COVPUTER HARD-
WARE OR SOFTWARE PROVI DER, OR WEB S| TE OPERATOR OR ADM NI STRATOR, OR I TS
EMPLOYEES, UNLESS THE PROVI DER, OPERATOR, ADM NI STRATOR, OR EMPLOYEE 1|S
THE PERSON | MPERSONATI NG AN ACTUAL PERSON. NOTHING IN THIS SECTION | S
| NTENDED TO PRECLUDE OTHER COMMON LAW CAUSES OF ACTION AGAINST THESE
ENTI TI ES.

(B) THI'S SECTION MAY NOT BE CONSTRUED TO LIM T ANY OTHER ClI VI L CAUSE
OF ACTI ON AVAI LABLE TO A PERSON UNDER STATUTE OR COVMON LAW OR ANY CRI M
| NAL PROSECUTI ON.

S 3. This act shall take effect on the first of November next succeed-
ing the date upon which it shall have becone a | aw.



