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STATE OF NEW YORK

8353
I N ASSEMBLY
January 9, 2014

Introduced by M of A NOLAN -- read once and referred to the Commttee
on Educati on

AN ACT to anend the education law and the penal law, in relation to
establishing penalties for the wunauthorized release of personally
identifiable information from student records and certain records of
cl assroom teachers and buil ding principals

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Section 305 of the education |aw is amended by addi ng a new
subdi vision 44 to read as foll ows:

44. UNAUTHORI ZED RELEASE OF PERSONALLY | DENTI FI ABLE | NFORMATI ON.

A. AS USED IN THI S SUBDI VI SION THE FOLLONNG TERMS SHALL HAVE THE
FOLLOW NG MEANI NGS:

(1) "BU LD NG PRI NCI PAL" MEANS A BU LDI NG PRI NCI PAL SUBJECT TO ANNUAL
PERFORVMANCE EVALUATI ON REVI EW UNDER THE PROVISIONS OF SECTION THREE
THOUSAND TWELVE-C OF THI S CHAPTER

(2) "CLASSROOM TEACHER' MEANS A TEACHER SUBJECT TO ANNUAL PERFORMANCE
EVALUATION REVIEW UNDER THE PROVISIONS OF SECTION THREE THOUSAND
TWELVE- C OF TH S CHAPTER.

(3) "EDUCATI ONAL AGENCY" MEANS A SCHOCL DI STRI CT, BOARD OF COOPERATI VE
EDUCATI ONAL SERVI CES, SCHOOL, |INSTITUTION OF H GHER EDUCATI ON OR THE
EDUCATI ON DEPARTMENT.

(4) "I NSTITUTI ON OF H GHER EDUCATI ON' MEANS AN ENTITY WTH A CAMPUS | N
NEW YORK THAT PROVI DES HI GHER EDUCATI ON, AS DEFI NED I N SUBDI VI SI ON El GHT
OF SECTION TWD OF THIS TITLE, THAT IS SUBJECT TO THE REQUI REMENTS OF THE
FAM LY EDUCATI ONAL RI GHTS AND PRI VACY ACT, SECTION TWELVE HUNDRED THI R-
TY-TWO- G OF TI TLE TWENTY OF THE UNI TED STATES CODE.

(5) "PERSONALLY | DENTI FI ABLE | NFORVATI ON', AS APPLI ED TO STUDENT DATA,
MEANS PERSONALLY | DENTI FI ABLE | NFORMATI ON AS DEFI NED | N SECTI ON 99. 3 OF
TI TLE TH RTY- FOUR OF THE CODE OF FEDERAL REGULATIONS | MPLEMENTI NG THE
FAM LY EDUCATI ONAL RI GHTS AND PRI VACY ACT, SECTI ON TWELVE HUNDRED THI R-
TY-TWO- G OF TI TLE TWENTY OF THE UNI TED STATES CODE, AND, AS APPLIED TO
TEACHER OR PRI NCl PAL DATA, MEANS "PERSONALLY | DENTI FYI NG | NFORMATI ON' AS

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
LBD13221-04-4
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SUCH TERM IS USED I N SUBDI VI SI ON TEN OF SECTI ON THREE THOUSAND TWELVE-C
OF TH S CHAPTER

(6) "SCHOOL" MEANS ANY PUBLI C ELEMENTARY OR SECONDARY SCHOOL, CHARTER
SCHOCL, UNI VERSAL PRE- KI NDERGARTEN PROGRAM AUTHORI ZED PURSUANT  TO
SECTION THI RTY-SI X HUNDRED TWO-E OF THI S CHAPTER, AN APPROVED PROVI DER
OF PRESCHOOL SPECI AL EDUCATI ON, ANY OTHER PUBLI CLY FUNDED PRE- KI NDERGAR-
TEN PROGRAM AN APPROVED PRI VATE SCHOOL FOR THE EDUCATI ON OF STUDENTS
W TH DI SABI LI TI ES, A STATE- SUPPORTED SCHOOL SUBJECT TO THE PROVI SI ONS OF
ARTI CLE EIGHTY-FIVE OF TH S CHAPTER, A STATE- OPERATED SCHOOL SUBJECT TO
THE PROVI SI ONS OF ARTI CLE El GHTY- SEVEN OR ElI GHTY-El GHT OF TH S CHAPTER

(7) "STUDENT" MEANS ANY PERSON ATTENDI NG OR SEEKING TO ENRCLL IN AN
EDUCATI ONAL AGENCY.

(8) "ELIGABLE STUDENT" MEANS A STUDENT EI GHTEEN YEARS OR OLDER OR AN
EMANCI PATED M NOR. AN EMANCI PATED M NOR AS USED IN TH'S SECTI ON REFERS
TO A STUDENT AT LEAST S| XTEEN YEARS OR OLDER WHO IS NO LONGER A DEPEND-
ENT OF OR I N THE CUSTCODY OF A PARENT AS DEFINED IN TH S SECTI ON.

(9) "PARENT" MEANS A PARENT, LEGAL GUARDI AN, OR PERSON |IN PARENTAL
RELATI ON TO A STUDENT.

(10) " STUDENT DATA" MEANS PERSONALLY | DENTI FI ABLE | NFORVATI ON FROM
STUDENT RECORDS OF AN EDUCATI ONAL AGENCY.

(11) "TEACHER OR PRI NCI PAL DATA" MEANS PERSONALLY | DENTI FI ABLE | NFOR-
MATI ON FROM THE RECORDS OF AN EDUCATI ONAL AGENCY RELATI NG TO THE ANNUAL
PROFESSI ONAL PERFORMANCE REVI EW6 OF CLASSROOM TEACHERS OR PRI NCI PALS
THAT |'S CONFI DENTI AL AND NOT SUBJECT TO RELEASE UNDER THE PROVI SI ONS OF
SECTI ON THREE THOUSAND TWELVE-C OF TH S CHAPTER

(12) "TH RD PARTY CONTRACTOR' SHALL MEAN ANY PERSON OR ENTITY, OTHER
THAN AN EDUCATI ONAL ACGENCY, THAT RECElI VES STUDENT DATA OR TEACHER OR
PRI NCI PAL DATA FROM AN EDUCATI ONAL AGENCY PURSUANT TO A CONTRACT OR
OTHER WRI TTEN AGREEMENT FOR PURPOSES OF PROVI DI NG SERVI CES TO SUCH
EDUCATI ONAL AGENCY, | NCLUDI NG BUT NOT' LIMTED TO DATA MANAGEMENT OR
STORAGE SERVI CES, CONDUCTI NG STUDIES FOR OR ON BEHALF OF SUCH EDUCA-
TI ONAL AGENCY, OR AUDI T OR EVALUATI ON OF PUBLI CLY FUNDED PROGRAMS.  SUCH
TERM SHALL | NCLUDE AN EDUCATI ONAL PARTNERSHI P ORGANI ZATlI ON THAT RECEI VES
STUDENT AND/ OR PRI NCI PAL DATA FROM A SCHOOL DI STRICT TO CARRY OQUT ITS
RESPONSI Bl LI TI ES PURSUANT TO SECTI ON TWO HUNDRED ELEVEN-E OF TH S CHAP-
TER AND IS NOT AN EDUCATI ONAL AGENCY AS DEFI NED | N SUBPARAGRAPH THREE OF
PARAGRAPH A OF THI S SUBDI VI SION, AND A NOT-FOR-PROFI T CORPORATION OR
OTHER NON-PRCFI T ORGANI ZATI ON, OTHER THAN AN EDUCATI ONAL AGENCY, OR A
FOR- PROFI T CORPORATI ON OR BUSI NESS ENTITY THAT IS AFFILIATED WTH A
CHARTER SCHOOL AND PROVI DES MANAGEMENT ANDY OR OTHER SERVI CES TO SUPPORT
THE CHARTER SCHOOL | N ACCORDANCE W TH A CHARTER | SSUED PURSUANT TO ARTI -
CLE FIFTY-SI X OF TH S CHAPTER

B. (1) THE COW SSI ONER SHALL APPO NT A CHI EF PRIVACY OFFICER WTHI N
THE DEPARTMENT. THE CHI EF PRI VACY OFFI CER SHALL BE QUALI FI ED BY TRAI NI NG
OR EXPERIENCE IN STATE AND FEDERAL EDUCATI ON PRI VACY LAWS AND REGU-
LATIONS, CIVIL LIBERTIES, ANNUAL PROFESSI ONAL PERFORVMANCE REVI EW5,
| NFORVATI ON  TECHNOLOGY, AND | NFORVATI ON  SECURITY. THE CH EF PRI VACY
OFFI CER SHALL REPORT TO THE COW SSI ONER ON  MATTERS AFFECTI NG PRI VACY
AND THE SECURI TY OF STUDENT, TEACHER, AND PRI NCl PAL DATA.

(2) THE FUNCTI ONS OF THE CHI EF PRI VACY OFFI CER SHALL | NCLUDE, BUT NOT
BE LIMTED TO

(1) PROMOTI NG THE | MPLEMENTATI ON OF FAIR | NFORVATI ON PRACTI CES FOR
PRI VACY AND SECURI TY OF STUDENT DATA OR TEACHER OR PRI NCl PAL DATA,

(1) ASSI STI NG THE COVW SSI ONER | N HANDLI NG | NSTANCES OF DATA BREACHES
AS VELL AS ASSI STI NG THE COW SSI ONER | N DUE PROCESS PROCEEDI NGS REGARD-
I NG ANY ALLEGED BREACHES OF STUDENT DATA OR TEACHER OR PRI NCl PAL DATA,
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(1'1'l') PROVI DI NG ASSI STANCE TO EDUCATI ONAL AGENCI ES W THI N THE STATE ON
M N MUM STANDARDS AND BEST PRACTI CES ASSOCI ATED W TH PRI VACY AND THE
SECURI TY OF STUDENT DATA OR TEACHER OR PRI NCl PAL DATA,

(1V) FORMULATING A PROCEDURE W THI N THE DEPARTMENT WHEREBY PARENTS,
STUDENTS, TEACHERS, SUPERI NTENDENTS, SCHOOL BOARD MEMBERS, PRI NCI PALS,
AND OTHER PERSONS OR ENTITIES THE CH EF PRI VACY OFFI CER DETERM NES | S
APPROPRI ATE, MAY REQUEST | NFORVATI ON PERTAINING TO STUDENT DATA OR
TEACHER OR PRI NClI PAL DATA I N A TI MELY AND EFFI CI ENT MANNER;

(V) ASSISTING THE COW SSIONER I N ESTABLI SHI NG A PROTOCOL FOR THE
SUBM SSI ON OF COVPLAI NTS OF POSSI BLE BREACHES OF STUDENT DATA OR TEACHER
OR PRI NCI PAL DATA;

(V1) MAKI NG RECOVIVENDATI ONS AS NEEDED REGARDI NG PRI VACY AND THE SECU-
RITY OF STUDENT DATA ON BEHALF OF THE DEPARTMENT TO THE GOVERNOR, THE
SPEAKER OF THE ASSEMBLY, THE TEMPORARY PRESI DENT OF THE SENATE, AND THE
CHAI RS OF THE SENATE AND ASSEMBLY EDUCATI ON COMM TTEES;

(M) DEVELOPING WTH INPUT FROM THE NEW YORK STATE EDUCATI ONAL
CONFERENCE BOARD AND PARENTS, THE PARENTS Bl LL OF RI GHTS FOR DATA PRI VA-
CY AND SECURI TY; AND

(MII'1) ANY OTHER FUNCTI ONS THAT THE COWM SSI ONER SHALL DEEM APPROPRI -
ATE.

(3) THE CHI EF PRI VACY OFFI CER SHALL HAVE THE PONER TO

(1) ACCESS ALL RECORDS, REPORTS, AUDITS, REVI EW5, DOCUMENTS, PAPERS,
RECOMVENDATI ONS, AND OTHER MATERI ALS MAI NTAI NED BY AN EDUCATI ONAL AGENCY
THAT RELATE TO STUDENT DATA OR TEACHER OR PRI NCI PAL DATA;

(1'l) TO REVI EWAND COMVENT UPON ANY DEPARTMENT PROGRAM  PROPOSAL,
GRANT, OR CONTRACT THAT |INVOLVES THE PROCESSI NG OF STUDENT DATA OR
TEACHER OR PRI NCl PAL DATA BEFORE THE COW SSI ONER BEG NS OR AWARDS THE
PROGRAM PROPGOSAL, GRANT, OR CONTRACT; AND

(1'11) ANY OTHER POVWERS THAT THE COWM SSI ONER SHALL DEEM APPROPRI ATE.

(4) THE CHI EF PRI VACY OFFI CER SHALL SUBM T BY JANUARY FI RST, TWO THOU-
SAND FIFTEEN, AND EACH JANUARY FI RST THEREAFTER, A REPCRT QOUTLI NI NG A
SUMVARY OF ACTI VI TI ES, RECOMMENDATI ONS, COWPLAI NTS, AND STATUTORY, REGUJ-
LATORY OR DEPARTMENTAL CHANGES PERTAI NI NG TO THE PROTECTI ON OF STUDENT
DATA OR TEACHER OR PRI NC PAL DATA. THE REPORT SHALL BE SUBM TTED ON
BEHALF OF THE DEPARTMENT TO THE GOVERNOR, THE SPEAKER OF THE ASSEMBLY,
THE TEMPORARY PRESI DENT OF THE SENATE, AND THE CHAI RS OF THE SENATE AND
ASSEMBLY EDUCATI ON COWM TTEES. THE REPORT SHALL ALSO BE MADE PUBLICLY
AVAI LABLE ON THE DEPARTMENT' S WEBSI TE.

(5) THE CH EF PRI VACY COFFI CER MAY HOLD MORE THAN ONE POSI TION W THI N
THE DEPARTMENT; PROVI DED HOWEVER, THAT NO ADDI TIONAL POSITION WLL
| NTERFERE W TH THE DUTI ES OF THE CH EF PRI VACY OFFI CER OUTLINED IN TH S
PARAGRAPH.

C. (1) THE CH EF PRI VACY OFFI CER SHALL DEVELOP, WTH |INPUT FROM THE
NEW YORK STATE EDUCATI ONAL CONFERENCE BOARD AND PARENTS, A PARENTS BI LL
OF RI GHTS FOR DATA PRI VACY AND SECURI TY. THE PARENTS BI LL OF RIGHTS FOR
DATA PRI VACY AND SECURITY SHALL BE | NCLUDED W TH EVERY CONTRACT THE
DEPARTMENT OR EDUCATI ONAL AGENCY ENTERS | NTO W TH A THI RD PARTY CONTRAC-
TOR WHERE THE THI RD PARTY CONTRACTOR RECEI VES STUDENT DATA OR TEACHER OR
PRI NCI PAL DATA. EVERY TH RD PARTY CONTRACTOR THAT ENTERS |INTO A
CONTRACT WTH THE DEPARTMENT OR AN EDUCATI ONAL AGENCY WHERE THE THI RD
PARTY CONTRACTOR RECEI VES STUDENT DATA OR TEACHER OR PRI NCI PAL DATA
SHALL BE REQU RED TO AGREE IN WRITING TO ABI DE BY THE PROVI SI ONS SET
FORTH I N THE PARENTS BI LL OF RI GHTS FOR DATA PRI VACY AND SECURI TY. AT A
MN MUM  THE PARENTS BI LL OF RI GHTS FOR DATA PRI VACY AND SECURI TY SHALL
| NCLUDE:
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(1) WHO THE EXCLUSI VE PERSONS OR ENTITIES ARE THAT THE TH RD PARTY
CONTRACTOR WLL SHARE THE STUDENT DATA OR TEACHER OR PRI NCI PAL DATA
WTH, |F ANY,;

(I'') WHEN THE AGREEMENT EXPI RES AND WHAT HAPPENS TO THE STUDENT DATA
OR TEACHER OR PRI NClI PAL DATA UPON EXPI RATI ON OF THE AGREEMENT,;

(I'11) I'F AND HOW A PARENT, STUDENT, ELI G BLE STUDENT, TEACHER OR PRI N-
Cl PAL MAY CHALLENGE THE ACCURACY OF THE STUDENT DATA OR TEACHER OR PRI N-
Cl PAL DATA THAT IS COLLECTED,

(1'V) WHERE THE STUDENT DATA OR TEACHER OR PRINCIPAL DATA WLL BE
STORED, AND THE SECURI TY PROTECTI ONS TAKEN TO ENSURE SUCH DATA W LL BE
PROTECTED, | NCLUDI NG WHETHER SUCH DATA W LL BE ENCRYPTED, AND

(V) THE EXCLUSI VE PURPCSES FOR WHI CH THE STUDENT DATA OR TEACHER OR
PRI NCI PAL DATA W LL BE USED.

(2) THE COW SSI ONER SHALL PROMULGATE REGULATI ONS FOR A COMMENT PERI OD
VWHEREBY PARENTS MAY SUBM T COMVENTS AND SUGGESTI ONS TO THE CHI EF PRI VACY
OFFI CER TO BE CONSI DERED FOR I NCLUSI ON | N THE PARENTS BI LL OF RI GHTS FOR
STUDENT DATA PRI VACY AND SECURI TY.

(3) THE DEPARTMENT SHALL POST THE PARENTS BILL OF RI GHTS FOR STUDENT
DATA PRI VACY AND SECURI TY ON THE DEPARTMENT' S WEBSI TE. EACH EDUCATI ONAL
AGENCY THAT HAS AN | NTERNET WEBSI TE SHALL ALSO POST THE PARENTS BI LL OF
Rl GHTS FOR STUDENT DATA AND SECURI TY ON | TS WEBSI TE.

(4) THE PARENTS BILL OF RI GATS FOR STUDENT DATA PRI VACY AND SECURITY
SHALL BE COWPLETED W THI N ONE HUNDRED TWENTY DAYS AFTER THE EFFECTI VE
DATE OF THI S SuBDI VI SI ON.

D. (1) EACH EDUCATI ONAL AGENCY SHALL BE ABLE TO OPT-QUT OF HAVING THE
STUDENT DATA OR TEACHER OR PRI NC PAL DATA THAT THEY ARE REQUI RED TO
REPORT TO THE DEPARTMENT THROUGH STATE OR FEDERAL LAW OR REGULATI ON FROM
BEI NG UPLOADED BY THE DEPARTMENT TO THE DEPARTMENT'S EDUCATI ONAL DATA
PORTAL.

(2) NOTHING IN TH'S PARAGRAPH SHALL ALLOW AN EDUCATI ONAL AGENCY TO
FAIL TO COMPLY WTH ANY STUDENT DATA OR TEACHER OR PRI NC PAL DATA
REPORTI NG REQUI REMENTS TO THE DEPARTMENT AS REQUI RED BY STATE OR FEDERAL
LAW OR REGULATI ON.

E. THE CHEF PRIVACY OFFICER SHALL MAKE PUBLI CLY AVAI LABLE ON THE
DEPARTMENT' S WEBSI TE A COVPLETE LI ST OF ALL STUDENT OR TEACHER OR PRI N
Cl PAL DATA ELEMENTS COLLECTED W TH AN EXPLANATI ON AND/ OR LEGAL OR REGU
LATORY AUTHORI TY OUTLI NI NG THE REASONS SUCH DATA ELEMENTS ARE COLLECTED.

F. (1) EACH TH RD PARTY CONTRACTOR THAT RECEIVES STUDENT DATA OR
TEACHER OR PRI NCl PAL DATA PURSUANT TO A CONTRACT OR OTHER WRI TTEN AGREE-
MENT W TH AN EDUCATI ONAL ACGENCY SHALL BE REQUI RED TO NOTI FY SUCH EDUCA-
TI ONAL AGENCY OF ANY BREACH OF SECURITY RESULTING |IN AN UNAUTHCRI ZED
RELEASE OF SUCH DATA I'N VI OLATI ON OF APPLI CABLE STATE OR FEDERAL LAW
THE PARENTS Bl LL OF RI GHTS FOR STUDENT DATA PRI VACY AND SECURITY, THE
DATA PRIVACY AND SECURITY PCLICIES OF THE EDUCATI ONAL AGENCY AND/ OR
Bl NDI NG CONTRACTUAL OBLI GATI ONS RELATI NG TO DATA PRI VACY AND SECURITY,
IN THE MOST EXPEDI ENT WAY POSSI BLE AND W THOUT REASONABLE DELAY. THE
EDUCATI ONAL AGENCY SHALL, UPON NOTI FI CATI ON BY THE TH RD PARTY CONTRAC
TOR, BE REQUI RED TO REPORT TO THE CH EF PRI VACY OFFI CER ANY SUCH BREACH
OF SECURI TY AND UNAUTHORI ZED RELEASE OF SUCH DATA AND TO REPORT SUCH
BREACH AND UNAUTHORI ZED RELEASE TO LAW ENFORCEMENT | N THE MOST EXPEDI ENT
WAY PCSSI BLE AND W THOUT UNREASONABLE DELAY.

(2) IN THE CASE OF AN UNAUTHORI ZED RELEASE OF STUDENT DATA, THE EDUCA-
TI ONAL  AGENCY, OR THE THI RD PARTY CONTRACTOR | NVOLVED, SHALL NOTI FY THE
PARENT OR ELI G BLE STUDENT OF THE UNAUTHORI ZED RELEASE OF STUDENT DATA
THAT | NCLUDES PERSONALLY | DENTI FI ABLE | NFORVATION FROM THE STUDENT
RECORDS OF SUCH STUDENT I N THE MOST EXPEDI ENT WAY POSSI BLE AND W THOUT
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UNREASONABLE DELAY. IN THE CASE OF AN UNAUTHORI ZED RELEASE OF TEACHER OR
PRI NCl PAL DATA, THE EDUCATI ONAL AGENCY, OR THE THI RD PARTY CONTRACTOR
I NVOLVED, SHALL NOTI FY EACH AFFECTED TEACHER OR PRI NCI PAL OF THE UNAU-
THORI ZED RELEASE OF DATA THAT | NCLUDES PERSONALLY | DENTI FI ABLE | NFORNMA-
TI ON FROM THE TEACHER OR PRI NClI PAL'S ANNUAL PROFESSI ONAL PERFORMANCE
REVIEW IN THE MOST EXPEDI ENT WAY POSSI BLE AND W THOUT UNREASONABLE
DELAY.

(3) FAILURE TO NOTIFY AGAINST PUBLIC POLICY. (1) A TH RD PARTY
CONTRACTOR SHALL NOT FAIL TO NOTI FY THE EDUCATI ONAL AGENCY OR PARENT,
ELI G BLE STUDENT, TEACHER OR PRI NCl PAL, AS APPLI CABLE, I N THE MOST EXPE-
DI ENT WAY POSSI BLE AND W THOUT UNREASONABLE DELAY.

(1) EACH VI OLATI ON OF CLAUSE (I) OF THI S SUBPARAGRAPH SHALL CONSTI -
TUTE A CLASS E FELONY, AND SHALL BE PUNI SHABLE BY A ClIVIL PENALTY OF THE
GREATER OF FIVE THOUSAND DOLLARS OR UP TO TEN DCOLLARS PER | NSTANCE OF
FAI LED NOTI FI CATI ON, PROVI DED THAT THE LATTER AMOUNT SHALL NOT EXCEED
ONE HUNDRED FI FTY THOUSAND DCLLARS.

G |IF THE CH EF PRI VACY OFFI CER DETERM NES THAT A TH RD PARTY CONTRAC-
TOR, [|IN VIOLATI ON OF APPLI CABLE STATE OR FEDERAL LAW THE DATA PRI VACY
AND SECURI TY POLI Cl ES OF THE EDUCATI ONAL AGENCY AND/ OR BI NDI NG CONTRAC
TUAL OBLI GATI ONS RELATI NG TO DATA PRI VACY AND SECURI TY, HAS RE- RELEASED
ANY STUDENT DATA OR TEACHER OR PRI NCl PAL DATA RECEI VED FROM AN EDUCA-
TIONAL  AGENCY TO ANY PERSON OR ENTITY NOT AUTHORI ZED BY LAW TO RECEI VE
SUCH DATA PURSUANT TO A LAWFUL SUBPCENA OR OTHERW SE, THE CH EF PRI VACY
OFFI CER, AFTER AFFORDI NG THE THI RD PARTY CONTRACTOR W TH NOTI CE AND AN
OPPORTUNI TY TO BE HEARD, SHALL BE AUTHORI ZED TO

(1) ORDER THAT THE THI RD PARTY CONTRACTOR BE PRECLUDED FROM ACCESSI NG
STUDENT DATA OR TEACHER OR PRINC PAL DATA, AS APPLI CABLE, FROM THE
EDUCATI ONAL AGENCY FROM WHI CH THE CONTRACTOR OBTAI NED THE DATA THAT WAS
| MPROPERLY DI SCLOSED FOR A FI XED PERI CD OF UP TO FI VE YEARS; AND/ OR

(2) ORDER THAT A TH RD PARTY CONTRACTOR WHO KNOW NGLY AND RECKLESSLY
ALLOAS FOR THE UNAUTHORI ZED RELEASE OF STUDENT DATA OR TEACHER OR PRI N
Cl PAL DATA BE PRECLUDED FROM ACCESSI NG STUDENT DATA OR TEACHER OR PRI N-
Cl PAL DATA FROM ANY EDUCATI ONAL AGENCY | N THE STATE FOR A FI XED PERI OD
OF UP TO FI VE YEARS; AND/ OR

(3) ORDER, I N THE CASE OF AN EDUCATI ONAL AGENCY THAT IS A PUBLI C ACGEN-
Cy SUBJECT TO COWPETITIVE BIDDING REQU REMENTS, THAT A TH RD PARTY
CONTRACTOR VWHO KNOW NGLY AND RECKLESSLY ALLOWS FOR THE UNAUTHORI ZED
RELEASE OF STUDENT DATA OR TEACHER OR PRI NCl PAL DATA, THAT THE THI RD
PARTY CONTRACTOR SHALL NOT BE DEEMED A RESPONSI BLE Bl DDER OR OFFERER ON
ANY CONTRACT WTH THE EDUCATI ONAL ACGENCY FROM WH CH THE CONTRACTOR
OBTAI NED THE DATA THAT WAS | MPROPERLY DI SCLOSED THAT | NVOLVES THE SHAR-
ING OF STUDENT DATA OR TEACHER OR PRI NCI PAL DATA, AS APPL| CABLE FOR
PURPOSES OF THE PROVI SI ONS OF SECTI ON ONE HUNDRED THREE OF THE GENERAL
MUNI CI PAL LAW OR PARAGRAPH C OF SUBDI VI SI ON TEN OF SECTI ON ONE HUNDRED
SI XTY- THREE OF THE STATE FI NANCE LAW AS APPLI CABLE, FOR A FI XED PERI OD
OF UP TO FI VE YEARS; AND/ OR

(4) REQURE THE TH RD PARTY CONTRACTOR TO PROVI DE TRAI NI NG AT THE
CONTRACTOR S EXPENSE ON THE FEDERAL AND STATE LAW GOVERNI NG CONFI DEN-
TIALITY OF STUDENT DATA AND/OR TEACHER OR PRI NC PAL DATA AND THE
PROVI SIONS OF THI'S SUBDI VI SI ON TO ALL I TS OFFI CERS AND EMPLOYEES W TH
ACCESS TO SUCH DATA, PRIOR TO BEING PERM TTED TO RECEI VE SUBSEQUENT
ACCESS TO SUCH DATA FROM THE EDUCATI ONAL AGENCY FROM WHI CH THE CONTRAC-
TOR OBTAINED THE DATA THAT WAS | MPROPERLY DI SCLOSED OR FROM ANY EDUCA-
TI ONAL AGENCY; AND/ OR

(5 IF 1T 1S DETERM NED THAT THE UNAUTHORI ZED RELEASE OF STUDENT DATA
OR TEACHER OR PRI NCI PAL DATA ON THE PART OF THE TH RD PARTY CONTRACTOR
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WAS | NADVERTENT AND DONE W THOUT | NTENT OR GRCSS NEGLI GENCE, THE COW S-
SI ONER MAY DETERM NE THAT NO PENALTY BE | SSUED UPON THE THI RD PARTY
CONTRACTOR.

H THE COW SSI ONER, | N CONSULTATION WTH THE CH EF PRI VACY OFFI CER,
SHALL PROMULGATE REGULATI ONS ESTABLI SHI NG PROCEDURES TO | MPLEMENT THE
PROVI SIONS OF THI'S SUBDI VI SI ON, | NCLUDI NG BUT NOT LI M TED TO PROCEDURES
FOR THE SUBM SSI ON OF COVPLAI NTS FROM PARENTS AND/ OR PERSONS | N PARENTAL
RELATI ON TO STUDENTS, CLASSROOM TEACHERS OR BU LDI NG PRI NC PALS, OR
OTHER STAFF OF AN EDUCATI ONAL AGENCY, MAKI NG ALLEGATI ONS OF | MPROPER
DI SCLOSURE OF STUDENT DATA AND/ R TEACHER OR PRI NCl PAL DATA BY A THRD
PARTY CONTRACTOR OR | TS OFFI CERS OR EMPLOYEES THAT MAY BE SUBJECT TO THE
SANCTI ONS  SET FORTH | N PARAGRAPH G OF THI'S SUBDI VI SI ON. UPON RECEI PT OF
A COVPLAINT OR OTHER | NFORVATI ON | NDI CATING THAT SUCH AN | MPROPER
DISCLOSURE BY A TH RD PARTY CONTRACTOR MAY HAVE OCCURRED, THE CHI EF
PRI VACY OFFI CER SHALL BE AUTHORI ZED TO | NVESTI GATE, VISIT, EXAM NE AND
INSPECT THE TH RD PARTY CONTRACTOR S FACI LI TI ES AND RECORDS AND | SSUE
ANY SUBPOENAS DEEMED NECESSARY TO OBTAI N DOCUMENTATI ON FROM OR REQUI RE
THE TESTI MONY OF, ANY PARTY RELATI NG TO THE ALLEGED | MPROPER DI SCLOSURE
OF STUDENT DATA OR TEACHER OR PRI NCl PAL DATA.

. THE COW SSI ONER, | N CONSULTATION WTH THE CH EF PRI VACY OFFI CER
SHALL PROMULGATE REGULATI ONS ESTABLI SHI NG M NI MUM STANDARDS FOR EDUCA-
TI ONAL AGENCY DATA SECURI TY AND PRI VACY POLI CI ES AND SHALL DEVELOP ONE
OR MORE MODEL PCLI CI ES FOR USE BY EDUCATI ONAL AGENCI ES. EACH EDUCATI ONAL
AGENCY, BY NO LATER THAN NI NETY DAYS AFTER THE EFFECTI VE DATE OF TH S
SUBDI VI SI ON, SHALL ENSURE THAT IT HAS A POLICY ON DATA SECURITY AND
PRIVACY |IN PLACE THAT |I'S CONSI STENT W TH APPLI CABLE STATE AND FEDERAL
LAWS AND APPLI ES TO STUDENT DATA AND, WHERE APPLI CABLE, TO TEACHER OR
PRI NCl PAL DATA. SUCH POLICY SHALL BE PUBLI SHED ON THE WEBSI TE OF THE
EDUCATI ONAL AGENCY, | F SUCH EDUCATI ONAL AGENCY HAS AN | NTERNET WEBSI TE,
AND NOTI CE OF SUCH POLI CY SHALL BE PROVI DED TO ALL OFFI CERS AND EMPLOY-
EES OF THE EDUCATI ONAL AGENCY. AS APPLI ED TO STUDENT DATA, SUCH PCQLICY
SHALL PROVIDE ALL PROTECTIONS AFFORDED TO PARENTS AND PERSONS | N
PARENTAL RELATI ONSHI PS, OR STUDENTS WHERE APPLI CABLE, REQUI RED UNDER THE
FAM LY EDUCATI ONAL RI GHTS AND PRI VACY ACT, SECTI ON TWELVE HUNDRED THI R-
TY-TWO-G OF TI TLE TWENTY OF THE UNI TED STATES CODE, WHERE APPLI CABLE THE
I NDI VI DUALS W TH DI SABI LI TI ES EDUCATI ON ACT, SECTI ONS FOURTEEN HUNDRED,
ET. SEQ OF TITLE TWENTY OF THE UNI TED STATES CODE, AND THE FEDERAL
REGULATI ONS | MPLEMENTI NG SUCH STATUTES. EACH EDUCATI ONAL AGENCY SHALL
ENSURE THAT | T HAS I N PLACE PROVI SIONS I N I TS CONTRACTS W TH THI RD PARTY
CONTRACTORS OR | N SEPARATE DATA SHARI NG AND CONFI DENTI ALI TY AGREEMENTS
THAT REQUI RE THAT CONFI DENTI ALI TY OF THE SHARED STUDENT DATA OR TEACHER
OR PRI NCI PAL DATA BE MAI NTAI NED | N ACCORDANCE W TH FEDERAL AND STATE LAW
AND THE EDUCATI ONAL AGENCY' S POLI CY ON DATA SECURI TY AND PRI VACY.

J. EACH EDUCATI ONAL AGENCY THAT ENTERS | NTO A CONTRACT OR OTHER WRI T-
TEN AGREEMENT WTH A TH RD PARTY CONTRACTOR UNDER VWH CH THE THI RD PARTY
CONTRACTOR W LL RECEI VE STUDENT DATA OR TEACHER OR PRI NCI PAL DATA SHALL
ENSURE THAT SUCH CONTRACT OR AGREEMENT | NCLUDE A DATA SECURI TY AND
PRI VACY PLAN THAT OUTLI NES HOW ALL STATE, FEDERAL, AND LOCAL DATA SECU-
RI TY AND PRI VACY CONTRACT REQUI REMENTS W LL BE | MPLEMENTED OVER THE LI FE
OF THE CONTRACT, CONSI STENT W TH THE EDUCATI ONAL AGENCY' S PCLI CY ON DATA
SECURI TY AND PRI VACY. SUCH PLAN SHALL | NCLUDE, BUT SHALL NOT BE LI M TED
TO, A SIGNED COPY OF THE PARENTS BILL OF RIGATS FOR DATA PRI VACY AND
SECURI TY, AND A REQUI REMENT THAT ANY OFFI CERS OR EMPLOYEES OF THE THI RD
PARTY CONTRACTOR WHO HAVE ACCESS TO STUDENT DATA OR TEACHER OR PRI NCI PAL
DATA HAVE RECEI VED OR W LL RECElI VE TRAI NI NG ON THE FEDERAL AND STATE LAW
GOVERNI NG CONFI DENTI ALI TY OF SUCH DATA PRI OR TO RECEI VI NG ACCESS.
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K. (1)(1) EACH VI OLATI ON OF ANY PROVISION OF THIS SECTION BY A TH RD
PARTY CONTRACTOR SHALL BE PUN SHABLE BY A CIVIL PENALTY OF UP TO ONE
THOUSAND DOLLARS; A SECOND VI OLATI ON BY THE SAME THI RD PARTY CONTRACTOR
| N\VOLVING THE SAME STUDENT DATA OR TEACHER OR PRI NCI PAL DATA SHALL BE
PUNI SHABLE BY A CIVIL PENALTY OF UP TO FI VE THOUSAND DOLLARS; ANY SUBSE-
QUENT VI OLATION BY THE SAVE THI RD PARTY CONTRACTOR | NVOLVI NG THE SAME
STUDENT DATA OR TEACHER OR PRI NCl PAL DATA SHALL BE PUNI SHABLE BY A ClVIL
PENALTY OF UP TO TEN THOUSAND DOLLARS.

(1'l) EACH VI OLATION OF THI'S SUBDI VI SI ON SHALL BE CONSI DERED A SEPARATE
VI OLATI ON FOR PURPCSES OF Cl VI L PENALTI ES.

(2) THE ATTORNEY GENERAL SHALL HAVE THE AUTHORI TY TO ENFORCE COWPLI -
ANCE WTH THI' S SECTI ON BY | NVESTI GATI ON AND SUBSEQUENT COMVENCEMENT OF A
ClVIL ACTION TO SEEK ClVIL PENALTIES FOR VI OLATIONS OF THI S SECTI ON, AND
TO SEEK APPROPRI ATE | NJUNCTIVE RELIEF. I N CARRYI NG OUT SUCH | NVESTI -
GATI ON AND | N MAI NTAI NI NG SUCH ClIVIL ACTI ON LOCAL LAW ENFORCEMENT ARE
AUTHORI ZED TO SUBPCENA W TNESSES, COWPEL THEI R ATTENDANCE, EXAM NE THEM
UNDER OATH AND REQUI RE THAT ANY BOCKS, RECORDS, DOCUMENTS, PAPERS, OR
ELECTRONI C RECORDS RELEVANT OR MATERI AL TO THE | NQUI RY BE TURNED OVER
FOR | NSPECTI ON, EXAM NATI ON OR AUDI T, PURSUANT TO THE Cl VIL PRACTI CE LAW
AND RULES.

(3) NOTHI NG CONTAINED IN THI S SUBDI VI SI ON SHALL BE CONSTRUED AS CREAT-
I NG A PRI VATE RI GHT OF ACTI ON AGAI NST THE DEPARTMENT OR AN EDUCATI ONAL
AGENCY.

L. NOTHING IN THIS SECTION SHALL LIMT THE ADM NI STRATI VE USE OF
STUDENT DATA OR TEACHER OR PRI NClI PAL DATA BY A PERSON ACTI NG EXCLUSI VELY
IN THE PERSON' S CAPACI TY AS AN EMPLOYEE OF AN EDUCATI ONAL AGENCY OR OF
THE STATE OR ANY OF | TS POLI TI CAL SUBDI VI SI ONS, ANY COURT OR THE FEDERAL
GOVERNVENT THAT | S OTHERW SE REQUI RED BY LAW

S 2. Subdivision 7 of section 156.00 of the penal |aw, as added by
chapter 558 of the |laws of 2006, is amended and three new subdivisions
10, 11 and 12 are added to read as foll ows:

7. "Access" nmeans to instruct, comunicate wth, store data in,
retrieve from or otherw se nmake use of any resources of a conputer,
physically, directly or by electronic means; |NCLUD NG DI SSEM NATI ON OF
DATA.

10. " EDUCATI ONAL AGENCY" MEANS AN EDUCATI ONAL AGENCY AS SUCH TERM IS
DEFINED | N SUBDI VISI ON FORTY- FOUR OF SECTI ON THREE HUNDRED FI VE OF THE
EDUCATI ON LAW AN EDUCATI ONAL AGENCY AS SO DEFINED SHALL BE DEEMED A
GOVERNMENTAL | NSTRUVENTALI TY FOR PURPOSES OF THI S ARTI CLE.

11. "TH RD PARTY CONTRACTOR' MEANS A THI RD PARTY CONTRACTOR AS DEFI NED
I N SUBDI VI SI ON FORTY- FOUR OF SECTI ON THREE HUNDRED FI VE OF THE EDUCATI ON
LAW

12. "EDUCATI ONAL COWUTER MATERI AL" MEANS PERSONALLY | DENTI FI ABLE
| NFORVMATI ON FROM STUDENT RECORDS OR CONFI DENTI AL ANNUAL PROFESSI ONAL
PERFORVANCE REVIEWS OF CLASSROOM TEACHERS OR PRI NCI PALS, OF A SCHOOL
DI STRI CT, BOARD OF COOPERATI VE EDUCATI ONAL SERVI CES, SCHOOL, | NSTI TUTI ON
OF H GHER EDUCATI ON, OR THE STATE EDUCATI ON DEPARTMENT.

S 3. Section 156.30 of the penal |aw, as anended by chapter 590 of the
| aws of 2008, is anended to read as foll ows:

S 156. 30 Unl awful duplication of conmputer related material in the first
degr ee.

A person is guilty of unlawful duplication of conputer related MATERI -
AL in the first degree [material] when having no right to do so, he or
she copi es, reproduces or duplicates in any manner:
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1. any conputer data or conputer program and thereby intentionally and
wrongfully deprives or appropriates froman ower thereof an economnc
val ue or benefit in excess of two thousand five hundred dollars;[or]

2. any conputer data or conmputer programwi th an intent to commt or
attenpt to commit or further the comm ssion of any felony[.]; OR

3. EDUCATI ONAL COVPUTER MATERIAL WTH THE |INTENT TO DI SSEM NATE |IN
VI OLATI ON OF SECTI ON THREE HUNDRED FI VE OF THE EDUCATI ON LAW

Unl awful duplication of conputer related naterial in the first degree
is a class E fel ony.

S 4. Section 165.45 of the penal |aw is anmended by adding a new subdi -
vision 8 to read as foll ows:

8. THE PROPERTY CONSI STS OF EDUCATI ONAL COVPUTER MATERI AL AS DEFI NED
I N ARTI CLE ONE HUNDRED FI FTY-SI X OF TH' S CHAPTER.

S 5. This act shall take effect on the ninetieth day after it shall
have becone a | aw, provided, however, the comr ssioner of education
shall wthin one hundred twenty days after it shall have becone | aw,
devel op a parents bill of rights for student data privacy and security.



