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STATE OF NEW YORK
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2013- 2014 Regul ar Sessi ons
I N ASSEMBLY
January 29, 2013

Introduced by M of A PEOPLES-STOKES -- read once and referred to the
Committee on Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to destruction of
personal information stored on copiers, facsimle machines or nulti-
functi on devices

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by addi ng a new section
349-e to read as foll ows:

S 349-E. DESTRUCTION OF PERSONAL | NFORVATION STORED ON COPI ERS
FACSI M LE MACHI NES OR MULTI FUNCTI ON DEVI CES. 1. FOR THE PURPCSES OF THI S
SECTI ON:

(A) "DATA STORAGE DEVI CE' MEANS ANY DEVI CE THAT STORES | NFORMATION OR
DATA FROM ANY ELECTRONI C OR OPTI CAL MEDI UM | NCLUDI NG W THOUT LI M TA-
TION, A COWUTER, CELLULAR TELEPHONE, MAGNETI C TAPE, ELECTRONI C COMPUTER
DRI VE AND OPTI CAL COVPUTER DRI VE, AND THE MEDI UM | TSELF

(B) "ENCRYPTI ON' MEANS THE PROTECTI ON OF DATA | N ELECTRONI C OR OPTI CAL
FORM | N STORAGE OR IN TRANSIT, USING (1) AN ENCRYPTION TECHNOLOGY
VH CH HAS BEEN ADOPTED BY AN ESTABLI SHED STANDARDS SETTI NG BODY, | NCLUD-
ING WTHOUT LIMTATION, THE FEDERAL | NFORMVATI ON PROCESSI NG STANDARDS
| SSUED BY THE NATI ONAL | NSTI TUTE OF STANDARDS AND TECHNOLOGY, OR ITS
SUCCESSOR ORGANI ZATI ON, AND WH CH RENDERS SUCH DATA | NDECI PHERABLE | N
THE ABSENCE OF ASSOCI ATED CRYPTOGRAPHI C KEYS NECESSARY TO ENABLE
DECRYPTI ON OF SUCH DATA; AND (I11) APPROPRI ATE MANAGEMENT AND SAFEGUARDS
OF CRYPTOGRAPHI C KEYS TO PROTECT THE I NTEGRITY OF THE ENCRYPTI ON USI NG
GUI DELI NES PROMULGATED BY AN ESTABLI SHED STANDARDS SETTI NG BODY, | NCLUD-
ING WTHOUT LIMTATION, THE NATI ONAL | NSTI TUTE OF STANDARDS AND TECH
NOLOGY OR I TS SUCCESSOR ORGANI ZATI ON.

(O "MJLTI FUNCTI ON DEVI CE" MEANS A MACHI NE THAT | NCORPORATES THE FUNC-
TI ONALLY OF MULTI PLE DEVI CES, WHI CH MAY | NCLUDE A PRI NTER, COPI ER, SCAN-

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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NER, FACSI M LE MACHI NE OR ELECTRONI C MAI L TERM NAL, TO PROVIDE FOR THE
CENTRALI ZED MANAGEMENT, DI STRI BUTI ON OR PRODUCTI ON OF DOCUMENTS.

2. A BUSI NESS ENTITY OR DATA COLLECTOR THAT OMNS OR POSSESSES A COPI -
ER, FACSIM LE MACH NE OR MULTI FUNCTI ON DEVICE WHI CH USES A DATA STORE
DEVICE TO STORE, REPRODUCE, TRANSM T OR RECElI VE DATA OR | MAGES THAT MAY
CONTAI N PERSONAL | NFORVATI ON SHALL, BEFORE THE BUSI NESS ENTITY OR DATA
COLLECTOR RELI NQUI SHES OWNERSHI P, PHYSI CAL CUSTODY OR CONTROL OF THE
COPI ER, FACSIM LE MACHI NE OR MULTI FUNCTION DEVICE TO ANOTHER PERSON,
ENSURE THAT ANY PERSONAL | NFORMATI ON WHICH | S STORED ON THE DATA STORAGE
DEVI CE OF THE COPI ER, FACSI M LE MACHI NE OR MULTI FUNCTI ON DEVI CE | S:

(A) SECURED THROUGH THE USE OF ENCRYPTI ON; OR

(B) DESTROYED THROUGH THE USE OF A PHYSI CAL OR TECHNOLOG CAL METHOD
THAT HAS BEEN ADOPTED BY AN ESTABLI SHED STANDARDS SETTI NG BODY, | NCLUD-
ING WTHOUT LI M TATION, A METHOD PRESCRI BED BY THE MOST RECENT VERSI ON
OF THE FEDERAL | NFORMATI ON PROCESSI NG STANDARDS | SSUED BY THE NATI ONAL
| NSTI TUTE OF STANDARDS AND TECHNOLOGY OR | TS SUCCESSOR ORGANI ZATI ON.

3. | F A BUSINESS ENTITY OR DATA COLLECTOR USES OR POSSESSES A COPI ER,
FACSI M LE MACHI NE OR MULTI FUNCTI ON DEVICE WHICH USES A DATA STORAGE
DEVICE TO STORE, REPRODUCE, TRANSM T OR RECElI VE DATA OR | MAGES THAT MAY
CONTAI N PERSONAL | NFORMATI ON PURSUANT TO A LEASE AGREEMENT OR RENTAL
CONTRACT, THE OMNER OR LESSOR OF THE COPI ER, FACSI M LE MACHI NE OR MULTI -
FUNCTI ON DEVICE SHALL, AS SOON AS PRACTI CABLE AFTER THE TERM NATI ON OR
CANCELLATI ON OF THE LEASE AGREEMENT OR RENTAL CONTRACT, OR UPON ASSUM NG
PHYSI CAL CUSTODY OR CONTROL OF THE COPI ER, FACSIM LE MACHINE OR MJLTI -
FUNCTI ON DEVI CE, ENSURE THAT ANY PERSONAL | NFORMVATI ON WHI CH | S STORED ON
THE DATA STORAGE DEVI CE OF THE COPI ER, FACSI M LE MACHI NE OR MULTI FUNC-
TI ON DEVI CE | S DESTROYED THROUGH THE USE OF A PHYSI CAL OR TECHNOLOG CAL
METHOD THAT HAS BEEN ADOPTED BY AN ESTABLI SHED STANDARDS SETTI NG BODY,
| NCLUDI NG W THOUT LI M TATI ON, A METHOD PRESCRI BED BY THE MOST RECENT
VERSION OF THE FEDERAL | NFORMATI ON PROCESSI NG STANDARDS | SSUED BY THE
NATI ONAL | NSTI TUTE OF STANDARDS AND TECHNOLOGY OR I TS SUCCESSOR ORGAN
| ZATI ON.

4. THE PROVI SI ONS OF SUBDI VI SI ONS TWO AND THREE OF THI' S SECTI ON DO NOT
APPLY TO A COPIER, FACSIM LE MACHI NE OR MULTI FUNCTI ON DEVICE WHICH | S
USED OR CONFI GURED I N SUCH A WAY AS TO PREVENT THE STORAGE OF DATA OR
| MAGES THAT MAY CONTAI N PERSONAL | NFORMATI ON.

S 2. This act shall take effect on the ninetieth day after it shall
have becone a | aw



