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STATE OF NEW YORK

2049
2013- 2014 Regul ar Sessi ons
I N ASSEMBLY
( PREFI LED)
January 9, 2013

I ntroduced by M of A KAVANAGH -- read once and referred to the Comit -
tee on Econom c Devel opnent

AN ACT to amend the general business law, in relation to establishing
"the conputer security act”

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Section 150 of +the general business |aw is renunbered
section 154.
S 2. The general business |law is anended by adding a new article 9-D
to read as foll ows:
ARTI CLE 9-D
THE COMPUTER SECURI TY ACT
SECTI ON 150. SHORT TI TLE.
151. DEFI NI TI ONS.
152. UNLAWFUL ACTS | NVOLVI NG COVPUTER SOFTWARE.
153. PENALTI ES.
153-A IMVUNITY FROM LI ABI LI TY FOR VI OLATI ONS
153-B. PREEMPTI NG OTHER JURI SDI CTlI ONAL ACTI ONS ABOUT SPYWARE
S 150. SHORT TITLE. TH' S ACT SHALL BE KNOAN AND MAY BE Cl TED AS " THE
COWUTER SECURI TY ACT."
S 151. DEFINITIONS. FOR PURPCSES OF THI S ARTI CLE, THE FOLLOW NG TERMS
SHALL HAVE THE FOLLOW NG MEANI NGS
1. "ADVERTI SEMENT" MEANS A COVMUNI CATI ON, THE PRI MARY PURPOSE OF WHI CH
| S THE COMVERCI AL PROMOTI ON OF A COMMVERCI AL PRODUCT OR SERVI CE, | NCLUD-
| NG CONTENT ON AN | NTERNET WEBSI TE OPERATED FOR A COMVERCI AL PURPCSE
2. "AUTHORI ZED USER," W TH RESPECT TO A COWPUTER, MEANS A PERSON WHO
OMS OR | S AUTHORI ZED BY THE OMNER OR LESSEE TO USE THE COMPUTER
3. "CAUSE TO BE COPI ED' MEANS TO DI STRI BUTE OR TRANSFER COVPUTER SOFT-
WARE OR ANY COVPONENT THEREOF. SUCH TERM SHALL NOT | NCLUDE PROVI DI NG

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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A. TRANSM SSI ON, ROUTI NG, PROVI S| ON OF | NTERVEDI ATE TEMPORARY STORAGE,
OR CACHI NG OF SOFTWARE;

B. A STORAGE MEDIUM SUCH AS A COVPACT DI SK, WEBSITE, OR COVPUTER
SERVER, THROUGH WHI CH THE SOFTWARE WAS DI STRI BUTED BY A THI RD PARTY: OR

C. AN | NFORMATI ON LOCATI ON TOOL, SUCH AS A DI RECTORY, |NDEX, REFER
ENCE, PO NTER, OR HYPERTEXT LINK, THROUGH WH CH THE USER OF THE COVPUTER
LOCATED THE SOFTWARE.

4. "COMPUTER SOFTWARE" MEANS A SEQUENCE OF | NSTRUCTI ONS VR TTEN | N ANY
PROGRAMM NG LANGUAGE THAT |'S EXECUTED ON A COMPUTER. SUCH TERM SHALL NOT
INCLUDE A TEXT OR DATA FILE, A WEB PAGE, OR A DATA COVPONENT OF A VEB
PAGE THAT |'S NOT EXECUTABLE | NDEPENDENTLY OF THE WEB PAGE.

5. "COWPUTER VIRUS' MEANS A COWPUTER PROGRAM OR OTHER SET OF
| NSTRUCTI ONS THAT | S DESI GNED TO DEGRADE THE PERFORMANCE OF OR DI SABLE A
COVPUTER OR COMPUTER NETWORK  AND |'S DESI GNED TO HAVE THE ABI LI TY TO
REPLI CATE | TSELF ON OTHER COMPUTERS OR COWPUTER NETWORKS W THOUT THE
AUTHORI ZATI ON OF THE OANERS OF THOSE COMPUTERS OR COMPUTER NETWORKS.

6. "CONSUMER' MEANS AN | NDI VI DUAL WHO RESI DES I N THI' S STATE AND WHO
USES THE COVPUTER | N QUESTI ON PRI MARI LY FOR PERSONAL, FAM LY, OR HOUSE-
HOLD PURPCSES.

7. "DAMAGE" MEANS ANY SIGNIFICANT |MPAIRVENT TO THE I NTEGRI TY OR
AVAI LABI LI TY OF DATA, SOFTWARE, A SYSTEM OR | NFORMVATI ON.

8. "EXECUTE," WHEN USED W TH RESPECT TO COMPUTER SOFTWARE, MEANS THE
PERFORMANCE OF THE FUNCTI ONS OR THE CARRYI NG OUT OF THE | NSTRUCTI ONS OF
THE COVPUTER SOFTWARE.

9. "I NTENTI ONALLY DECEPTI VE' MEANS ANY OF THE FOLLOW NG

A. BY MEANS OF AN | NTENTI ONALLY AND MATERIALLY FALSE OR FRAUDULENT
STATENMENT;

B. BY MEANS OF A STATEMENT OR DESCRI PTI ON THAT | NTENTI ONALLY OM TS OR
M SREPRESENTS MATERI AL | NFORMATI ON | N ORDER TO DECEl VE THE CONSUMER, OR

C. BY MEANS OF AN | NTENTI ONAL AND MATERI AL FAILURE TO PROVIDE ANY
NOTI CE TO AN AUTHORI ZED USER REGARDI NG THE DOWNLOAD OR | NSTALLATI ON OF
SOFTWARE | N ORDER TO DECEI VE THE CONSUMER.

10. "I NTERNET" MEANS THE GLOBAL | NFORMATI ON SYSTEM THAT 1S LOG CALLY
LI NKED TOGETHER BY A GLOBALLY UNI QUE ADDRESS SPACE BASED ON THE | NTERNET
PROTOCOL OR | TS SUBSEQUENT EXTENSI ONS; THAT |'S ABLE TO SUPPORT COMMUNI -
CATI ONS USI NG THE TRANSM SSI ON CONTROL PROTOCOL/ | NTERNET PROTOCOL SUI TE,
| TS SUBSEQUENT EXTENSI ONS, OR OTHER | NTERNET PROTOCOL COVPATI BLE PROTO-
COLS; AND THAT PROVI DES, USES, OR MAKES ACCESSI BLE, ElI THER PUBLICLY OR
PRI VATELY, H GH LEVEL SERVI CES LAYERED ON THE COMMUNI CATI ONS AND RELATED
| NFRASTRUCTURE DESCRI BED I N TH' S SUBDI VI SI ON.

11. "PERSON' MEANS ANY | NDI VI DUAL, PARTNERSHI P, CORPORATION, LI M TED
LI ABI LI TY COVPANY, OR OTHER ORGANI ZATI ON, OR ANY COVBI NATI ON THERECF.

12. "PERSONALLY | DENTI FI ABLE | NFORMATI ON' MEANS ANY OF THE FOLLOW NG

A. A FIRST NAVE OR FIRST INITIAL | N COVBI NATION W TH A LAST NAMNE;

B. CREDIT OR DEBI T CARD NUMBERS OR OTHER FI NANCI AL ACCOUNT NUVBERS;

C. A PASSWORD OR PERSONAL | DENTI FI CATI ON NUMBER REQUI RED TO ACCESS AN
| DENTI FI ED FI NANCI AL ACCOUNT;

D. A SOCI AL SECURI TY NUMBER, OR

E. ANY OF THE FOLLOW NG | NFORMATI ON | N A FORM THAT PERSONALLY | DENTI -
FI ES AN AUTHORI ZED USER:

(1) ACCOUNT BALANCES;

(2) OVERDRAFT HI STORY;

(3) PAYMENT HI STORY;

(4) A H STORY OF WEBSI TES VI SI TED;

(5) A HOVE ADDRESS;

(6) A WORK ADDRESS; OR
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(7) A RECORD OF A PURCHASE OR PURCHASES.

S 152. UNLAWFUL ACTS | NVOLVI NG COMPUTER SOFTWARE. 1. |IT SHALL BE | LLE-
GAL FOR A PERSON OR ENTITY THAT IS NOT' AN AUTHORI ZED USER, AS DEFI NED | N
SECTION ONE HUNDRED FIFTY-ONE OF TH S ARTICLE, OF A COWUTER IN THI S
STATE TO KNOW NGLY, W LLFULLY, OR W TH CONSCI QUS | NDI FFERENCE OR DI SRE-
GARD CAUSE COMPUTER SOFTWARE TO BE COPI ED ONTO SUCH COVPUTER AND USE THE
SOFTWARE TO DO ANY OF THE FOLLOW NG

A. MODI FY, THROUGH | NTENTI ONALLY DECEPTI VE MEANS, ANY OF THE FOLLOW NG
SETTI NGS RELATED TO THE COVWUTER S ACCESS TO, OR USE OF, THE | NTERNET:

(1) THE PAGE THAT APPEARS WHEN AN AUTHORI ZED USER LAUNCHES AN | NTERNET
BROWGER OR SIMLAR SOFTWARE PROGRAM USED TO ACCESS AND NAVI GATE THE
| NTERNET,;

(2) THE DEFAULT PROVI DER OR WEB PROXY THE AUTHORIZED USER USES TO
ACCESS OR SEARCH THE | NTERNET; OR

(3) THE AUTHORI ZED USER S LI ST OF BOOKMARKS USED TO ACCESS WEB PAGES;

B. COLLECT, THROUGH | NTENTI ONALLY DECEPTI VE MEANS, PERSONALLY | DEN-
TI FI ABLE | NFORVATI ON THAT MEETS ANY OF THE FOLLOW NG CRI TERI A:

(1) I'T 1S COLLECTED THROUGH THE USE OF A KEYSTROKE- LOGGE NG FUNCTI ON
THAT RECORDS ALL KEYSTROKES MADE BY AN AUTHORI ZED USER WHO USES THE
COVPUTER AND TRANSFERS THAT | NFORMATI ON FROM THE COMPUTER TO ANOTHER
PERSON;

(2) I'T I NCLUDES ALL OR SUBSTANTI ALLY ALL OF THE WEBSI TES VI SI TED BY AN
AUTHORI ZED USER, OTHER THAN WEBSI TES OF THE PROVI DER OF THE SOFTWARE, | F
THE COWPUTER SOFTWARE WAS | NSTALLED I N A MANNER DESI GNED TO CONCEAL FROM
ALL AUTHORI ZED USERS OF THE COWPUTER THE FACT THAT THE SOFTWARE | S BEI NG
I NSTALLED; OR

(3) IT 1S A DATA ELEMENT DESCRI BED | N PARAGRAPH B, C, OR D OF SUBDI VI -
SION TWELVE OF SECTION ONE HUNDRED FI FTY-ONE OF THI S ARTI CLE, OR I N
SUBPARAGRAPH ONE OR TWDO OF PARAGRAPH E OF SUBDI VI SI ON TWELVE OF SECTI ON
ONE HUNDRED FIFTY-ONE OF TH S ARTICLE, THAT IS EXTRACTED FROM THE
CONSUMER S OR BUSI NESS ENTI TY' S COVWUTER HARD DRI VE FOR A PURPOSE VWHOLLY
UNRELATED TO ANY OF THE PURPCSES OF THE SOFTWARE OR SERVI CE DESCRI BED TO
AN AUTHORI ZED USER;

C. PREVENT, W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED USER, THROUGH
| NTENTI ONALLY DECEPTI VE MEANS, AN AUTHORI ZED USER S REASONABLE EFFORTS
TO BLOCK THE | NSTALLATI ON OF, OR TO DI SABLE, SOFTWARE, BY CAUSI NG SOFT-
WARE THAT THE AUTHORI ZED USER HAS PROPERLY REMOVED OR DI SABLED TO AUTG
MATI CALLY REI NSTALL OR REACTI VATE ON THE COMPUTER W THOUT THE AUTHORI -
ZATI ON OF AN AUTHORI ZED USER;

D. I NTENTI ONALLY M SREPRESENT THAT SOFTWARE W LL BE UNI NSTALLED OR
DI SABLED BY AN AUTHORI ZED USER S ACTI ON, W TH KNOALEDGE THAT THE SOFT-
WARE W LL NOT BE SO UNI NSTALLED OR DI SABLED; OR

E. THROUGH | NTENTI ONALLY DECEPTI VE MEANS, REMOVE, DI SABLE, OR RENDER
| NOPERATI VE SECURI TY, ANTI SPYWARE, OR ANTI VIRUS SOFTWARE | NSTALLED ON
THE COVPUTER.

2. | T SHALL BE | LLEGAL FOR A PERSON OR ENTITY THAT IS NOT' AN AUTHOR-
| ZED USER, AS DEFI NED I N SECTI ON ONE HUNDRED FI FTY-ONE OF TH' S ARTI CLE,
OF A COWUTER IN THI'S STATE TO KNOWN NGLY, W LLFULLY, OR W TH CONSCI QUS
| NDI FFERENCE OR DI SREGARD CAUSE COVPUTER SOFTWARE TO BE COPI ED ONTO SUCH
COVPUTER AND USE THE SOFTWARE TO DO ANY OF THE FOLLOW NG

A. TAKE CONTROL OF THE CONSUMER S OR BUSINESS ENTITY'S COWUTER BY
DA NG ANY OF THE FOLLOW NG

(1) TRANSM TTI NG OR RELAYI NG COVMERCI AL ELECTRONI C MAI L OR A COVPUTER
VI RUS FROM THE CONSUMER S OR BUSI NESS ENTI TY' S COVWUTER, WHERE THE TRAN-
SM SSI ON OR RELAYING IS I NI TI ATED BY A PERSON OTHER THAN THE AUTHCORI ZED
USER AND W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED USER;
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(2) ACCESSING OR USING THE CONSUMER S OR BUSI NESS ENTI TY' S MODEM OR
I NTERNET SERVI CE FOR THE PURPOSE OF CAUSI NG DAMAGE TO THE CONSUMER S OR
BUSI NESS ENTITY'S COWUTER OR OF CAUSI NG AN AUTHORI ZED USER OR A THI RD
PARTY AFFECTED BY SUCH CONDUCT TO | NCUR FI NANCI AL CHARGES FOR A SERVI CE
THAT 1I'S NOT' AUTHORI ZED BY AN AUTHCRI ZED USER,

(3) USING THE CONSUMER S OR BUSI NESS ENTI TY' S COWUTER AS PART COF AN
ACTI VI TY PERFORVED BY A GROUP OF COWUTERS FOR THE PURPOSE OF CAUSI NG
DAVAGE TO ANOTHER COVPUTER, | NCLUDI NG BUT NOT LIMTED TO LAUNCH NG A
DENI AL OF SERVI CE ATTACK; OR

(4) OPENI NG MULTI PLE, SEQUENTI AL, STAND- ALONE ADVERTI SEMENTS IN THE
CONSUMER' S OR BUSINESS ENTITY'S | NTERNET BROABER W THOUT THE AUTHORI -
ZATI ON OF AN AUTHORI ZED USER AND W TH KNOAMEDGE THAT A REASONABLE
COWUTER USER CANNOT CLCSE THE ADVERTI SEMENTS W THOUT TURNI NG OFF THE
COVMPUTER OR CLOSI NG THE CONSUMER S OR BUSI NESS ENTI TY' S | NTERNET BROW
SER;

B. MODIFY ANY OF THE FOLLOW NG SETTINGS RELATED TO THE COWUTER S
ACCESS TO, OR USE OF, THE | NTERNET:

(1) AN AUTHORI ZED USER' S SECURITY OR OTHER SETTINGS THAT PROTECT
I NFORVATI ON  ABOUT THE AUTHORIZED USER FOR THE PURPOSE OF STEALI NG
PERSONAL | NFORVATI ON OF AN AUTHORI ZED USER; OR

(2) THE SECURI TY SETTINGS OF THE COVWPUTER FOR THE PURPCSE OF CAUSI NG
DAVAGE TO ONE OR MORE COWPUTERS; OR

C. PREVENT, WTHOUT THE AUTHORI ZATION OF AN AUTHORI ZED USER, AN
AUTHORI ZED USER S REASONABLE EFFORTS TO BLOCK THE | NSTALLATION OF, OR TO
DI SABLE, SOFTWARE, BY DO NG ANY OF THE FOLLOW NG

(1) PRESENTI NG THE AUTHORI ZED USER W TH AN OPTI ON TO DECLI NE | NSTALLA-
TION OF SOFTWARE W TH KNOALEDGE THAT, WHEN THE OPTION I S SELECTED BY THE
AUTHORI ZED USER, THE | NSTALLATI ON NEVERTHELESS PROCEEDS; OR

(2) FALSELY REPRESENTI NG THE SOFTWARE HAS BEEN DI SABLED.

3. I'T SHALL BE | LLEGAL FOR A PERSON OR ENTITY THAT IS NOT AN AUTHOR-
| ZED USER, AS DEFINED I N SECTI ON ONE HUNDRED FI FTY-ONE OF THI S ARTI CLE,
OF A COWUTER IN THI' S STATE TO DO ANY OF THE FOLLOWNNG WTH REGARD TO
SUCH COWPUTER:

A. I NDUCE AN AUTHORI ZED USER TO | NSTALL A SOFTWARE COVPONENT ONTO THE
COVPUTER BY | NTENTI ONALLY M SREPRESENTI NG THAT | NSTALLI NG SOFTWARE | S
NECESSARY FOR SECURI TY OR PRI VACY REASONS OR I N ORDER TO COPEN, VIEW OR
PLAY A PARTI CULAR TYPE OF CONTENT; OR

B. DECEPTI VELY CAUSI NG THE COPYI NG AND EXECUTI ON ON THE COWUTER OF A
COWPUTER SOFTWARE COMPONENT W TH THE | NTENT OF CAUSI NG AN AUTHCRI ZED
USER TO USE THE COVPONENT | N A WAY THAT VI OLATES ANY OTHER PROVI S| ON OF
TH' 'S SUBDI VI SI ON.

4. NOTHING I N THI S SECTI ON SHALL APPLY TO ANY MONI TORI NG OF, OR | NTER-
ACTION WTH, A USER S INTERNET OR OTHER NETWORK CONNECTI ON OR SERVI CE,
OR A PROTECTED COVPUTER, BY A TELECOVMUNI CATI ONS CARRI ER, CABLE OPERA-
TOR, COVPUTER HARDWARE OR SOFTWARE PROVI DER, OR PROVI DER OF | NFORVATI ON
SERVI CE OR | NTERACTI VE COVPUTER SERVI CE FOR NETWORK OR COMPUTER SECURI TY
PURPOSES, DI AGNOSTI CS, TECHNI CAL SUPPORT, REPAIR, NETWORK MANAGEMENT,
NETWORK  MAI NTENANCE, AUTHORI ZED UPDATES OF SOFTWARE OR SYSTEM FI RMMARE,
AUTHORI ZE REMOTE SYSTEM MANAGEMENT, OR DETECTI ON OR PREVENTION OF THE
UNAUTHORI ZED USE OF OR FRAUDULENT OR OTHER |LLEGAL ACTIMTIES IN
CONNECTI ON WTH A NETWORK, SERVICE, OR COWPUTER SOFTWARE, | NCLUDI NG
SCANNI NG FOR AND REMOVI NG SOFTWARE PROSCRI BED UNDER THI S ARTI CLE.

S 153. PENALTIES. 1. ANY PERSON WHO VI OLATES THE PROVI SI ONS OF PARA-
GRAPH B OF SUBDI VI SI ON ONE OF SECTION ONE HUNDRED FIFTY-TWO OF TH'S
ARTI CLE, SUBPARAGRAPH ONE, TWO, OR THREE OF PARAGRAPH A OF SUBDI VI SI ON
TWO OF SECTI ON ONE HUNDRED FI FTY-TWO OF THI S ARTI CLE OR PARAGRAPH B OF
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SUBDI VI SION TWO OF SECTI ON ONE HUNDRED FI FTY-TWO OF THI S ARTI CLE SHALL
BE GUI LTY OF A FELONY AND, UPON CONVI CTI ON THEREOF, SHALL BE SENTENCED
TO | MPRI SONMENT FOR NOT LESS THAN ONE NOR MORE THAN TEN YEARS OR A FI NE
OF NOI MORE THAN THREE M LLI ON DOLLARS, OR BOTH.

2. THE ATTORNEY GENERAL MAY BRING A ClVIL ACTI ON AGAI NST ANY PERSON
VI OLATING THE PROVISIONS O THI'S ARTICLE TO THE PENALTIES FOR THE
VI OLATI ON AND MAY RECOVER ANY OR ALL OF THE FOLLOW NG

A A CVIL PENALTY OF UP TO ONE HUNDRED DOLLARS PER VI OLATION OF TH' S
ARTI CLE, OR UP TO ONE HUNDRED THOUSAND DOLLARS FOR A PATTERN OR PRACTI CE
OF SUCH VI OLATI ONS;

B. COSTS AND REASONABLE ATTORNEY' S FEES; AND

C. AN ORDER TO ENJO N THE VI OLATI ON.

3. IIN THE CASE OF A VI OLATI ON OF SUBPARAGRAPH TWO OF PARAGRAPH A OF
SUBDI VI SION TWO OF SECTI ON ONE HUNDRED FI FTY-TWO OF THI S ARTI CLE THAT
CAUSES A TELECOWMUNI CATI ONS CARRI ER TO | NCUR CCOSTS FOR THE ORI G NATI ON,
TRANSPORT, OR TERM NATION OF A CALL TRI GEGERED USI NG THE MODEM COF A
CUSTOVER OF SUCH TELECOMMUNI CATIONS CARRIER AS A RESULT OF SUCH
VI OLATION, THE TELECOMMUNI CATIONS CARRIER MAY BRING A CVIL ACTION
AGAI NST THE VI OLATOR TO RECOVER ANY OR ALL OF THE FOLLOW NG

A. THE CHARGES SUCH CARRI ER IS OBLI GATED TO PAY TO ANOTHER CARRI ER OR
TO AN | NFORVATI ON SERVI CE PROVI DER AS A RESULT OF THE VI OLATI ON, | NCLUD-
ING BUT NOI' LIMTED TGO  CHARGES FOR THE ORI G NATI ON, TRANSPORT OR
TERM NATI ON OF THE CALL;

B. COSTS OF HANDLI NG CUSTOVER | NQUI RI ES OR COWPLAI NTS W TH RESPECT TO
AMOUNTS BI LLED FOR SUCH CALLS;

C. COSTS AND REASONABLE ATTORNEY' S FEES; AND

D. AN ORDER TO ENJO N THE VI OLATI ON.

4. AN [INTERNET SERVICE PROVIDER OR SOFTWARE COVPANY THAT EXPENDS
RESOURCES | N GOOD FAI TH ASSI STI NG CONSUMERS OR BUSI NESS ENTI TI ES HARMED
BY A VIOLATION OF TH S ARTI CLE, OR A TRADEMARK OWNER WHOSE MARK | S USED
TO DECEI VE CONSUMERS OR BUSI NESS ENTI TIES I N VI OLATION OF THI S ARTI CLE,
MAY ENFORCE THE VI OLATI ON AND MAY RECOVER ANY OR ALL OF THE FOLLOW NG

A.  STATUTORY DAMAGES OF NOT MORE THAN ONE HUNDRED DOLLARS PER
VI OLATION OF TH S ARTI CLE, OR UP TO ONE M LLI ON DOLLARS FOR A PATTERN OR
PRACTI CE OF SUCH VI OLATI ONS;

B. COSTS AND REASONABLE ATTORNEY' S FEES; AND

C. AN ORDER TO ENJO N THE VI OLATI ON.

S 153-A. IMMUNITY FROM LI ABILITY FOR VI CLATIONS. 1. FOR THE PURPGSES
OF TH S SECTI ON, THE TERM " EMPLOYER' | NCLUDES A BUSI NESS ENTI TY' S OFFI -
CERS, DI RECTORS, PARENT CORPORATI ON, SUBSI DI ARI ES, AFFI LI ATES, AND OTHER
CORPCRATE ENTI TI ES UNDER COVMON OMNERSHI P OR CONTRCL W THIN A BUSI NESS
ENTERPRI SE. NO EMPLOYER MAY BE HELD CRI M NALLY OR ClI VI LLY LI ABLE UNDER
TH' S ARTI CLE AS A RESULT OF ANY ACTI ONS TAKEN:

A. WTH RESPECT TO COWPUTER EQUI PMENT USED BY | TS EMPLOYEES, CONTRAC-
TORS, SUBCONTRACTORS, AGENTS, LEASED EMPLOYEES, OR OTHER STAFF WHI CH THE
EMPLOYER OMS, LEASES, OR OIHERW SE MAKES AVAI LABLE OR ALLOWS TO BE
CONNECTED TO THE EMPLOYER S NETWORK OR OTHER COVPUTER FACI LI TI ES; OR

B. BY EMPLOYEES, CONTRACTORS, SUBCONTRACTORS, ACENTS, LEASED EMPLOY-
EES, OR OIHER STAFF WHO M SUSE AN EMPLOYER S COVPUTER EQUI PMENT FOR AN
| LLEGAL PURPCSE W THOUT THE EMPLOYER S KNOW.EDGE, CONSENT, OR APPROVAL.

2. NO PERSON SHALL BE HELD CRIM NALLY OR CIVILLY LIABLE UNDER THIS
ARTICLE WHEN [|ITS PROTECTED COWUTERS HAVE BEEN USED BY UNAUTHORI ZED
USERS TO VI OLATE TH S ARTI CLE OR OTHER LAWS W THOUT SUCH PERSON S KNOW
LEDGE, CONSENT, OR APPROVAL.

3. A MANUFACTURER OR RETAILER OF COWUTER EQUI PMENT SHALL NOT BE
LI ABLE UNDER THI S SECTI ON, CRI M NALLY OR CI VILLY, TO THE EXTENT THAT THE
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MANUFACTURER OR RETAI LER | S PROVI DI NG THI RD PARTY BRANDED SOFTWARE THAT
| S | NSTALLED ON THE COVPUTER EQUI PMENT THAT THE MANUFACTURER OR RETAI LER
| S MANUFACTURI NG OR SELLI NG

S 153-B. PREEMPTI NG OTHER JURI SDI CTI ONAL ACTI ONS ABOUT SPYWARE. THE
LEQ SLATURE FINDS THAT THIS ARTICLE | S A MATTER OF STATE-W DE CONCERN.
TH S ARTI CLE SUPERSEDES AND PREEMPTS ALL RULES, REGULATI ONS, CODES,
ORDI NANCES, AND OTHER LAWS ADOPTED BY ANY COUNTY, MJNI Cl PALITY, CONSQOL-
| DATED GOVERNMENT, OR OTHER LOCAL GOVERNMENTAL AGENCY REGARDI NG SPYWARE
AND NOTI CES TO CONSUVERS FROM COVWPUTER SOFTWARE PROVI DERS REGARDI NG
| NFORMATI ON COLLECTI ON.

S 3. This act shall take effect on the first of November next succeed-
ing the date on which it shall have becone a | aw



