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STATE OF NEW YORK

6241
I N SENATE
January 17, 2012

Introduced by Sen. MARTINS -- read twi ce and ordered printed, and when
printed to be committed to the Conmttee on Codes

AN ACT to anend the penal law, in relation to establishing the offenses
of cyber assault in the first degree, cyber assault in the second
degree, cyber inpersonation in the first degree and cyber i npersona-
tion in the second degree

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The penal law is anended by addi ng two new sections 120.27
and 120.28 to read as foll ows:
S 120. 27 CYBER ASSAULT I N THE FI RST DEGREE

A PERSON | S GUILTY OF CYBER ASSAULT IN THE FI RST DEGREE WHEN HE OR SHE
COWM TS THE CRIME OF CYBER ASSAULT I N THE SECOND DEGREE AS DEFI NED BY
SECTI ON 120.28 OF THI S ARTI CLE AND SUCH PERSON

1. IS OVER NI NETEEN YEARS OF AGE, OR

2. HAS PREVI OQUSLY BEEN CONVI CTED OF VI OLATI NG SECTION 120.28 OF THI'S
ARTI CLE

CYBER ASSAULT IN THE FI RST DEGREE IS A CLASS D FELONY.
S 120. 28 CYBER ASSAULT | N THE SECOND DEGREE

1. A PERSON IS GULTY OF CYBER ASSAULT I N THE SECOND DEGREE WHEN HE OR
SHE TRANSM TS ANY COVMUNI CATI ON, W TH THE | NTENT TO COERCE, | NTI M DATE
HARASS, ANNOY, ALARM OR CAUSE EMOTI ONAL DI STRESS, TO ANOTHER USI NG ELEC-
TRONI C MEANS TO SUPPORT SEVERE, REPEATED AND HOSTI LE BEHAVI OR, AND SUCH
PERSON | S UNDER NI NETEEN YEARS OF ACGE.

2. FOR THE PURPCSES OF THI S SECTI ON, THE TERM

A, "COVMUNI CATI ON' SHALL MEAN THE ELECTRONI C TRANSM SSI ON, BETWEEN OR
AMONG PO NTS SPECI FI ED BY THE USER, OR | NFORMATI ON OF THE USER' S CHOOS-
ING WTHOUT CHANGE |IN THE FORM OR CONTENT OF THE | NFORMATI ON AS SENT
AND RECEI VED; AND

B. "ELECTRONI C MEANS" SHALL MEAN ANY EQUI PMENT DEPENDENT ON ELECTRONI C
PONER TO ACCESS AN | NFORMATI ON SERVI CE, | NCLUDING, BUT NOT LIMTED TO
E- MAI L, | NSTANT  MESSAG NG BLOGS, WEBSITES, TELEPHONES AND TEXT
MESSAGES.

CYBER ASSAULT I N THE SECOND DEGREE IS A CLASS A M SDEMEANOR

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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S 2. The penal law is anended by adding two new sections 190.28 and
190.29 to read as fol |l ows:
S 190. 28 CYBER | MPERSONATI ON | N THE FI RST DEGREE.

A PERSON IS GU LTY OF CYBER | MPERSONATI ON I N THE FI RST DEGREE WHEN HE
OR SHE:

1. 1S OVER NI NETEEN YEARS OF AGE, AND

2. KNOWNGLY AND W TH | NTENT TO DEFRAUD ASSUMES THE | DENTI TY OF ANOTH-
ER PERSON, AND

3. COWM TS THE CRI ME OF CYBER ASSAULT AS DEFI NED | N SECTI ONS 120. 27 OR
120.28 OF TH'S PART OR COW TS OR ATTEMPTS TO COWM T A FELONY OR ACTS AS
AN ACCESSORY TO THE COWM SSI ON OF A FELONY.

CYBER | MPERSONATI ON | N THE SECOND DEGREE |'S A CLASS D FELONY.
S 190. 29 CYBER | MPERSONATI ON | N THE SECOND DEGREE.

A PERSON | S GUILTY OF CYBER | MPERSONATI ON I N THE SECOND DEGREE WHEN HE
OR SHE:

1. I'S UNDER NI NETEEN YEARS OF AGE, AND

2. KNOWNGLY AND W TH | NTENT TO DEFRAUD ASSUMES THE | DENTI TY OF ANOTH-
ER PERSON, AND

3. COWM TS THE CRI ME OF CYBER ASSAULT AS DEFI NED | N SECTI ONS 120. 27 OR
120.28 OF THI'S PART OR COW TS OR ATTEMPTS TO COWM T A FELONY OR ACTS AS
AN ACCESSORY TO THE COWM SSI ON OF A FELONY.

CYBER | MPERSONATI ON | N THE SECOND DEGREE IS A CLASS A M SDEMEANCR.

S 3. This act shall take effect on the first of Novenber next succeed-
ing the date on which it shall have becone a | aw



