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AN ACT to amend the general business law and the correction law, in
relation to the processing of personal identifying informtion

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Section 399-dd of the general business |aw, as added by
chapter 676 of the |laws of 2006, paragraph (f) of subdivision 2 and
subdi vi sion 6 as added and subdivision 7 as renunbered by chapter 279 of
the laws of 2008, is anended to read as foll ows:

S [399-dd] 399-DDD. Confidentiality of social security account nunber.
Begi nning on and after January first, two thousand eight:

1. (A As used in this section "social security account nunber"” shal
i ncl ude the nunber issued by the federal social security admnistration
and any nunber derived from such nunmber. Such term shall not include any
nunber that has been encrypted.

(B) FOR PURPCSES OF THI'S SECTION, THE TERM "I NVATE" MEANS A PERSON
CONFI NED | N ANY LOCAL CORRECTI ONAL FACILITY AS DEFINED |IN SUBDI VI SION
SI XTEEN OF SECTION TWDO OF THE CORRECTI ON LAW OR | N ANY CORRECTI ONAL
FACI LI TY AS DEFI NED | N PARAGRAPH (A) OF SUBDI VI SION FOUR OF SECTION TWD
OF THE CORRECTI ON LAW PURSUANT TO SUCH PERSON S CONVI CTI ON OF A CRI'M NAL
OFFENSE.

2. No person, firm partnership, association or corporation, not
including the state or its political subdivisions, shall do any of the
fol | ow ng:

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(a) Intentionally communicate to the general public or otherw se nmake
avai l able to the general public in any nmanner an individual's socia
security account number. This paragraph shall not apply to any i ndivid-
ual intentionally conmunicating to the general public or otherw se
making available to the general public his or her social security
account nunber.

(b) Print an individual's social security account nunmber on any card
or tag required for the individual to access products, services or bene-
fits provided by the person, firm partnership, association or corpo-
ration.

(c) Require an individual to transmt his or her social security
account nunber over the internet, unless the connection is secure or the
soci al security account nunber is encrypted.

(d) Require an individual to use his or her social security account
nunber to access an internet web site, wunless a password or unique
personal identification nunber or other authentication device is also
required to access the internet website.

(e) Print an individual's social security account nunber on any mate-
rials that are miled to the individual, unless state or federal |aw
requires the social security account nunmber to be on the docunment to be
mai |l ed. Notwithstanding this paragraph, social security account nunbers
may be included in applications and fornms sent by mail, including docu-
nments sent as part of an application or enrollnment process, or to estab-
lish, amend or term nate an account, contract or policy, or to confirm
the accuracy of the social security account nunber. A social security
account nunber that is permtted to be mailed under this section may not
be printed, in whole or part, on a postcard or other mailer not requir-
ing an envel ope, or visible on the envelope or wthout the envel ope
havi ng been opened.

(f) Encode or enbed a social security nunber in or on a card or docu-
ment, including, but not limted to, using a bar code, chip, nagnetic
strip, or other technology, in place of renoving the social security
nunber as required by this section.

(G KNOWNGY USE THE LABOR OR TIME OF OR EMPLOY ANY INVATE IN TH'S
STATE, OR IN ANY OTHER JURISDICTION, |IN ANY CAPACI TY THAT | NVOLVES
OBTAI NI NG ACCESS TO, COLLECTI NG OR PROCESSI NG SOCI AL SECURI TY ACCOUNT
NUMBERS OF OTHER | NDI VI DUALS.

3. This section does not prevent the collection, use, or release of a
soci al security account nunber as required by state or federal |law, the
use of a social security account nunber for internal verification, fraud
investigation or admnistrative purposes or for any business function
specifically authorized by 15 U S. C. 6802.

4. Any person, firm partnership, association or corporation having
possession of the social security account nunber of any individua
shall, to the extent that such nunber is maintained for the conduct of
busi ness or trade, take reasonable neasures to ensure that no officer or
enpl oyee has access to such nunber for any purpose other than for a
| egitimate or necessary purpose related to the conduct of such business
or trade and provide safeguards necessary or appropriate to preclude
unaut hori zed access to the social security account nunber and to protect
the confidentiality of such nunber.

5. Any waiver of the provisions of this section is contrary to public
policy, and is void and unenforceabl e.

6. No person nmay file any docunent available for public inspection
with any state agency, political subdivision, or in any court of this
state that contains a social security account nunber of any other
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person, unless such other person is a dependent child, or has consented
to such filing, except as required by federal or state |law or regu-
| ation, or by court rule.

7. \Wienever there shall be a violation of this section, application
may be nade by the attorney general in the nanme of the people of the
state of New York to a court or justice having jurisdiction by a specia
proceeding to issue an injunction, and upon notice to the defendant of
not | ess than five days, to enjoin and restrain the continuance of such
violations; and if it shall appear to the satisfaction of the court or
justice that the defendant has, in fact, violated this section, an
injunction my be issued by such court or justice, enjoining and
restraining any further violation, wthout requiring proof that any
person has, in fact, been injured or danaged thereby. In any such
proceedi ng, the court nay nmake all owances to the attorney general as
provided in paragraph six of subdivision (a) of section eighty-three
hundred three of the civil practice law and rules, and direct restitu-
tion. In connection wth any such proposed application, the attorney
general is authorized to take proof and make a determnation of the
rel evant facts and to i ssue subpoenas in accordance with the civil prac-
tice law and rules. \Whenever the court shall determne that a violation
of subdivision two of this section has occurred, the court may inpose a
civil penalty of not nore than one thousand dollars for a single
vi ol ati on and not nore than one hundred thousand dollars for nmultiple
violations resulting froma single act or incident. The second violation
and any violation conmtted thereafter shall be punishable by a civil
penalty of not nore than five thousand dollars for a single violation
and not nore than two hundred fifty thousand dollars for nultiple
violations resulting froma single act or incident. No person, firm
partnershi p, association or corporation shall be deemed to have viol ated
the provisions of this section if such person, firm partnership, asso-
ciation or corporation shows, by a preponderance of the evidence, that
the violation was not intentional and resulted froma bona fide error
made notw t hst andi ng the mai nt enance of procedures reasonably adopted to
avoi d such error

S 2. Subdivision 1 of section 170 of the correction | aw, as anended by
section 23 of subpart A of part C of chapter 62 of the laws of 2011, is
amended to read as foll ows:

1. The conmi ssioner shall not, nor shall any other authority whatsoev-
er, nmake any contract by which the |abor or tine of any inmate in any
state or local correctional facility in this state, or the product or
profit of his work, shall be contracted, let, farmed out, given or sold
to any person, firm association or corporation; except that the innates
in said correctional institutions may work for, and the products of
their |labor may be di sposed of to, the state or any political subdivi-
sion thereof, any public institution owed or managed and controlled by
the state, or any political subdivision thereof, PROVIDED THAT NO | NVATE
SHALL BE EMPLOYED OR ASSI GNED TO ENGAGE I N ANY ACTIVITY THAT | NVOLVES
OBTAI NI NG ACCESS TO, COLLECTI NG OR PROCESSI NG SOCI AL  SECURI TY ACCOUNT
NUMBERS OF OTHER | NDI VI DUALS.

S 3. This act shall take effect on the ninetieth day after it shal
have becone a | aw



