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STATE OF NEW YORK

5809
2011- 2012 Regul ar Sessi ons
I N ASSEMBLY
March 1, 2011

Introduced by M of A TOMS, STEVENSON -- read once and referred to the
Committee on Corporations, Authorities and Conm ssions

AN ACT to amend the general business law, in relation to enacting the
"conputer spyware protection act"”

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. This act shall be known and be cited as the "conputer
spyware protection act".

S 2 It isthe intent of the legislature to protect owners and opera-
tors of conputers in this state fromthe use of spyware and mal war e t hat
is deceptively or surreptitiously installed on the owner's or the opera-
tor's conputer.

S 3. The general business |law is anended by adding a new section 399-]j
to read as foll ows:

S 399-J. COWUTER SPYWARE PROTECTION. 1. FOR THE PURPOSES OF TH S
SECTI ON THE FOLLOW NG TERMS SHALL HAVE THE FOLLOW NG MEANI NGS:

(A) "CAUSE TO BE COPI ED' MEANS TO DI STRIBUTE OR TRANSFER COWPUTER
SOFTWARE, OR ANY COVPONENT THEREOF. SUCH TERM SHALL NOT | NCLUDE PROVI D-
I NG

(1) TRANSM SSI ON, ROUTI NG PROVI SI ON OF | NTERMVEDI ATE TEMPORARY STOR-
AGE, OR CACHI NG OF SOFTWARE;

(1'l') A STORAGE OR HOSTI NG MEDI UM SUCH AS A COWACT DI SK, WEB SITE, OR
COWUTER SERVER THROUGH WH CH THE SOFTWARE WAS DI STRI BUTED BY A THI RD
PARTY; OR

(1'11) AN | NFORVATI ON LOCATI ON TOOL, SUCH AS A DI RECTORY, | NDEX, REFER-
ENCE, PO NTER, OR HYPERTEXT LI NK, THROUGH WHI CH THE USER OF THE COWPUTER
LOCATED THE SOFTWARE.

(B) "COWPUTER SOFTWARE" MEANS A SEQUENCE OF |INSTRUCTIONS WRITTEN IN
ANY PROGRAMM NG LANGUAGE THAT | S EXECUTED ON A COWUTER. " COMPUTER SOFT-
WARE" DOES NOT |INCLUDE A DATA COVPONENT OF A WEB PACGE THAT IS NOT
EXECUTABLE | NDEPENDENTLY OF THE WEB PAGE.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(© "COWUTER VIRUS*" MEANS A COWUTER PROGRAM OR OTHER SET OF
I NSTRUCTI ONS THAT | S DESI GNED TO DEGRADE THE PERFORVANCE OF OR DI SABLE A
COWUTER OR COWUTER NETWORK AND |S DESIGNED TO HAVE THE ABILITY TO
REPLI CATE | TSELF ON OTHER COWMPUTERS OR COWUTER NETWORKS W THOUT THE
AUTHORI ZATI ON OF THE OWNERS OF THOSE COVPUTERS CR COMPUTER NETWORKS.

(D) "DAMAGE" MEANS ANY SIGNFICANT | MPAIRVENT TO THE I NTEGRI TY OR
AVAI LABI LI TY OF DATA, SOFTWARE, A SYSTEM OR | NFORMATI ON.

(E) "EXECUTE", WHEN USED W TH RESPECT TO COVPUTER SOFTWARE, MEANS THE
PERFORMANCE OF THE FUNCTI ONS OR THE CARRYI NG QUT OF THE | NSTRUCTI ONS OF
THE COWPUTER SOFTWARE.

(F) ™1 NTENTI ONALLY DECEPTI VE' MEANS ANY OF THE FOLLOW NG

(1) AN I NTENTI ONALLY AND MATERI ALLY FALSE OR FRAUDULENT STATEMENT.

(1'l') A STATEMENT OR DESCRI PTI ON THAT | NTENTI ONALLY OM TS OR M SREPRE-
SENTS MATERI AL | NFORVATI ON I N ORDER TO DECEI VE AN OMNER OR OPERATOR OF A
COVPUTER.

(I'11) AN | NTENTI ONAL AND MATERI AL FAI LURE TO PROVI DE A NOTI CE TO AN
OMER OR OPERATOR REGARDI NG THE | NSTALLATI ON OR EXECUTION OF COWPUTER
SOFTWARE FOR THE PURPOSE OF DECEI VI NG THE OMNER OR OPERATOR

(G "INTERNET" MEANS THE GLOBAL | NFORMATI ON SYSTEM THAT |I'S LOQ CALLY
LI NKED TOGETHER BY A GLOBALLY UNI QUE ADDRESS SPACE BASED ON THE | NTERNET
PROTOCCL (IP), ORI TS SUBSEQUENT EXTENSI ONS, AND THAT IS ABLE TO SUPPORT
COVMUNI CATI ONS USI NG THE TRANSM SSI ON CONTRCOL PROTOCOL/ | NTERNET PROTOCOL
(TCP/IP) SUTE, ORITS SUBSEQUENT EXTENSIONS, OR OTHER | P- COVPATI BLE
PROTOCOLS, AND THAT PROVI DES, USES, OR MAKES ACCESSI BLE, ElI THER PUBLI CLY
OR PRI VATELY, H GH+LEVEL SERVICES LAYERED ON THE COVMUNI CATI ONS AND
RELATED | NFRASTRUCTURE DESCRI BED I N TH S PARAGRAPH.

(H "OMER OR OPERATOR' MEANS THE OMNER OR LESSEE OF A COMPUTER, OR A
PERSON USI NG SUCH COVWUTER W TH THE OMNER OR LESSEE' S AUTHORI ZATI ON, BUT
DCES NOT | NCLUDE A PERSON WHO OWNED A COVPUTER PRI OR TO THE FI RST RETAI L
SALE OF THE COWPUTER

(1) "MESSAGE" MEANS A GRAPHI CAL OR TEXT COVMUNI CATI ON PRESENTED TO AN
AUTHORI ZED USER OF A COWPUTER.

(J) "PERSON' MEANS ANY | NDI VI DUAL, PARTNERSHI P, CORPCRATION, LIMTED
LI ABI LI TY COMPANY, OR OTHER ORGANI ZATI ON, OR ANY COVBI NATI ON THERECF.

(K) "PERSONALLY | DENTI FI ABLE | NFORVATI ON' MEANS ANY OF THE FOLLOW NG
I NFORVATION | F I'T ALLOAS THE ENTI TY HOLDI NG THE | NFORVATI ON TO | DENTI FY
THE OMNER OR OPERATOR OF A COWPUTER:

(1) THE FIRST NAMVE OR FIRST I NI TIAL I N COVBI NATI ON W TH THE LAST NANME;

(1) A HOVE OR OTHER PHYSI CAL ADDRESS | NCLUDI NG STREET NANE;

(I''l') PERSONAL | DENTIFICATION CODE |IN CONJUNCTION WTH A PASSWORD
REQUI RED TO ACCESS AN | DENTIFIED ACCOUNT, OIHER THAN A PASSWORD,
PERSONAL | DENTI FI CATI ON NUMBER OR OTHER | DENTI FI CATI ON NUMBER TRANSM T-
TED BY AN AUTHORI ZED USER TO THE | SSUER OF THE ACCOUNT OR I TS AGENT;

(1'V) SOCIAL SECURITY NUMBER, TAX |DENTIFICATION NUMBER, DRIVER S
LI CENSE NUMBER, PASSPCORT NUMBER, OR ANY OTHER GOVERNVENT-| SSUED | DEN-
TI FI CATI ON NUMBER; OR

ACCOUNT BALANCE, OVERDRAFT HI STORY, OR PAYMENT HI STORY THAT
PERSONALLY | DENTI FI ES AN OANER OR OPERATOR OF A COWVPUTER

2. |IT IS UNLAWUL FOR A PERSON WHO IS NOT' AN OANER OR OPERATOR OF A
COWPUTER TO CAUSE COMPUTER SOFTWARE TO BE COPI ED ON SUCH COVPUTER KNOW
INGLY OR WTH CONSCI QUS AVO DANCE OF ACTUAL KNOWALEDGE OR W LLFULLY, AND
TO USE SUCH SOFTWARE TO DO ANY OF THE FOLLOW NG

(A) MODI FY, THROUGH | NTENTI ONALLY DECEPTIVE MEANS, SETTINGS OF A
COVPUTER THAT CONTROL ANY OF THE FOLLOW NG
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(1) THE WEB PAGE THAT APPEARS WHEN AN OANER OR OPERATOR LAUNCHES AN
| NTERNET BROWSER OR SI M LAR COMPUTER SOFTWARE USED TO ACCESS AND NAVI -
GATE THE | NTERNET.

(1'l) THE DEFAULT PROVI DER OR WEB PROXY THAT AN OMNER OR OPERATOR USES
TO ACCESS OR SEARCH THE | NTERNET.

(1'1'1) AN OANER S OR AN OPERATOR S LI ST OF BOOKMARKS USED TO ACCESS W\EB
PAGES.

(B) COLLECT, THROUGH | NTENTI ONALLY DECEPTI VE MEANS, PERSONALLY | DEN-
TI FI ABLE | NFORMATI ON THROUGH ANY OF THE FOLLOW NG MEANS:

() THE USE OF A KEYSTROKE-LOGAE NG FUNCTION THAT RECORDS ALL OR
SUBSTANTI ALLY ALL KEYSTRCKES MADE BY AN OMNER OR OPERATOR OF A COWPUTER
AND TRANSFERS THAT | NFORVATI ON FROM THE COMPUTER TO ANOTHER PERSON;

(1) IN A MANNER THAT CORRELATES PERSONALLY | DENTI FI ABLE | NFORMATI ON
W TH DATA REGARDI NG ALL OR SUBSTANTI ALLY ALL OF THE WEB SI TES VI SI TED BY
AN OMNER OR OPERATOR, OTHER THAN WEB SITES OPERATED BY THE PERSON
PROVI DI NG SUCH SOFTWARE, |F THE COWUTER SOFTWARE WAS | NSTALLED IN A
MANNER DESI GNED TO CONCEAL FROM ALL AUTHORI ZED USERS OF THE COVPUTER THE
FACT THAT THE SOFTWARE | S BEI NG | NSTALLED; OR

(1'11) BY EXTRACTI NG FROM THE HARD DRI VE OF AN OAMNER' S OR AN OPERATCOR S
COWPUTER, AN OMNER' S OR AN OPERATOR S SOCI AL SECURI TY NUMBER, TAX | DEN-
TI FI CATION  NUMBER, DRIVER S LI CENCE NUMBER, PASSPORT NUMBER, ANY OTHER
GOVERNMENT- | SSUED | DENTI FI CATI ON NUMBER, ACCOUNT BALANCES, OR OVERDRAFT
H STORY FOR A PURPOSE UNRELATED TO ANY OF THE PURPOSES OF THI S SOFTWARE
OR SERVI CE DESCRI BED TO AN AUTHORI ZED USER

(© PREVENT, THROUGH | NTENTI ONALLY DECEPTI VE MEANS, AN OONER' S OR AN
OPERATOR S REASONABLE EFFORTS TO BLOCK THE | NSTALLATI ON OF OR EXECUTI ON
OF, OR TO DI SABLE COWPUTER SOFTWARE BY CAUSI NG COVPUTER SOFTWARE THAT
THE OWNER OR OPERATOR HAS PROPERLY REMOVED OR DI SABLED TO AUTOVATI CALLY
REI NSTALL OR REACTI VATE ON THE COVPUTER W THOUT THE AUTHORI ZATI ON OF AN
AUTHORI ZED USER.

(D) | NTENTI ONALLY M SREPRESENT THAT COWMPUTER SOFTWARE W LL BE UNI N-
STALLED OR DI SABLED BY AN OAMNER' S OR AN OPERATOR S ACTI ON.

(E) THROUGH | NTENTI ONALLY DECEPTI VE MEANS, REMOVE, DI SABLE, OR RENDER
| NOPERATI VE  SECURITY, ANTI SPYWARE, OR ANTIVIRUS COWUTER SOFTWARE
I NSTALLED ON AN OMANER' S OR AN OPERATOR S COVPUTER.

(F) ENABLE USE OF AN OANER'S OR AN OPERATOR S COWPUTER TO DO ANY OF
THE FOLLOW NG

(1) ACCESSI NG OR USI NG A MODEM OR | NTERNET SERVI CE FOR THE PURPCSE OF
CAUSI NG DAMAGE TO AN OMNER' S OR AN OPERATOR' S COWUTER OR CAUSI NG AN
OMER OR OPERATOR, OR A TH RD PARTY AFFECTED BY SUCH CONDUCT TO I NCUR
FI NANCI AL CHARCGES FOR A SERVICE THAT THE OMER OR OPERATOR DI D NOT
AUTHORI ZE;

(1) OPENI NG MULTI PLE, SEQUENTI AL, STAND- ALONE MESSACES IN AN OANNER S
OR AN OPERATOR S COVPUTER W THOUT THE AUTHORI ZATI ON OF AN OMNER OR OPER-
ATOR AND W TH KNONLEDGE THAT A REASONABLE COVWPUTER USER COULD NOT CLOSE
THE MESSAGES W THOUT TURNI NG OFF THE COMPUTER OR CLOSI NG THE SOFTWARE
APPLI CATI ON I N WH CH THE MESSAGES APPEAR; PROVI DED THAT TH' S PARAGRAPH
SHALL NOT APPLY TO COVMUNI CATI ONS ORI G NATED BY THE COWPUTER S OPERATI NG
SYSTEM ORI G NATED BY A SOFTWARE APPLI CATI ON THAT THE USER CHOOSES TO
ACTI VATE, ORI G NATED BY A SERVI CE PROVI DER THAT THE USER CHOCSES TO USE,
OR PRESENTED FOR ANY OF THE PURPOSES DESCRI BED IN TH S SUBDI VI SI ON; OR

(1'1'l') TRANSM TTI NG OR RELAYI NG COMVERCI AL ELECTRONI C MAIL OR A COWPUT-
ER VI RUS FROM THE COWUTER, WHERE THE TRANSM SSI ON OR RELAYING IS I NI TI -
ATED BY A PERSON OTHER THAN THE AUTHORI ZED USER AND W THOUT THE AUTHORI -
ZATI ON OF AN AUTHORI ZED USER.
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(G MDD FY ANY OF THE FOLLON NG SETTINGS RELATED TO THE COWUTER S
ACCESS TO, OR USE OF, THE | NTERNET:

(1) SETTINGS THAT PROTECT | NFORMATI ON ABOUT AN OMNER OR OPERATOR FOR
THE PURPOSE OF TAKI NG PERSONALLY | DENTI FI ABLE | NFORVATI ON OF THE OWNER
OR OPERATOR;

(1) SECURITY SETTINGS FOR THE PURPOSE OF CAUSI NG DAMAGE TO A COWPUT-
ER, OR

(I'11) SETTINGS THAT PROTECT THE COVPUTER FROM THE USES | DENTIFIED |IN
PARAGRAPH (F) OF THI'S SUBDI VI SI ON.

PREVENT, W THOUT THE AUTHORI ZATI ON OF AN OMNER OR OPERATOR, AN
OMER S OR AN OPERATOR S REASONABLE EFFORTS TO BLOCK THE | NSTALLATI ON
OF, OR TO DI SABLE, COWUTER SOFTWARE BY DO NG ANY OF THE FOLLOW NG

(1) PRESENTI NG THE OANER OR OPERATCOR W TH AN OPTI ON TO DECLI NE | NSTAL-
LATITON OF COWUTER SOFTWARE W TH KNOAEDGE THAT, WHEN THE OPTION I S
SELECTED BY THE AUTHORI ZED USER, THE | NSTALLATI ON NEVERTHELESS PROCEEDS;

(1) FALSELY REPRESENTI NG THAT COMPUTER SOFTWARE HAS BEEN DI SABLED;

(I''l') REQU RING IN AN | NTENTI ONALLY DECEPTIVE MANNER THE USER TO
ACCESS THE |INTERNET TO REMOVE THE SOFTWARE W TH KNOALEDGE OR RECKLESS
DI SREGARD OF THE FACT THAT THE SOFTWARE FREQUENTLY OPERATES IN A MANNER
THAT PREVENTS THE USER FROM ACCESSI NG THE | NTERNET;

(1'V) CHANG NG THE NAME, LOCATI ON OR OTHER DESI GNATI ON | NFORVATI ON OF
THE SOFTWARE FOR THE PURPOSE OF PREVENTING AN AUTHORI ZED USER FROM
LOCATI NG THE SOFTWARE TO REMOVE | T,

(V) USING RANDOM ZED OR | NTENTI ONALLY DECEPTI VE FI LENAMES, DI RECTORY
FOLDERS, FORMATS, OR REGQ STRY ENTRIES FOR THE PURPOSE OF AVO DI NG
DETECTI ON AND REMOVAL OF THE SOFTWARE BY AN AUTHORI ZED USER;

(M) CAUSING THE | NSTALLATION OF SOFTWARE I N A PARTI CULAR COVPUTER
DI RECTORY OR COWPUTER MEMCRY FOR THE PURPOSE OF EVADING AUTHORI ZED
USERS' ATTEMPTS TO REMOVE THE SOFTWARE FROM THE COMPUTER, OR

(M) REQUR NG WTHOUT THE AUTHORI TY OF THE OA\NER OF THE COWVPUTER,
THAT AN AUTHORI ZED USER OBTAI N A SPECI AL CCDE OR DOWNLOAD SOFTWARE FROM
A TH RD PARTY TO UNI NSTALL THE SOFTWARE.

3. IT IS UNLAWUL FOR A PERSON WHO IS NOT' AN OANER OR OPERATOR OF A
COWPUTER TO DO ANY OF THE FOLLON NG W TH REGARD TO THE COVPUTER:

(A) 1 NDUCE AN OMNER OR OPERATOR TO I NSTALL A COWUTER SOFTWARE COWO
NENT ONTO THE OWMER S OR THE OPERATOR' S COVWPUTER BY | NTENTI ONALLY
M SREPRESENTI NG THAT | NSTALLI NG COMPUTER SOFTWARE | S NECESSARY FOR SECU-
RITY OR PRI VACY REASONS OR | N ORDER TO OPEN, VIEW OR PLAY A PARTI CULAR
TYPE OF CONTENT; OR

(B) USING | NTENTI ONALLY DECEPTI VE MEANS TO CAUSE THE EXECUTI ON CF A
COVPUTER SOFTWARE COMPONENT W TH THE | NTENT OF CAUSI NG THE COWPUTER TO
USE SUCH COVPONENT | N A MANNER THAT VI OLATES ANY OTHER PROVI SION OF THI S
CHAPTER.

4. SUBDIVISIONS TWO AND THREE OF THI' S SECTI ON SHALL NOT APPLY TO THE
MONI TORI NG OF, OR | NTERACTION WTH, AN OMNER S OR AN OPERATOR S | NTERNET
OR OTHER NETWORK CONNECTI ON, SERVI CE, OR COWPUTER, BY A TELECOMMUNI -
CATI ONS CARRI ER, CABLE OPERATOR, COVPUTER HARDWARE OR SOFTWARE PROVI DER,
OR PROVI DER OF | NFORMATI ON SERVI CE OR | NTERACTI VE COVWPUTER SERVI CE FOR
NETWORK OR COVPUTER SECURI TY PURPOSES, DI AGNOSTICS, TECHNI CAL SUPPORT,
MAI NTENANCE, REPAI R, NETWORK MANAGEMENT, AUTHORI ZED UPDATES OF COWPUTER
SOFTWARE OR SYSTEM FI RMAMARE, AUTHORI ZED REMOTE SYSTEM MANAGEMENT, OR
DETECTION OR PREVENTION OF THE UNAUTHORI ZED USE OF OR FRAUDULENT OR
OTHER | LLEGAL ACTIVITIES IN CONNECTION WTH A NETWORK, SERVICE, OR
COMPUTER SOFTWARE, | NCLUDI NG SCANNI NG FOR AND REMOVI NG COMPUTER SOFTWARE
PRESCRI BED UNDER THI S SECTI ON.
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5. (A) THE ATTORNEY GENERAL, AN | NTERNET SERVI CE PROVI DER OR SOFTWARE
COVPANY THAT EXPENDS RESOURCES | N GOOD FAI TH ASSI STI NG AUTHORI ZED USERS
HARMVED BY A VIOLATION OF THI' S SECTI ON, OR A TRADEMARK OMER WHOSE MARK
| S USED TO DECElI VE AUTHORI ZED USERS I N VI OLATION OF THI'S SECTION, MAY
BRING A ClVIL ACTI ON AGAI NST A PERSON WHO VI OLATES ANY PROVI SION OF THI S
SECTION TO RECOVER ACTUAL DAMAGES, LI QUI DATED DAMAGES OF AT LEAST ONE
THOUSAND DOLLARS PER VI CLATION OF THIS SECTION, NOT TO EXCEED ONE
M LLION DOLLARS FOR A PATTERN OR PRACTI CE OF SUCH VI OLATI ONS, ATTORNEY
FEES, AND COSTS.

(B) THE COURT MAY | NCREASE A DAMAGE AWVARD TO AN AMOUNT EQUAL TO NOT
MORE THAN THREE TI MES THE AMOUNT OTHERW SE RECOVERABLE UNDER PARAGRAPH
(A) OF THS SUBDIVISION | F THE COURT DETERM NES THAT THE DEFENDANT
COW TTED THE VI OLATI ON W LLFULLY AND KNOW NGLY.

(© THE COURT MAY REDUCE LI QUI DATED DAMAGES RECOVERABLE UNDER PARA-
GRAPH (A) OF THIS SUBDIVISION, TOA MN MJUM OF ONE HUNDRED DOLLARS, NOT
TO EXCEED ONE HUNDRED THOUSAND DOLLARS FOR EACH VI OLATION | F THE COURT
FI NDS THAT THE DEFENDANT ESTABLI SHED AND | MPLEMENTED PRACTICES AND
PROCEDURES REASONABLY DESI GNED TO PREVENT A VI OLATI ON OF THI' S SECTI ON.

(D) IN THE CASE OF A VI OLATI ON OF SUBPARAGRAPH (1) OF THI S PARAGRAPH
THAT CAUSES A TELECOVWMUNI CATIONS CARRIER OR PROVIDER OF VO CE OVER
| NTERNET PROTOCOL SERVI CE TO I NCUR COSTS FOR THE ORI G NATI ON, TRANSPORT,
OR TERM NATION OF A CALL TRI GGERED USI NG THE MODEM OR | NTERNET- CAPABLE
DEVI CE OF A CUSTOVER OF SUCH TELECOVMUNI CATI ONS CARRI ER OR PROVI DER AS A
RESULT OF SUCH VI OLATI ON, THE TELECOVMUNI CATIONS CARRIER MAY BRING A
ClVIL ACTION AGAINST THE VI OLATOR TO RECOVER ANY OR ALL OF THE FOLLOW
I NG

(1) THE CHARGES SUCH CARRI ER OR PROVIDER |I'S OBLI GATED TO PAY TO ANOTH
ER CARRI ER OR TO AN | NFORVATI ON SERVI CE PROVIDER AS A RESULT OF THE
VI OLATI ON, | NCLUDING BUT NOT LIMTED TO CHARGES FOR THE ORI G NATI ON,
TRANSPORT OR TERM NATI ON OF THE CALL;

(1'l) COSTS OF HANDLI NG CUSTOMER | NQUI RI ES OR COWPLAINTS WTH RESPECT
TO AMOUNTS BI LLED FOR SUCH CALLS;

(1'1'l') COSTS AND A REASONABLE ATTORNEY' S FEE; AND

(1V) AN ORDER TO ENJO N THE VI OLATI ON.

(E) FOR PURPCSES OF A CIVIL ACTI ON UNDER PARAGRAPHS (A), (B) AND (O
OF THI'S SUBDI VI SI ON ANY SI NGLE ACTI ON OR CONDUCT THAT VI OLATES MORE THAN
ONE SUBDI VI SION OF THI' S SECTI ON SHALL BE CONSI DERED MULTI PLE VI OLATI ONS
BASED ON THE NUMBER OF SUCH SUBDI VI SI ONS VI OLATED.

S 4. This act shall take effect on the ninetieth day after it shall
have becone a | aw



