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STATE OF NEW YORK

3158
2011- 2012 Regul ar Sessi ons
I N ASSEMBLY
January 24, 2011

Introduced by M of A JACOBS -- Milti-Sponsored by -- M of A ABBATE,
BRENNAN, CYMBROW TZ, DI NOW TZ, ENGLEBRI GHT, GALEF, GLICK, GOITFRI ED,
H KI ND, HOYT, P. Rl VERA, SWEENEY, WEI NSTEIN -- read once and referred
to the Conmm ttee on Banks

AN ACT to anend the general business law, in relation to restricting the
di scl osure of personal information contained in electronic fund trans-
fers

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by adding a new article
24-D to read as foll ows:
ARTI CLE 24-D
ELECTRONI C FUND TRANSFER PRI VACY ACT
SECTI ON 375. SHORT TI TLE.
375- A. DEFI NI TI ONS.
375-B. EXPECTATI ON OF CONFI DENTI ALI TY.
375-C. DI SCLOSURE TO A GOVERNMENT AUTHORI TY; COURT ORDER.
375-D. ClVIL REMEDI ES.
375- E. SEPARABI LI TY CLAUSE; CONSTRUCTI ON.

S 375. SHORT TITLE. TH S ARTI CLE SHALL BE KNOAWN AND MAY BE Cl TED AS
THE "ELECTRONI C FUND TRANSFER PRI VACY ACT".

S 375-A. DEFINITIONS. AS USED IN THI'S ARTICLE, UNLESS THE CONTEXT
OTHERW SE REQUI RES:

(A) "ACCESS DEVI CE' MEANS A CARD, CODE OR OTHER MEANS OF ACCESS TO THE
CONSUMER S ACCOUNT, OR ANY COWVBI NATI ON THEREOF, THAT MAY BE USED BY THE
CONSUMER FOR THE PURPOSE OF | NI TI ATI NG ELECTRONI C FUND TRANSFERS.

(B) "ACCOUNT" MEANS A DEMAND, TIME OR SAVINGS DEPCSIT, OR OTHER
CONSUMER ASSET ACCOUNT, OTHER THAN AN OCCASI ONAL OR | NClI DENTAL CREDI T
BALANCE, HELD ElI THER DI RECTLY OR | NDI RECTLY BY A FI NANCI AL | NSTI TUTI ON
AND ESTABLI SHED FOR PERSONAL, FAM LY OR HOUSEHOLD PURPOSES.

(C) "CONSUMER' MEANS A NATURAL PERSON.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(D) "ELECTRONI C FUND TRANSFER' MEANS ANY TRANSFER OF FUNDS, OTHER THAN
A  TRANSACTI ON ORI G NATED BY CHECK, DRAFT, OR SIM LAR PAPER | NSTRUMENT,
VH CH IS | NI TI ATED THROUGH AN ELECTRONI C BRANCH, TELEPHONE | NSTRUMENT,
OR COWUTER OR MAGNETI C TAPE OR PO NT- OF- SALE TERM NAL SO AS TO ORDER,
I NSTRUCT OR AUTHORIZE A FINANCI AL I NSTITUTION TO DEBIT OR CREDI T AN
ACCQOUNT. SUCH TERM I NCLUDES BUT IS NOT LIMTED TO PO NT-OF-SALE TRANS-
FERS, AUTOVATED TELLER MACHI NE TRANSACTI ONS, DI RECT DEPOSI T OR W TH-
DRAVALS OF FUNDS AND TRANSFERS | NI TI ATED BY TELEPHONE.

(E) "FINANCI AL | NSTI TUTI ON' MEANS A STATE OR NATI ONAL BANK, A STATE OR
FEDERAL SAVI NGS AND LOAN ASSOCI ATI ON, A STATE OR FEDERAL MJUTUAL  SAVI NGS
BANK, A CO OPERATI VE BANK, A STATE OR FEDERAL CREDI T UNI ON, OR ANY OTHER
PERSON WHO, DI RECTLY OR | NDI RECTLY, HOLDS AN ACCOUNT BELONG NG TO A
CONSUMER. THE TERM ALSO | NCLUDES ANY PERSON WHO | SSUES AN ACCESS DEVI CE
AND AGREES WTH A CONSUMER TO PROVI DE ELECTRONI C FUND TRANSFER SERVI CES.

(F) " GOVERNMENT AUTHORI TY" MEANS ANY FEDERAL, STATE, OR LOCAL UNIT OF
GOVERNMENT OR ANY AGENCY OR | NSTRUMVENTALI TY THEREGF.

(G "ITEM MEANS ANY | NSTRUMENT FOR THE PAYMENT OF MONEY, WHETHER OR
NOT I'T IS NEGOTI ABLE AND VHETHER OR NOT | T TAKES A PAPER FORM

"PERSON' MEANS A NATURAL PERSQN, PARTNERSHI P, CORPCRATI ON, ASSQOCI -
ATI ON, GOVERNVENT AUTHORI TY, OR OTHER LEGAL ENTI TY.

(1) "PERSONALLY | DENTI FI ABLE | NFORVATI ON' MEANS ANY | NFORVATI ON THAT
| DENTI FI ES ANY | NDI VI DUAL AS A CONSUMER HAVI NG AN ACCOUNT AFFECTED BY AN
ELECTRONI C FUND TRANSFER OR THAT OTHERW SE PROVI DES | NFORMATI ON  ABOUT
THAT | NDI VI DUAL, HI S ACCOUNT AND THE ELECTRONI C FUND TRANSFER.

S 375-B. EXPECTATI ON OF CONFI DENTI ALI TY. (A) NO FI NANCI AL | NSTI TUTI ON,
OR ITS OFFICERS, EMPLOYEES OR AGENTS, MAY Dl SCLOSE THE EXI STENCE,
LOCATI ON, DATE, TI Mg, CONTENTS, EFFECT OR MEANI NG OF ANY | TEM | NVOLVED
I N AN ELECTRONI C FUND TRANSFER MADE BY A CONSUMER EXCEPT TO

(1) THE CONSUMER MAKI NG THE TRANSFER,

(2) ANY OTHER PERSON WHO IS A PARTY TO THE ELECTRONI C FUND TRANSFER OR
I S NECESSARY TO EFFECTUATE THE TRANSFER, BUT ONLY TO THE EXTENT THAT THE
I NFORVATI ON | S NECESSARY TO EFFECTUATE THE TRANSFER;

(3) AN OFFI CER, EMPLOYEE OR AGENT OF THE FI NANCI AL | NSTI TUTI ON HOLDI NG
THE CONSUMER S ACCOUNT AFFECTED BY THE TRANSFER FOR THE SOLE PURPCSE OF
SERVI CI NG THE ACCOUNT RELATIONSHI P, BUT ONLY TO THE EXTENT ACTUALLY
NECESSARY,;

(4) A PERSON AUTHORI ZED BY LAW TO HAVE ACCESS TO THE RECORDS OF THE
FI NANCI AL | NSTI TUTION I N THE COURSE OF SUCH PERSON S OFFI Cl AL DUTI ES;

(5) ANY SUPERVI SORY OR REGULATORY AGENCY IN THE EXERCI SE OF I TS SUPER-
VI SORY OR REGULATORY FUNCTI ON OR DI SCLOSURE THAT IS OTHERW SE REQUI RED
BY ANY LAW OR REGULATI ON OF SUCH AN AGENCY;

(6) A GOVERNMENT AUTHORI TY PURSUANT TO A COURT ORDER AS PROVI DED FOR
I N SECTI ON THREE HUNDRED SEVENTY-FI VE-C OF TH S ARTI CLE; OR

(7) PURSUANT TO THE WRI TTEN AUTHORI ZATI ON OF THE CONSUMER MAKI NG THE
TRANSFER; PROVI DED, HOWEVER, THAT SUCH AUTHORI ZATI ON SHALL NOT REMAIN I N
EFFECT LONGER THAN FORTY- FI VE DAYS.

(B) NO FINANCIAL | NSTITUTION MAY SELL OR OTHERW SE DI SCLOSE LI STS
CONTAI Nl NG PERSONALLY | DENTI FI ABLE | NFORVATI ON  CONCERNI NG  CONSUMERS
USI NG ELECTRONI C FUND TRANSFER SYSTEMS.

(© ANY PERSON RECEI VI NG PERSONALLY | DENTI FI ABLE | NFORMATI ON PURSUANT
TO SUBDI VI SION (A) OF THI'S SECTI ON SHALL NOT REDI SCLOSE THAT | NFORMATI ON
TO ANOTHER PERSON UNLESS AUTHCRI ZED TO DO SO BY LAW

(D) EACH FI NANCI AL | NSTI TUTI ON SHALL MAI NTAIN REASONABLE PROCEDURES
ACCEPTABLE TO THE BANKI NG DEPARTMENT DESI GNED TO PREVENT ANY DI SCLOSURE,
OTHER THAN A DI SCLOSURE PERM TTED BY SUBDI VI SION (A) OF THI S SECTION, OF
PERSONALLY | DENTI FI ABLE | NFORVATI ON RELATING TO AN ELECTRONI C FUND
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TRANSFER. | F A FI NANCI AL | NSTI TUTI ON BECOVES AWARE OF AN UNAUTHORI ZED
DISCLOSURE, | T SHALL, NOT LATER THAN THREE DAYS AFTER OBTAI NI NG SUCH
KNOWLEDGE, DI SCLOSE TO THE APPLI CABLE CONSUVER BY REGQ STERED MAI L,
RETURN RECEI PT REQUESTED, THE FACT OF THE OCCURRENCE OF THE UNAUTHORI ZED
DI SCLOSURE AND THE PARTI CULARS THEREOF KNOWN TO THE SERVI CE PROVI DER OR
TO THE FI NANCI AL | NSTI TUTI ON.

(E) NO PERSON MAY OBTAI N PERSONALLY | DENTI FI ABLE | NFORVATI ON  RELATI NG
TO ANY ELECTRONI C FUND TRANSFER ORI G NATED BY OR ADDRESSED TO A CONSUMER
EXCEPT AS PROVI DED I N SUBDI VI SION (A) OF THI S SECTI ON.

(F) A FINANCI AL | NSTI TUTI ON MAY NOT | NCORPORATE I TS ELECTRONI C FUND
TRANSFER SYSTEM LI NES W TH ANY OTHER ELECTRONI C FUND TRANSFER SYSTEM FOR
THE PURPOSE OF ASCERTAI NI NG THE PHYSI CAL LOCATI ON OF A CONSUMER USI NG AN
ELECTRONI C FUND TRANSFER SYSTEM AT THE Tl ME OF EFFECTI NG A TRANSFER.

(G NOTHING IN THI S SECTI ON SHALL PRECLUDE A BANKI NG I NSTI TUTI ON FROM
NOTI FYI NG APPROPRI ATE OFFI CI ALS OF SUSPECTED VI OLATI ONS OF LAW PROVI DED
HONEVER, THAT ANY ACCESS TO CUSTOVER RECORDS BY A LAW ENFORCEMENT AGENCY
OR OFFI Cl AL THEREOF SHALL BE GOVERNED BY SECTI ON THREE HUNDRED SEVENTY-
FIVE-C OF TH S ARTI CLE.

S 375-C. DI SCLOSURE TO A GOVERNMENT AUTHORI TY; COURT ORDER. A FI NAN-
Cl AL | NSTI TUTI ON MAY DI SCLOSE PERSONALLY | DENTI FI ABLE | NFORVATI ON RELAT-
| NG TO AN ELECTRONI C FUND TRANSFER | F:

(A) THE FINANCIAL |INSTITUTION IS SERVED WTH A SEARCH WARRANT VH CH
PARTI CULARLY DESCRIBES THE |INFORVATION OR MATERIAL REQU RED TO BE
DI SCLOSED. |IN SUCH EVENT THE FI NANCI AL | NSTI TUTI ON SHALL (1) DI SCLOSE
ONLY THE | NFORVATI ON AND MATERI AL THUS DESCRIBED AND (2) UNLESS THE
WARRANT EXPRESSLY PROVI DES TO THE CONTRARY, | MVEDI ATELY NOTIFY I N WRI T-
I NG THE | NDI VI DUAL OR ENTITY | NVOLVED THAT SUCH DI SCLOSURE HAS BEEN
MADE;

(B) THE FI NANCI AL I NSTI TUTION I S SERVED W TH A SUBPCENA WHI CH PARTI C-
ULARLY DESCRI BES THE | NFORVATI ON OR MATERI AL REQUI RED TO BE DI SCLOSED.
IN SUCH EVENT, UNLESS OTHERW SE PROVI DED BY COURT ORDER, OR UNLESS THE
SUBPCENA STATES ON I TS FACE THAT IT I S SERVED ON BEHALF OF A JUDGVENT
CREDI TOR SEEKING TO ENFORCE A JUDGQVENT VWH CH HAS BEEN ENTERED AND
REMAI NS UNSATI SFI ED, THE FI NANCI AL | NSTI TUTI ON SHALL NOT COWPLY W TH
SUCH SUBPOENA UNTIL EXPIRATION OF SEVEN DAYS AFTER | T SHALL HAVE
PROVI DED THE | NDI VI DUAL OR ENTI TY | NVOLVED W TH WRI TTEN NOTI CE COF SUCH
SUBPCENA, VWHI CH NOTICE SHALL BE PROVI DED | MVEDI ATELY UPON RECEI PT OF
SUCH SUBPCENA. SUCH SEVEN DAY PERI OD SHALL BE MEASURED FROM THE DATE OF
MAI LI NG BY FI RST CLASS MAI L BY THE FI NANCI AL | NSTI TUTI ON OF THE REQUI RED
NOTI FI CATI ON;

(© NOTW THSTANDI NG THE FOREGO NG | F THE SEARCH WARRANT OR SUBPOENA
PROVI DES THAT THE | NFORMATI ON REQUESTED SHALL BE PRODUCED IN A COURT,
SUCH DI SCLOSURE MAY BE MADE PRI OR TO THE EXPI RATI ON OF SUCH SEVEN DAY
PERI OD | N COVMPLI ANCE W TH THE TERMS OF THE SEARCH WARRANT OR SUBPCENA.

S 375-D. CVIL REMEDIES. (A) A CONSUMER AGGRI EVED BY VICOLATION OF
TH'S ARTICLE NMAY MAINTAIN A CIVIL ACTI ON FOR DAMAGES AND FOR EQUI TABLE
RELI EF.

(B) ANY PERSON WHO DI SCLOSES PERSONALLY | DENTI FI ABLE | NFORVATION I N
VIOLATION OF THIS ARTICLE OR WHO OITHERW SE ENGAGES | N CONDUCT I N
VI OLATION OF THI S ARTI CLE SHALL BE LIABLE TO THE AGGRI EVED CONSUVER
ACTING EITHER I N AN | NDI VI DUAL CAPACI TY OR AS THE MEMBER OF A CLASS FOR
AN AMOUNT EQUAL TO THE SUM OF:

(1) ANY ACTUAL DAMAGES SUSTAINED BY THE CONSUVER OR ONE HUNDRED
DOLLARS, VH CHEVER | S GREATER, AS A RESULT OF THE DI SCLOSURE;
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(2) |IN THE CASE OF ANY SUCCESSFUL ACTI ON FOR DAMAGES, THE PLAI NTI FF' S
REASONABLE ATTORNEY' S FEES AND OTHER COSTS OF LITI GATION REASONABLY
| NCURRED.

(© IN ANY CIVIL ACTI ON BROUGHT UNDER THI S SECTION I N WHI CH THE PLAI N-
TIFF  OR PLAI NTI FFS HAVE SUBSTANTI ALLY PREVAI LED, THE COURT, | N ADDI Tl ON
TO ANY ACTUAL DAMAGES OR EQUI TABLE RELIEF, MAY AWARD SUCH PUN TIVE
DAMAGES AS MAY BE WARRANTED.

(D) NO ACTI ON UNDER THI S SECTI ON SHALL BE BROUGHT LATER THAN TWD YEARS
FROM THE DATE OF THE DI SCOVERY OF THE VI OLATI ON, BUT I N NO CASE SHALL
SUCH AN ACTI ON BE BROUGHT LATER THAN SEVEN YEARS FROM THE DATE OF THE
VI OLATI ON.

S 375-E. SEPARABILITY CLAUSE; CONSTRUCTION. (A) |IF ANY PROVI SI ON OF
THI S ARTI CLE OR THE APPLI CATI ON THEREOF | S HELD I NVALI D, THE REMAI NDER
OF THI' S ARTI CLE AND THE APPLI CATI ON OF ANY PROVI SI ON TO OTHER PERSONS OR
Cl RCUMBTANCES SHALL NOT BE AFFECTED THEREBY.

(B) THI'S ARTICLE SHALL BE LI BERALLY CONSTRUED TO EFFECT THE PURPOSES
THEREOF.

S 2. This act shall take effect on the first of January next succeed-
ing the date on which it shall have becone a | aw



