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Introduced by M of A DINOWTZ, PHEFFER, GALEF, M LLMAN, BENEDETTQ,
AUBRY, PAULIN, COLTON, GABRYSZAK, JAFFEE -- Milti-Sponsored by -- M
of A.  BOYLAND, BRENNAN, CAHI LL, COCK, CROUCH, CUSICK, CYMBROW TZ,
DESTI TO, ENGLEBRI GHT, FARRELL, FINCH GANTT, G GLIO G CK, GOITFRI ED
GUNTHER, HEASTIE, H KIND, HOOPER, HOYT, JACOBS, LATIMER, LAVINE
V. LOPEZ, LUPARDO, MAGEE, MAGNARELLI, MARKEY, MAYERSOHN, M:DONOUGH
McENENY, J. MLLER, MORELLE, OAKS, PEOPLES-STCKES, PERRY, PRETLOW
RAIA, REILLY, J. RIVERA, P. RIVERA, ROBINSON, SAYWARD, SCARBOROUGH
SCH MM NGER, THI ELE, WElI SENBERG, WRI GHT -- read once and referred to
the Commttee on Consuner Affairs and Protection

AN ACT to amend the general business law, in relation to the di ssem
i nation of confidential information by telephone corporations and
wi rel ess phone services providers

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Legislative findings and declaration. The |egislature here-
by finds that unauthorized third parties are able to obtain, procure,
purchase or sell a person's tel ephone or wrel ess phone records rel ated
to any given period of time. Access to this information can sonetines be
useful to | aw enforcenment personnel. Such informtion, however, can be
dangerous if the confidential information released is that of an under-
cover officer, other authorized | aw enforcenent personnel or government
enpl oyee. Unauthorized release of call records also can be damaging to
commerce by revealing private business relationships. The unauthorized
rel ease of the phone records of counselors, including clergy, physi-
ci ans, psychot herapists, financial consultants and non-profit organiza-
tions, can underm ne these relationships of trust and in sone instances

j eopardi ze the well being of these counselors and their clients. 1In
addition, nost private individuals expect that their phone call |ogs or
their information related to their tel ephone account is confidential and
will not be dissenm nated to unauthorized persons.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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The legislature further finds that, despite the strong interest that
authorized personnel and private citizens have in protecting access to
this informati on, such information is sonetines obtained fraudulently or
wi t hout authorization, and subsequently sold or otherwi se released for
commercial or other purposes. As a result, confidential phone records
that are obtained and rel eased w thout authorization or otherw se have
had adverse consequences including: (1) the exposure of undercover |aw
enf orcenent personnel; (2) an increase in identity fraud crines; (3) an
increase in intrusive and deceptive tel ephone, direct nmail and internet
solicitations; (4) an invasion of privacy for individuals who have had
personal information revealed wthout their consent; (5) revealing
confidential business communications; (6) harnful to counselors and
their clients; (7) a disruption to tel ecomunications service providers
and their provision of service to their legitimate custonmers; and (8)
the dissemnation of false and spurious information which has led to
deni al or refusal of housing, enploynent, insurance and other services
and opportunities.

The legislature, therefore, finds and declares that it is in the
public's and state's interest to protect against the release of confi-
dential information and limt the release of confidential information
fromtel ephone corporation and wireless service providers to instances
where such a release of information is requested by or authorized by the
t el econmruni cati ons service custonmer and where rel ease procedures have
been established and foll owed; or where a subpoena, search warrant or
court-ordered request for custoner records is issued. Such limtations
and requisite penalties will neaningfully and substantially advance the
state's interests in protecting personal privacy in a manner that is
narrowly tailored to avoid adverse inpact on other rights and needs of
t el econmruni cati on service consuners and the providers of such services.

S 2. The general business |aw is anmended by adding a new article 32-A
to read as foll ows:

ARTI CLE 32- A
PROTECTI ON OF TELEPHONE RECORDS
SECTI ON 676. DEFI NI TI ONS.
676- A. PRI VACY OF CONFI DENTI AL | NFORMATI ON.
676-B. NOTI CE.
676-C. ClVIL ENFORCEMENT.

S 676. DEFINITIONS. AS USED IN THI S ARTI CLE, THE FOLLOW NG TERMS SHALL
HAVE THE FOLLOW NG MEANI NGS

1. "TELEPHONE CORPORATI ON' SHALL HAVE THE SAME MEANI NG AS PROVIDED I N
SECTI ON TWD OF THE PUBLI C SERVI CE LAW

2. "WRELESS PHONE SERVI CE'" MEANS ALL COMMERCI AL MOBI LE SERVI CES, AS
THAT TERM | S DEFI NED I N SECTI ON 332(D) OF TITLE 47, UNI TED STATES CODE
AS AMENDED FROM TIME TO TIME, | NCLUDI NG BUT NOT LIMTED TO, ALL BROAD-
BAND PERSONAL COVMUNI CATI ONS SERVI CES, W RELESS RADIO TELEPHONE
SERVI CES, SATELLI TE PROVI DERS, GEOGRAPHI C AREA SPECI ALI ZED AND ENHANCED
SPECI ALI ZED MOBI LE RADI O SERVI CES, AND | NCUVBENT- W DE AREAS SPECI ALI ZED
MOBI LE RADI O LICENSEES, WH CH OFFER REAL TI Mg, TWO WAY VO CE OR DATA
SERVI CE THAT |S |INTERCONNECTED WTH THE PUBLIC SW TCHED TELEPHONE
NETWORK OR OTHERW SE PROVIDES ACCESS TO EMERGENCY COVMUNI CATI ONS
SERVI CES, OR ANY OTHER TELEPHONE SERVI CE

3. "COVERED ENTI TY" MEANS A TELEPHONE CORPORATION OR WRELESS PHONE
SERVI CE PROVI DER, AND | NCLUDES ANY PROVI DER OF | P- ENABLED VO CE SERVI CE

4. " CONFI DENTI AL TELECOVMUNI CATI ON RECORDS | NFORMATI ON' OR " CONFI DEN-
TI AL | NFORVATI ON' MEANS:
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(A) | NFORVATI ON THAT RELATES TO THE QUALI TY, TECHNI CAL CONFI GURATI ON,
TYPE, DESTI NATI ON, LOCATI ON, AND AMOUNT OF USE OF A TELECOMMUNI CATI ONS
SERVI CE SUBSCRI BED TO BY ANY CUSTOVER OF A COVERED ENTI TY; AND

(B) | NFORVATI ON CONTAI NED | N CUSTOVERS' BI LLI NG STATEMENTS PERTAI NI NG
TO TELEPHONE EXCHANGE SERVI CE OR TELEPHONE TOLL SERVICE RECEIVED BY A
CUSTOVER OF A COVERED ENTI TY; PROVI DED, HOWNEVER, CONFI DENTI AL TELECOMMU-
NI CATI ON RECORDS | NFORVATI ON SHALL NOT | NCLUDE | NFORVATI ON REGARDI NG A
CONSUMER S PAYMENT HI STORY PURSUANT TO ARTI CLE TVENTY-FI VE OF TH S CHAP-
TER

5. "UNAFFI LI ATED TH RD PARTY" MEANS ANY ENTITY OR PERSON THAT [|S NOT
AN AFFI LI ATE OF, OR RELATED BY COMMON OMNERSHI P OR AFFI LI ATED BY CORPG
RATE CONTROL W TH THE COVERED ENTITY, BUT DCES NOT |INCLUDE A JO NT
EMPLOYEE OF SUCH | NSTI TUTI ON.

6. "AFFI LI ATE" SHALL HAVE THE SAME MEANI NG AS PROVI DED I N SECTI ON NI NE
HUNDRED TWELVE OF THE BUSI NESS CORPORATI ON LAW

7. "PERSON' MEANS ANY NATURAL PERSON AND ANY FI RM ORGANI ZATI ON, PART-
NERSHI P, ASSCCI ATI ON, CORPORATI ON, NOT- FOR- PROFI T ORGANI ZATI ON, OR OTHER
ENTI TY.

8. "I P-ENABLED VO CE SERVI CE" MEANS:

(A) THE SERVI CE ENABLES REAL-TI ME, TWO-VAY VO CE COVMUNI CATI ONS;

(B) THE SERVICE REQU RES A BROADBAND CONNECTION FROM THE USERS
LOCATI ON,

(© THE SERVI CE REQUI RES | P- COVPATI BLE END- USER EQUI PMENT; AND

(D) THE SERVI CE OFFERI NG PERM TS USERS GENERALLY TO RECEI VE CALLS THAT
ORI G NATE ON THE PUBLI C SW TCHED TELEPHONE NETWORK (PSTN) AND TO TERM -
NATE CALLS TO THE PSTN.

9. "CUSTOVER' MEANS, W TH RESPECT TO A COVERED ENTI TY, ANY PERSON OR
AUTHORI ZED REPRESENTATIVE OF A PERSON TO WHOM THE COVERED ENTITY
PROVI DES A PRODUCT OR SERVI CE.

10. "PROCURE" MEANS TO OBTAI N CONFI DENTI AL TELECOVMUNI CATI ON RECORDS
I NFORVATI ON BY ANY MEANS, WHETHER ELECTRONI CALLY, [N WRITING OR ORAL
FORM W TH OR W THOUT CONSI DERATI ON.

S 676-A PRI VACY OF CONFI DENTI AL | NFORMATI ON. 1. EXCEPT AS OTHERW SE
EXPRESSLY PROVIDED IN TH S ARTI CLE, A COVERED ENTI TY SHALL NOT DI RECTLY
OR THROUGH AN AFFI LI ATE DI SCLOSE CONFI DENTI AL TELECOVMUNI CATI ON RECORDS
| NFORVATI ON TO AN UNAFFI LI ATED THI RD PARTY, UNLESS:

(A) THE COVERED ENTITY SHALL HAVE FIRST AFFI RVATI VELY OBTAINED VIA
VERI FI ABLE MEANS | NFORVED CONSENT FOR SUCH DI SCLOSURE FROM THE PERSON
VWHOSE CONFI DENTI AL TELECOMVUNI CATI ON RECORDS | NFORVATI ON | S SQUGHT, AND
SUCH CONSENT HAS NOT BEEN W THDRAWN, THE COVERED ENTI TY SHALL HAVE FI RST
RECEI VED FROM THE PERSON REQUESTI NG DI SCLOSURE POSI TI VE AND VERI FI ABLE
| DENTI FI CATI ON THAT SUCH PERSON | S AUTHORI ZED PURSUANT TO THI S ARTICLE
TO RECEIVE SUCH CONFI DENTI AL | NFORMATI ON I N ACCORD W TH THE PROCEDURES
ESTABLI SHED BY THE COVERED ENTI TY;

(B) THE COVERED ENTITY IS AUTHORI ZED PURSUANT TO COURT ORDER OR
SUBPCENA TO RELEASE SUCH CONFI DENTI AL | NFORMATION OR | S OTHERW SE
REQUI RED TO DO SO BY LAW

(©) DI SCLOSURE OF SUCH CONFI DENTI AL | NFORVATION IS NECESSARY TO THE
RENDI TION  OF THE SERVI CE OR TO THE PROTECTI ON OF THE RI GHTS OR PROPERTY
OF THE COVERED ENTITY, OR TO PROTECT THE CUSTOMER OF THOSE SERVI CES FROM
FRAUDULENT, ABUSI VE, OR UNLAWUL USE OF, OR SUBSCRIPTION TGO SUCH
SERVI CES;

(D) DISCLOSURE OF SUCH CONFIDENTIAL | NFORVATION 1S MADE TO A LAW
ENFORCEMENT OR OTHER GOVERNMENTAL AGENCY UPON THE REASONABLE BELI EF THAT
EXI GENT Cl RCUMSTANCES | NVOLVI NG THE | MMEDI ATE DANGER OF DEATH OR SERI QUS
PHYSI CAL | NJURY TO ANY PERSON EXI ST; OR
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(E) DISCLOSURE OF SUCH CONFIDENTIAL |NFORVMATION IS MADE TO THE
NATI ONAL CENTER OF M SSI NG AND EXPLO TED CHI LDREN | N CONNECTI ON W TH A
REPORT SUBM TTED THERETO PURSUANT TO SECTI ON 227 OF THE FEDERAL " VI CTI M5
OF CH LD ABUSE ACT OF 1990."

2. NO UNAFFI LI ATED THI RD PARTY WHO MAY BE | N RECEI PT OF CONFI DENTI AL
TELECOMMUNI CATI ON RECORDS | NFORMATI ON RETAI NED BY A COVERED ENTITY OR
ANY OF | TS AFFILIATES SHALL RELEASE SUCH CONFI DENTI AL | NFORMATI ON TO
ANOTHER PERSON, EXCEPT THAT SUCH CONFI DENTI AL | NFORVATI ON MAY BE
DI SCLOSED BY A LAW ENFORCEMENT AGENCY | N THE FURTHERANCE OF THE LAW
ENFORCEMENT PURPOSE.

S 676-B. NOTICE. 1. A COVERED ENTITY SHALL ABIDE BY A WRI TTEN PCLI CY
REGARDI NG THE PRI VACY OF CUSTOVER | NFORVATI ON | N ACCORDANCE W TH THI S
ARTI CLE AND APPLI CABLE FEDERAL AND STATE LAW AND W LL MAKE SUCH PRI VACY
POLI CY AVAI LABLE TO I TS CUSTOVERS, AND TO PROSPECTI VE CUSTOMVERS PRI OR TO
THEIR ENTERING |INTO AN AGREEMENT OR CONTRACT WTH A COVERED ENTI TY,
El THER BY POSTI NG SUCH PRI VACY POLI CY CONSPI CUOUSLY ON | TS WEBSI TE OR BY
MAKI NG | T AVAI LABLE THROUGH OTHER VERI FI ABLE MEANS. SUCH PRI VACY POLI CY
SHALL BE SET FORTH | N ACCORDANCE W TH THE PROVI SI ONS OF SECTI ON 5- 702 OF
THE GENERAL OBLI GATI ONS LAW

2. THE WRI TTEN PRI VACY POLI CY REQUI RED PURSUANT TO SUBDI VI SION ONE  OF
THI' S SECTI ON SHALL CLEARLY AND CONSPI CUOUSLY STATE OR DESCRI BE:

(A) THE TYPES OF CONFI DENTI AL | NFORMATI ON THAT THE COVERED ENTI TY MAY
SEEK TO DI SCLCSE;

(B) THE Cl RCUMSTANCES UNDER WHI CH DI SCLOSURE MAY BE MADE;

(C) THE TYPES OF UNAFFI LI ATED THI RD PARTI ES TO WH CH DI SCLOSURE MAY BE
MADE; AND

(D) WHETHER AND HOW CUSTOVER CONSENT W LL BE OBTAI NED, WHEN APPLI CA-
BLE.

S 676-C. ClVIL ENFORCEMENT. 1. WHENEVER THERE SHALL BE A VI OLATI ON OF
THI'S ARTI CLE OR ANY RULES OR REGULATI ONS PROMULGATED PURSUANT TO THI'S
ARTI CLE, AN APPLI CATI ON MAY BE MADE BY THE ATTORNEY GENERAL | N THE NAME
OF THE PEOPLE OF THE STATE OF NEW YORK TO A COURT OR JUSTICE HAVING
JURI SDI CTI ON TO | SSUE AN | NJUNCTI ON, AND UPON NOTI CE TO THE DEFENDANT OF
NOT FEWER THAN FI VE DAYS, TO ENJO N AND RESTRAI N THE CONTI NUANCE OF SUCH
VIOLATIONS; AND |F IT SHALL APPEAR TO THE SATI SFACTI ON OF THE COURT OR
JUSTI CE, THAT THE DEFENDANT HAS, IN FACT, VIOLATED THI S ARTICLE AN
INJUNCTION MAY BE |ISSUED BY SUCH COURT OR JUSTICE ENJO NI NG AND
RESTRAI NI NG ANY FURTHER VI OLATI ON, W THOUT REQUI RING PROOF THAT ANY
PERSON HAS |IN FACT, BEEN INJURED OR DAMAGED THEREBY. I N ANY SUCH
PROCEEDI NG THE COURT MAY MAKE ALLOMNCES TO THE ATTORNEY GENERAL AS
PROVIDED |IN PARAGRAPH SIX OF SUBDI VISION (A) OF SECTI ON ElI GHTY- THREE
HUNDRED THREE OF THE Cl VI L PRACTI CE LAW AND RULES, AND DI RECT RESTITU
TION. VHENEVER THE COURT SHALL DETERM NE THAT A VI CLATION OF THI S ARTI -
CLE HAS OCCURRED, THE COURT MAY | MPOSE A CIVIL PENALTY OF NOT MORE THAN
ONE THOUSAND DCOLLARS PER VI OLATI ON. | N CONNECTI ON W TH ANY SUCH PROPOSED
APPLI CATI ON, THE ATTORNEY GENERAL | S AUTHORI ZED TO TAKE PROOF AND MAKE A
DETERM NATI ON OF THE RELEVANT FACTS AND TO | SSUE SUBPOENAS | N ACCORDANCE
W TH THE CI VI L PRACTI CE LAW AND RULES. AN ACTI ON BROUGHT BY THE ATTORNEY
GENERAL NMAY ALSO | NCLUDE OTHER CAUSES OF ACTI ON.

2. THE REMEDIES, DUTIES, PROH Bl TI ONS AND PENALTI ES PROVIDED IN TH S
ARTI CLE ARE NOT EXCLUSI VE AND ARE I N ADDI TION TO ALL OTHER CAUSES OF
ACTI ON, REMEDI ES, AND PENALTI ES PROVI DED BY LAW

S 3. Every covered entity doing business in the state shall have in
pl ace and enforce internal procedures designed to prevent the unauthor-
i zed procurenent, sale or release of confidential tel ecomunication
records information, including, but not limted to, procedures to ensure
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the identity of a customer and procedures for authorizing consent for
the release of any such confidential information. No confidentia
i nformati on shall be rel eased except pursuant to these procedures. The
procedures required by this provision shall be available to the attorney
general upon witten request.

S 4. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw, provi ded however that effective i mediately,
the addition, anendnent and/or repeal of any rule or regul ation neces-
sary for the inplenentation of this act on its effective date are
authorized and directed to be nmade and conpleted by the secretary of
state, in consultation with the attorney general and the public service
conmi ssion, on or before such effective date.



