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Introduced by M of A BING D NOWNTZ, HOYT, MLLMAN, PHEFFER, WRI GHT
CUSI CK, SCHI MEL, SCARBOROUGH, GABRYSZAK, KAVANAGH, d BSON, CASTRO --
Mul ti-Sponsored by -- M of A AUBRY, BOYLAND, BRENNAN, CAHI LL, CLARK
COLTON, COOK, CYMBROW TZ, FARRELL, GALEF, G.ICK, GOTTFRI ED, H KI ND
HOOPER, JAFFEE, KELLNER, LAVINE, V. LOPEZ, MARKEY, MAYERSOHN, M:ENENY,
M MLLER, ORTIZ, REILLY, J. R VERA ROBINSON, ROSENTHAL, TITONE
TI TUS, WElI SENBERG -- read once and referred to the Commttee on Banks

AN ACT to amend the general business |law and the banking law, in
relation to enacting the private autonmated teller machi ne safety act

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Short title. This act shall be known and may be cited as
the "private autonated teller nachine safety act".

S 2. The general business |law is anended by addi ng a new section 399-
yyy to read as follows:

S 399-YYY. AUTOVATED TELLER MACHI NE SAFETY RULES. EVERY PERSON OR
ENTI TY SHALL MAI NTAIN THE FOLLOW NG SECURI TY MEASURES W TH RESPECT TO
EACH OF THE AUTOVATED TELLER MACHI NES LOCATED AND | NSTALLED ON HI S OR
HER PROPERTY:

1. ADEQUATE LI GHTING WH CH PERM TS A PERSON USI NG AN AUTOVATED TELLER
MACHI NE TO READI LY AND EASILY SEE ALL OTHER PERSONS IN THE | MVEDI ATE
VICINITY OF SUCH MACHI NE; AND

2. A REFLECTI VE M RROR OR M RRCRS, ElI THER AFFI XED TO OR STANDI NG | NDE-
PENDENTLY OF EACH AUTOVATED TELLER MACHI NE, PLACED I N SUCH A MANNER AS
TO PERM T A PERSON USI NG SUCH MACHI NE TO SEE BEHI ND THEM AS THEY CONDUCT
THEI R TRANSACTI ONS.

S 3. The banking law is anended by adding a new article 2-AAAto read
as foll ows:

ARTI CLE 11 - AAA
PRI VATE AUTOVATED TELLER MACHI NE SAFETY

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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SECTI ON 75-P. LEG SLATI VE FI NDI NGS AND | NTENT.
75-Q DEFI NI TI ONS.
75- R APPLI CABI LI TY.
75-S. REQ STRATI ON.
75-T. REQUI REMENTS FOR OPERATI ON.
75-U. APPLI CATI ON; WAl VER
75-V. PENALTI ES.

S 75-P. LEQ SLATI VE FI NDI NGS AND | NTENT. I DENTITY THEFT | S RECOGNI ZED
AS ONE OF THE FASTEST-GRONNG CRIMES | N AMERI CA. THE FEDERAL TRADE
COW SSI ON HAS REPORTED THAT BETWEEN NI NETEEN HUNDRED NI NETY-ElI GHT AND
TWO THOUSAND THREE, 27.3 M LLION AMERI CANS BECAME VI CTI MS OF | DENTI TY
THEFT, WHICH | S OFTEN ASSOCI ATED WTH OTHER SERI QUS CRIMES | NCLUDI NG
MAI L FRAUD, NARCOTI CS, ORGANI ZED CRI ME, MONEY LAUNDERI NG WEAPONS TRAF-
FI CKI NG COWPUTER CRI MES, AND TERRORISM THE USE OF AUTOVATED TELLER
MACHI NES ENABLES CONSUMERS TO ACCESS FUNDS CONVENI ENTLY W THOUT HAVI NG
TO GO TO A BANK, BUT |IT ALSO PROVIDES AN OPPORTUNITY FOR |DENTITY
THI EVES. | NDEED, PEOPLE WHO USE THE UNENCLCSED AUTOVATED TELLER MACHI NES
FOUND |IN MANY BU LDINGS SUCH AS SUPERMARKETS AND CONVENI ENCE STORES,
VWHOSE FUNCTI ONS ARE UNRELATED TO BANKI NG ACTIVITIES, ARE PARTI CULARLY
VULNERABLE BECAUSE SUCH MACHI NES ARE NOT REGULATED BY FEDERAL OR STATE
LAW THESE MACHI NES CAN BE THE SETTI NG FOR UNSCRUPULOUS NMNACHI NE OPERA-
TORS OR THI RD PARTI ES TO OBTAI N THE PERSONAL BANK | NFORVATI ON OF PERSONS
CONDUCTI NG FI NANCI AL TRANSACTI ONS.  WHI LE AUTOVATED TELLER MACHI NES
LOCATED AT BANKI NG | NSTI TUTI ONS PROVI DE CERTAIN SAFETY ENHANCEMENTS,
SUCH AS REARVI EW M RRORS OR SECURI TY CAMERAS, PRI VATE AUTOVATED TELLER
MACHI NES ARE CURRENTLY NOT LEGALLY REQUI RED TO DO SO. MOREOVER, BECAUSE
SUCH MACH NES ARE NOT, AT PRESENT, LICENSED OR OTHERW SE REGQ STERED | N
NEW YORK STATE, THEI R OPERATORS ARE OFTEN UNTRACEABLE, MAKING I T DI FFI -
CULT FOR LAW ENFORCEMENT TRYI NG TO SOLVE | DENTI TY THEFT CRI MES | NVOLVI NG
AUTOVATED TELLER MACHI NE FRAUD. THI S LAW I MPLEMENTS MEASURES TO COVBAT
| DENTI TY THEFT AND PROTECT CI TI ZENS' PERSONAL | NFORVATI ON AT THOSE AUTG
MATED TELLER MACHI NES THAT ARE NOT CURRENTLY REGULATED BY FEDERAL OR
STATE LAW

S 75-Q DEFINITIONS. FOR THE PURPCSES OF TH S ARTI CLE:

1. "AUTOVATED TELLER MACH NE" SHALL MEAN A DEVICE WVHICH IS LINKED TO
THE ACCOUNTS AND RECCORDS OF A BANKING |INSTITUTION AND WH CH ENABLES
CONSUMERS  TO CARRY OUT BANKI NG TRANSACTI ONS, | NCLUDI NG, BUT NOT LI M TED
TO, ACCOUNT TRANSFERS, DEPOSI TS, CASH W THDRAWALS, BALANCE | NQUI RIES,
AND LOAN PAYMENTS.

2. "OPERATOR' SHALL MEAN A PERSON, ORGANI ZATI ON, OR COVPANY, | NCLUDI NG
BUT NOT LIMTED TO ONE WHO OMS, | NVESTS IN, OR LEASES AN AUTOVATED
TELLER MACHI NE AND | S RESPONSI BLE FOR THE MAI NTENANCE, FUNCTI ONI NG,  AND
OPERATI ON OF SUCH MACHI NE, WHICH IS LOCATED I N ANY BUI LDI NG STRUCTURE,
OR SPACE VWHOSE PRI MARY PURPOSE OR FUNCTION IS UNRELATED TO BANKI NG
ACTIVITIES, [INCLUDING BUT NOI' LIMTED TO SUPERVARKETS, RESTAURANTS,
BARS, CONVENI ENCE STORES, Al RPORTS, SCHOOL BUI LDI NGS, AND PUBLI C BUI LD
I NGS.

3. "AUTOVATED TELLER MACHI NE PLACEMENT AGREEMENT" SHALL MEAN AN AGREE-
MENT BETWEEN A MERCHANT AND A PRI VATE AUTOVATED TELLER MACHI NE OPERATOR
AUTHORI ZI NG THE LOCATI ON AND PROVIDING THE TERMS OF OPERATION OF A
PRI VATE AUTOVATED TELLER MACHI NE AT A SPECIFIED SITE, | NCLUD NG THE
MERCHANT' S PLACE OF BUSI NESS.

4. "EFT NETWORK" SHALL MEAN AN ELECTRONI C FUNDS TRANSFER NETWORK THAT
ENABLES THE TRANSFER OF FUNDS | N AND QUT OF A PERSON S BANK ACCOUNT WHEN
SUCH PERSON COVPLETES A TRANSACTI ON AT AN AUTOVATED TELLER MACH NE.



Co~NOoOUIT~hWNE

A. 1160 3

5. "TRANSACTI ON' SHALL MEAN THE ACT OF ACCESSI NG AN ACCOUNT AT A
FI NANCI AL | NSTI TUTION WTH A CREDIT CARD, DEBI T CARD, OR OTHER BANKCARD
AT A PRIVATE AUTOVATED TELLER MACH NE FOR THE PURPOSE OF MAKI NG CASH
W THDRAWALS, BALANCE | NQUI RI ES, DEPOSI TS, FUND TRANSFERS FROM OR TO THE
ACCOUNT, OR ENGAG NG I N ANY OTHER TRANSACTI ON.

S 75-R APPLICABILITY. THE PROVISIONS OF TH S ARTI CLE SHALL APPLY TO
ANY UNENCLOSED AUTOVATED TELLER MACHI NE LOCATED IN ANY BUI LDI NG  STRUC
TURE, OR SPACE WHOSE PRI MARY PURPOSE OR FUNCTI ON |'S UNRELATED TO BANKI NG
ACTIVITIES, [INCLUDING BUT NOI' LIMTED TO SUPERVARKETS, RESTAURANTS,
BARS, CONVENI ENCE STORES, Al RPORTS, SCHOOL BUI LDI NGS, AND PUBLI C BUI LD
INGS, WHERE SUCH AUTOVATED TELLER MACHI NE |S AVAI LABLE FOR USE ONLY
DURI NG THE REGULAR HOURS OF OPERATION OF THE BU LDING  STRUCTURE, OR
SPACE I N VWHI CH SUCH MACHI NE | S LOCATED.

S 75-S. REG STRATION. 1. AN AUTOVATED TELLER MACH NE SHALL NOT BE
MAI NTAI NED BY AN OPERATOR UNLESS SUCH MACHI NE HAS FI RST BEEN REQ STERED
I N ACCORDANCE W TH THE PROVI SI ONS OF THI S ARTI CLE.

2. EVERY OPERATOR OF AN AUTQOVATED TELLER MACH NE OPERATED I N THE STATE
SHALL SUBM T AN APPLI CATI ON FOR REGQ STRATI ON TO THE SUPERI NTENDENT OF
BANKS I N THE FORM AND MANNER PRESCRI BED BY THE SUPERI NTENDENT. SUCH
APPLI CATI ON SHALL CONTAI N:

A. A BRIEF DESCRI PTION OF THE AUTOVATED TELLER MACHI NE TO BE REQ S-
TERED, | NCLUDI NG THE NAVE AND SERI AL NUMBER OF SUCH MACHI NE,

B. THE NAME AND ADDRESS OF THE OPERATOR OF SUCH MACHI NE, SPECI FYI NG I N
THE CASE OF AN UNI NCORPORATED PARTNERSHI P, THE NAME AND ADDRESS OF EACH
MEMBER OR PARTNER THERECF, OR IN THE CASE OF A CORPORATI ON, THE NAME AND
ADDRESS OF EACH OFFI CER OF THE CORPORATI ON,

C. THE LOCATI ON OF THE AUTOVATED TELLER MACHI NE TO BE REQ STERED,

D. PROOF SATI SFACTORY TO THE SUPERI NTENDENT THAT SUCH MACHINE IS I[N
COVPLI ANCE W TH ALL APPLI CABLE STATE AND FEDERAL REGULATI ONS, AND

E. SUCH ADDI TI ONAL | NFORVATI ON AS THE SUPERI NTENDENT MAY REQUI RE.

3. THE REMOVAL OF ANY AUTOVATED TELLER MACH NE FROM A PREM SES AND | TS
RELOCATION |IN A DI FFERENT PREM SES W THI N THI S STATE SHALL REQUI RE THE
RENEWAL OF SUCH REAQ STRATION OF SUCH MACH NE |IN ACCORDANCE WTH THE
PROVI SIONS OF THI S SECTI ON.

4. REGQ STRATI ONS AND RENEWALS SHALL TAKE EFFECT ON DATES ESTABLI SHED
BY THE SUPERI NTENDENT AND SHALL EXPI RE ONE YEAR AFTER SUCH DATE. VWHERE
SUCH REQ STRATI ON EXPI RATI ON DATE FALLS ON A SATURDAY, SUNDAY, OR HOLI -
DAY, SUCH REG STRATI ON SHALL BE VALID FOR THE OPERATI ON OF THE AUTOVATED
TELLER MACHI NE UNTI L THE END OF THE NEXT BUSINESS DAY FOLLON NG SUCH
SATURDAY, SUNDAY, OR HCLI DAY.

5. EACH OPERATOR SHALL PAY A REG STRATI ON FEE OF ONE HUNDRED DOLLARS
FOR EACH AUTOVATED TELLER MACHINE HE OR SHE WSHES TO REGQ STER  EACH
OPERATOR SHALL PAY A RENEWAL REG STRATI ON FEE OF FI FTY DOLLARS FOR THE
REG STRATI ON OF EACH AUTOVATED TELLER MACH NE HE OR SHE W SHES TO RENEW

6. ANY OPERATOR WHO HAS PLACED AN AUTOVATED TELLER MACHI NE | N SERVI CE
PRIOR TO THE EFFECTI VE DATE OF THI S ARTI CLE SHALL HAVE NI NETY DAYS FROM
SUCH EFFECTI VE DATE TO ENSURE THAT HI S OR HER MACHI NES ARE REGQ STERED | N
ACCORDANCE WTH THI' S ARTI CLE.

S 75-T. REQUI REMENTS FOR OPERATI ON. 1. NOTW THSTANDI NG ANY OTHER
PROVISION OF TH' S ARTICLE, NO PERSON OR ENTITY SHALL PERM T AN UNENC-
LCSED AUTOVATED TELLER MACHI NE TO BE LOCATED ON H'S OR HER PREM SES
W THOUT HAVI NG OBTAI NED PROCF THAT SUCH MACH NE HAS BEEN REG STERED | N
ACCORDANCE W TH THE PROVI SIONS OF THI S ARTI CLE.

2. EACH OPERATOR OF AN AUTOVATED TELLER MACHI NE REGQ STERED | N ACCORD-
ANCE WTH THI S ARTI CLE SHALL:
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A, COWLY WTH ALL EFT NETWORK OPERATI NG RULES AND ALL LOCAL, STATE,
AND FEDERAL REGULATI ONS GOVERNI NG THE OPERATIONS OF I TS PRIVATE AUTO
MATED TELLER MACHI NES;

B. MAINTAIN COWREHENSI VE AND VERI FI ABLE | NVENTORY PROCEDURES AND
ESTABLI SH CONTROLS THAT | DENTI FY THE LOCATION OF ALL OF THE PRIVATE
AUTOVATED TELLER MACHI NES THAT | T OANS AND OPERATES W THI N THE STATE;

C. VWHEN LOCATI NG AND | NSTALLI NG AN AUTOVATED TELLER MACHI NE ON PREM
| SES OMNED BY ANOTHER PERSON OR ENTI TY, OPERATE SUCH MACHI NE ONLY PURSU
ANT TO AN AUTOVATED TELLER MACHI NE PLACEMENT AGREEMENT W TH A PERSON OR
ENTITY WHO | S LEGALLY AUTHORI ZED TO CONDUCT BUSI NESS | N NEW YORK STATE.
SUCH AGREEMENT SHALL PROVI DE THE OPERATOR' S FULL LEGAL NAME AND ANY
TRADE NAME UNDER WHI CH BUSI NESS | S CONDUCTED, ALONG W TH THE OPERATOR S
FEDERAL AND NEW YORK | NCOVE TAX | DENTI FI CATI ON NUMBERS, OR IN THE CASE
O A SOLE PROPRIETOR, H'S OR HER SOCI AL SECURI TY NUMBER, AND SHALL BE
FI LED W TH THE SUPERI NTENDENT; AND

D. POST I N A CONSPI CUOUS PLACE ON THE FRONT OF EACH PRI VATE AUTOVATED
TELLER MACHINE A NOTICE IN AT LEAST TWENTY- FOUR- PO NT TYPE SETTI NG
FORTH: (1) THE NAVE OF THE OPERATOR OF THE AUTOVATED TELLER MACHI NE, AS
VELL AS THE NAVE AND PHONE NUMBER OF THE MERCHANT ON WHOSE PREM SES SUCH
MACHINE |S LOCATED;, (I1) THE TELEPHONE NUMBER WHERE THE SUPERI NTENDENT
MAY BE CONTACTED; AND (I111) THE LANGUAGE: "PROTECT YOUR PIN. REPORT A
LOST OR STOLEN CARD | MVEDI ATELY. "

3. EVERY OPERATOR OF AN AUTOVATED TELLER MACHI NE, AND ANY PERSON OR
ENTI TY ON WHOSE PREM SES ANY SUCH MACHINE |S LOCATED AND | NSTALLED,
SHALL MAI NTAIN SUCH RECORDS | N RELATION TO SUCH MACH NE AS THE SUPER-
| NTENDENT MAY REQUI RE.

S 75-U. APPLI CATION, WAIVER. 1. THE PROVISIONS OF THIS ARTICLE SHALL
NOT APPLY TO ANY ESTABLISHVENT THAT IS SUBJECT TO THE PROVI SI ONS OF
ARTI CLE TWO- AA OF TH S CHAPTER.

2. THE PROVI SIONS OF THI S ARTI CLE MAY NOT BE WAI VED FOR ANY OPERATOR.

S 75-V. PENALTIES. 1. ANY OPERATOR OF AN AUTOVATED TELLER MACHH NE
FOUND TO BE IN VIOLATION OF ANY PROVISION OF THI S ARTI CLE SHALL BE
SUBJECT TO A CIVIL PENALTY OF UP TO FI VE THOUSAND DOLLARS, WH CH MAY BE
RECOVERED FOLLOW NG NOTI CE AND AN OPPORTUNI TY TO BE HEARD | N A PROCEED-
| NG BEFORE THE SUPERI NTENDENT. EACH PERI OD OF FIFTEEN DAYS THAT SUCH
VI OLATI ON REMAI NS UNCORRECTED SHALL CONSTI TUTE A SEPARATE, DI STI NCT
OFFENSE.

2. ANY PERSON OR ENTI TY WHO PERM TS AN AUTOVATED TELLER MACHI NE TO BE
LOCATED AND | NSTALLED AND TO OPERATE ON H' S OR HER PREM SES | N VI OLATI ON
OF ANY PROVISION OF THI S ARTI CLE SHALL BE SUBJECT TO A CIVIL PENALTY OF
UP TO TWDO HUNDRED FI FTY DOLLARS, VWH CH MAY BE RECOVERED FOLLOW NG NOTI CE
AND AN OPPORTUNI TY TO BE HEARD I N A PROCEEDI NG BEFORE THE SUPERI NTEN-
DENT. EACH PERIOD OF FIFTEEN DAYS THAT SUCH VI CLATI ON REMAI NS UNCOR-
RECTED SHALL CONSTI TUTE A SEPARATE, DI STI NCT OFFENSE.

3. ANY CIVIL PENALTY | MPOSED PURSUANT TO THI S SECTION SHALL NOT LIMT
OR PRECLUDE ANY CAUSE OF ACTION AVAILABLE TO ANY PERSON OR ENTITY
| NJURED OR AGGRI EVED BY SUCH ACTI ON.

S 4. This act shall take effect on the one hundred eightieth day after
it shall have becone a |law. Effective i mediately, the superintendent of
banks is authorized to inplenment any rule or regulation necessary for
the tinely inplenmentation of this act on its effective date.



