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STATE OF NEW YORK

7361
| N SENATE
May 2, 2012

Introduced by Sen. PARKER -- read twi ce and ordered printed, and when
printed to be conmmitted to the Conmittee on Finance

AN ACT to anend the executive law, in relation to oversight of intelli-
gence data centers

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED I N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The executive law is anmended by adding a new article 11-A
to read as foll ows:
ARTI CLE 11-A
OFFI CE OF DATA PROTECTI ON AND PRI VACY OVERSI GHT FOR NEW YORK STATE
FUSI ON CENTERS AND OTHER | NTELLI GENCE DATA CENTERS
SECTI ON 232. DEFI NI Tl ONS.
233. ESTABLI SHVENT.

S 232. DEFINITIONS. AS USED IN THI S ARTI CLE, THE FOLLOWN NG WORDS SHALL
HAVE THE FOLLOW NG MEANI NGS:

1. "OFFICE" SHALL MEAN THE OFFI CE OF DATA PROTECTI ON AND PRI VACY OVER-
S| GHT FOR NEW YORK STATE | NTELLI GENCE DATA CENTERS.

2. "I NTELLI GENCE DATA CENTER' SHALL MEAN ANY ENTITY WHOSE M SSI ON
| NCLUDES COLLECTI NG ANALYZI NG, AND SHARI NG | NTELLI GENCE DATA AND OTHER
DATA FOR LAW ENFORCEMENT OR HOVELAND SECURI TY PURPCSES.

3. "PERSONALLY | DENTI FI ABLE | NFORVATI ON' SHALL MEAN ALL PERSONAL DATA
AND ANY DATA ELEMENT OR COVBI NATI ON OF DATA ELEMENTS THAT | DENTIFIES OR
COULD BE USED TO | DENTI FY ANY | NDI VI DUAL, | NCLUDI NG, BUT NOT LIM TED TO
BY ANY OF THE FOLLOW NG

(A) NAME OF PERSON;

(B) DATE OF BI RTH,

(C) ADDRESS OF RESI DENCE;

(D) ELECTRONI C PASSWORD,

(E) UNI QUE ACCOUNT NUMBER;

(F) PHONE NUMBER;

(G BIOVETRI C | DENTI FI ERS | NCLUDI NG SI GNATURE, DNA, FINGERPRINTS, IRI'S
OR RETINAL SCANS, PALM TELEMETRY, PHOTOGRAPH, FACI AL RECOGNI TI ON MEAS-
UREMENTS OR ANY OTHER Bl OVETRI C MEASUREMENT;

(H E-MAIL ADDRESS;

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(1) | NTERNET PROTOCOL ADDRESS;

(J) WEB ADDRESS; OR

(K) ANY OTHER UNI QUE | DENTI FI ER

S "233. ESTABLISHMVENT. 1. THERE IS HEREBY ESTABLI SHED THE OFFI CE OF
DATA PROTECTI ON AND PRI VACY OVERSI GHT FOR | NTELLI GENCE DATA CENTERS
OPERATI NG | N NEW YORK STATE.

2. THE OFFICE SHALL BE UNDER THE DI RECTI ON OF A COWM SSI ONER, WHO
SHALL DEVOTE FULL TIME TO HI'S OR HER DUTI ES.

3. THE COWM SSI ONER SHALL BE APPOI NTED BY THE GOVERNOR, AND CONFI RVED
BY THE SENATE, AND SHALL SERVE FOR A TERM OF THREE YEARS.

4. (A) THE PERSON SO APPO NTED SHALL BE SELECTED W THOUT REGARD TO
PARTY AFFI LI ATI ON AND SOLELY ON THE BASI S OF | NTEGRI TY AND DEMONSTRATED
ABILITY IN DATA MANAGEMENT, PRIVACY PROTECTI ON, PUBLI C ADM NI STRATI ON,
LAW MANAGEMENT ANALYSI'S, OR THE ADM NI STRATI ON OF JUSTI CE.

(B) I N CASE OF A VACANCY | N THE PCSI TION OF THE COW SSIONER, HI'S OR
HER ~SUCCESSOR SHALL BE APPO NTED I N THE SAME MANNER FOR THE UNEXPI RED
TERM NO PERSON SHALL BE APPO NTED FOR MORE THAN TWO THREE- YEAR TERMG.

(C) THE PERSON SO APPO NTED MAY BE REMOVED FROM OFFI CE, FOR CAUSE, BY
THE GOVERNOR SUCH CAUSE MAY | NCLUDE SUBSTANTI AL NEGLECT OF DUTY, GROSS
M SCONDUCT OR CONVI CTION OF A CRIME. THE REASONS FOR REMOVAL OF THE
COWM SSI ONER  SHALL BE STATED I N WRI TI NG AND SHALL | NCLUDE THE BASI S FOR
SUCH REMOVAL. SUCH WRI TI NG SHALL BE SENT TO THE LEG SLATURE, THE GOVER-
NOR, AND THE SECRETARY OF STATE AT THE TIME OF THE REMOVAL AND SHALL BE
DEEMED TO BE A PUBLI C DOCUVENT.

5. (A) THE COWM SSI ONER MAY, SUBJECT TO APPROPRI ATION, APPOI NT SUCH
OTHER PERSONNEL AS MAY BE DEEMED NECESSARY TO PERFORM THE DUTI ES OF THE
OFFI CE.

(B) THE COWM SSI ONER SHALL BE AUTHORI ZED TO APPLY FOR, AND ACCEPT ON
BEHALF OF THE STATE, FEDERAL, LOCAL OR PRI VATE GRANTS, BEQUESTS, G FTS
OR CONTRI BUTI ONS FOR THE PURPOSE OF CARRYI NG OUT THE FUNCTIONS OF THE
OFFI CE.

(C) THE COWM SSI ONER SHALL DEVELOP PROCEDURES FOR THE OFFI CE APPROPRI -
ATE TO THE EFFECTI VE PERFORMANCE OF | TS DUTI ES.

6. THE COWM SSIONER OR HI'S OR HER DESI GNEES SHALL HAVE ACCESS AT ANY
AND ALL REASONABLE TI MES TO ANY FACI LI TY, PROGRAM OR PORTION THEREOF
THAT |'S OPERATED BY | NTELLI GENCE DATA CENTERS | N THE STATE, AND TO ALL
RECORDS, REPORTS, MATERIALS, AND EMPLOYEES IN ORDER TO CARRY OUT THE
RESPONSI BI LI TI ES OF THE OFFI CE.

7. THE COWM SSIONER MAY REQUEST THE ATTENDANCE AND TESTI MONY OF
W TNESSES AND THE PRODUCTI ON OF DOCUMENTS, PAPERS, BOOKS, RECORDS,
REPORTS, REVI EWS, RECOMVENDATI ONS, CORRESPONDENCE, DATA AND OTHER | NFOR-
MATI ON THAT THE COWM SSI ONER REASONABLY BELI EVES | S RELEVANT TO THE
OVERSI GHT AND REPORTI NG RESPONSI BI LI TIES OF THE OFFICE. |F A REQUEST IS
DENIED, THE COWM SSIONER SHALL HAVE THE POWER TO | SSUE A SUBPOENA FOR
W TNESSES AND THE PRODUCTI ON OF DOCUMENTS AND ANY OTHER DATA, | N WHATEV-
ER FORM | NCLUDI NG ELECTRONI C, THAT THE COWM SSI ONER REASONABLY BELI EVES
|' S RELEVANT. |F ANY PERSON TO WHOM A SUBPCENA | 'S | SSUED FAI LS TO APPEAR,
OR HAVI NG APPEARED, REFUSES TO G VE TESTIMONY OR FAILS TO PRODUCE
EVI DENCE REQU RED, THE COWM SSI ONER MAY APPLY TO THE SUPERI OR COURT TO
| SSUE AN ORDER TO COVPEL THE TESTI MONY AND PRODUCTI ON OF DOCUMENTS OF
ANY SUCH W TNESSES. A FAILURE TO OBEY THE ORDER MAY BE PUNI SHED AS
CONTEMPT. ANY PERSON OR OFFI CE OR CUSTODI AN OF RECORDS TO WHOM SUCH A
REQUEST OR SUBPCENA | S DI RECTED MAY SEEK | NJUNCTI VE RELIEF I N THE SUPE-
R OR COURT TO DEFER A SUBPCENA | SSUED BY THE COWM SSI ONER

8. THE OFFI CE SHALL:
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(A) EXAM NE, ON A SYSTEM W DE BASI S, THE ENTI RE SCOPE OF THE | NTELLI -
GENCE AND OTHER OPERATIONS OF | NTELLI GENCE DATA CENTERS | N NEW YORK
STATE.

(B) | NVESTI GATE, EVALUATE, AND ANALYZE THE PARTI CULAR PROCEDURES, BOTH
AS WRITTEN AND |IN PRACTICE, EMPLOYED BY | NTELLI GENCE DATA CENTERS I N
COLLECTI NG DATA, | NCLUDI NG PERSONALLY | DENTI FI ABLE | NFORMATION, AND IN
PROTECTI NG THE PRI VACY AND SECURI TY OF SUCH | NFORMATI ON;

(O | NVESTI GATE, EVALUATE, AND ANALYZE THE PARTI CULAR PROCEDURES, BOTH
VWRI TTEN AND | N PRACTI CE, EMPLOYED BY | NTELLI GENCE DATA CENTERS TO ENSURE
THAT THE ACTIVITIES OF SUCH CENTERS DO NOT | NFRINGE ON THE RI GHTS TO
FREEDOM OF ASSEMBLY, ASSCCI ATION, AND EXPRESSI ON GUARANTEED BY THE
UNI TED STATES CONSTI TUTI ON AND THE NEW YORK STATE CONSTI TUTI ON;

(D) | NVESTI GATE, EVALUATE, AND ANALYZE THE | MPACT OF ANY M LI TARY
| N\VOLVEMENT | N | NTELLI GENCE DATA CENTER ACTI VI Tl ES;

(E) I NVESTI GATE, EVALUATE, AND ANALYZE THE |MPACT OF ANY PRI VATE
SECTOR | NVOLVEMENT | N | NTELLI GENCE DATA CENTER ACTI VI TIES ON THE PRI VACY
AND SECURI TY OF PERSONALLY | DENTI FI ABLE | NFORVATI ON;

(F) I NVESTI GATE, EVALUATE, AND ANALYZE THE QUALITY, TI MELI NESS,
COVWPLETENESS, ACCURACY AND EFFICIENCY OF |INTELLI GENCE DATA CENTERS
RESPONSES TO | NDI VI DUALS' REQUESTS;

(G | SSUE SEM - ANNUAL WRI TTEN REPORTS, WHI CH SHALL BE PUBLI C RECORDS,
AND SHALL BE FILED WTH THE LEG SLATURE, AND SUBM TTED TO THE GOVERNOR,
THE CHAI RS OF THE ASSEMBLY WAYS AND MEANS AND SENATE FI NANCE COWM TTEES,
THE CHAIRS OF THE SENATE AND ASSEMBLY JUDI Cl ARY COW TTEES, THE SENATE
VETERANS, HOVELAND SECURI TY AND M LI TARY AFFAIRS COW TTEE, THE SENATE
CONSUMER PROTECTION COW TTEE AND THE ASSEMBLY CONSUMER AFFAI RS AND
PROTECTION COW TTEE AND THE ASSEMBLY ECONOM C  DEVELOPMENT, JOB
CREATION, COMMVERCE AND | NDUSTRY COW TTEE. THE FI RST REPORT SHALL BE
FI LED ON OR BEFORE JANUARY THI RTI ETH, TWD THOUSAND FOURTEEN,

(H) ASSI ST AND COOPERATE WTH THE MEMBERS OF THE SEVERAL RELEVANT
COW TTEES, AS NOTED, | N CONVENI NG AND PARTI Cl PATI NG I N ANNUAL PUBLI C
HEARI NGS CONCERNI NG THE OPERATI ONS OF | NTELLI GENCE DATA CENTERS IN THE
STATE;

(1) PROVI DE | NDEPENDENT OVERSI GHT OF DATA AND PRI VACY PROTECTI ON FUNC-
TI ONS AT | NTELLI GENCE DATA CENTERS, W TH REGARD TO THE COLLECTI ON, MAI N-
TENANCE AND STORAGE, AND ANY DI SCLOSURE, TRANSFER, OR DI SSEM NATI ON OF
PERSONALLY | DENTI FI ABLE | NFORMVATI ON OR | NTELLI GENCE DATA;

(J) ADVI SE THE PUBLI C AND PUBLI C OFFI CI ALS I N ALL BRANCHES AND AT ALL
LEVELS OF STATE GOVERNMENT ABOUT THE DATA AND PRI VACY PROTECTI ON OPER-
ATI ONS OF THE | NTELLI GENCE DATA CENTERS; AND

(K) MAKE ANNUAL FI NDI NGS AND RECOMVENDATI ONS CONCERNI NG THE OPERATI ONS
OF | NTELLI GENCE DATA CENTERS AND SUBM T APPROPRI ATE LEQ SLATION TO
ADDRESS | DENTI FI ED | SSUES.

S 2. The executive lawis anended by adding a new section 225-b to
read as foll ows:

S 225-B. PRCHI BI TI ON ON COLLECTI NG CERTAI N | NFORMATI ON. 1. NO STATE
OR LOCAL LAW ENFORCEMENT ACGENCY, PROSECUTORI AL OFFI CE, OR POLI CE OR
PEACE OFFI CER SHALL COLLECT OR MAI NTAI N | NFORMVATI ON ABOUT THE POLI TI CAL,
RELI G QUS OR SOCI AL VI EW5, ASSOCI ATI ONS OR ACTI VI TIES OF ANY | NDI VI DUAL,
GROUP, ASSOCI ATI ON, ORGANI ZATI ON, CORPORATI ON, BUSI NESS OR PARTNERSH P
OR OTHER ENTI TY UNLESS SUCH | NFORMATI ON DI RECTLY RELATES TO AN | NVESTI -
GATION OF CRIM NAL ACTIVITIES, AND THERE ARE REASONABLE GROUNDS TO
SUSPECT THE SUBJECT OF THE | NFORMATION |'S | NVOLVED | N CRI M NAL CONDUCT.

2. ANY | NFORVATI ON COLLECTED OR MAI NTAI NED UNDER SUBDI VI SI ON ONE OF
THI' S SECTI ON SHALL BE REFERRED TO HEREI NAFTER AS "PROTECTED | NFORMA-
TION'. NO |INTELLI GENCE DATA CENTER, AS DEFINED I N SECTI ON TWO HUNDRED
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TH RTY-TWD OF THI S CHAPTER, OR STATE OR LOCAL LAW ENFORCEMENT AGENCY IN
RECEI PT OF | NFORMVATI ON FROM AN | NTELLI GENCE DATA CENTER, SHALL COLLECT,
MAI NTAI N, OR DI SSEM NATE SUCH | NFORMATI ON EXCEPT | N ACCORDANCE W TH THE
PROVI SIONS OF THI' S SECTI ON.

(A) NO | NFORVATI ON SHALL BE KNOW NGLY RECEI VED, MAI NTAI NED, OR DI SSEM
| NATED THAT HAS BEEN OBTAI NED I N VI OLATI ON OF ANY APPL| CABLE FEDERAL,
STATE, OR LOCAL LAW ORDI NANCE, OR REGULATI ON.

(B) ALL PROTECTED | NFORMATI ON SHALL BE EVALUATED FOR THE RELIABILITY
OF | TS SOURCE AND THE ACCURACY OF | TS CONTENT PRI OR TO BEI NG RECORDED | N
ANY | NVESTI GATI ON FI LE.

(C©) PROTECTED | NFORVATI ON SHALL BE DI SSEM NATED ONLY TO LAW ENFORCE-
MENT AGENCI ES, CONTI NGENT UPON REVI EW AND PRI OR WRI TTEN AUTHORI ZATI ON BY
THE HEAD OF THE ORI G NATI NG LAW ENFORCEMENT AGENCY OR | NTELLI GENCE DATA
CENTER. A RECORD OF ANY SUCH WRI TTEN AUTHORI ZATI ON SHALL BE MAI NTAI NED
FOR A M N MUM OF FI VE YEARS.

(D) ALL | NVESTI GATI ONS UNDERTAKEN ON THE BASI S OF ANY PROTECTED | NFOR-
MATI ON SHALL FI RST BE AUTHORI ZED I N WRI TI NG BY THE HEAD OF THE | NVESTI -
GATI NG LAW ENFORCEMENT AGENCY OR | NTELLI GENCE DATA CENTER. A RECORD OF
ANY SUCH WRI TTEN AUTHORI ZATI ON SHALL BE MAI NTAI NED | N THE CORRESPONDI NG
| NVESTI GATION FI LE FOR A M NI MUM OF FI VE YEARS.

(E) ALL | NFORVATION RECORDED |IN ANY |NVESTIGATION FILE SHALL BE
REVI EMED AT LEAST ONCE EVERY FI VE YEARS, AND ANY | NFORMATI ON THAT | S NOT
RELI ABLE, ACCURATE, RELEVANT, AND TI MELY, SHALL BE DESTROYED, PROVI DED
HONEVER, THAT ANY DOCUMENTS RELATED TO THE AUTHORI ZATI ON FOR AND TERM -
NATI ON OF | NVESTI GATI ONS BASED | N WHOLE OR | N PART ON PROTECTED | NFORVA-
TI ON COLLECTED UNDER SUBDI VI SION ONE OF THI'S SECTI ON, AND ANY AUTHORI -
ZATI ON TO DI SSEM NATE SUCH PROTECTED | NFORMATI ON, SHALL BE RETAI NED.

S 3. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw, provided, however, that effective i Mmedi at e-
ly, the addition, anendnment and/or repeal of any rule or regul ation
necessary for the inplenentation of this act on its effective date is
authorized and directed to be made and conpleted on or before such
effective date.



