Co~NOoOUI~,WNE

STATE OF NEW YORK

3374
2011- 2012 Regul ar Sessi ons
I N SENATE
February 17, 2011

Introduced by Sen. PARKER -- read twi ce and ordered printed, and when
printed to be comritted to the Conmittee on Consuner Protection

AN ACT to anend the general business law, in relation to enacting the
"consumer protection agai nst conputer spyware act"

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by adding a new article
28-F to read as foll ows:
ARTI CLE 28-F
CONSUMER PROTECTI ON AGAI NST COWPUTER SPYWARE
SECTI ON 491. SHORT TI TLE.
492. DEFI NI TI ONS.
493. CONSUMER PROTECTI ON AGAI NST COVWPUTER SPYWARE.
494. ENFORCEMENT.

S 491. SHORT TITLE. THI S ARTI CLE SHALL BE KNOWN AND MAY BE CITED AS
THE " CONSUMER PROTECTI ON AGAI NST COMPUTER SPYWARE ACT".

S 492. DEFINITIONS. FOR PURPCSES OF THI S ARTI CLE, THE FOLLOW NG TERMS
HAVE THE FOLLOW NG MEANI NGS:

1. "ADVERTI SEMENT" MEANS A COVMUNI CATI ON, THE PRI MARY PURPOSE OF WHI CH
| S THE COMVERCI AL PROMOTI ON OF A COMMVERCI AL PRODUCT OR SERVI CE, | NCLUD-
| NG CONTENT ON AN | NTERNET WEB SI TE OPERATED FOR A COMVERCI AL PURPOSE.

2. "AUTHORI ZED USER' W TH RESPECT TO A COWPUTER, MEANS A PERSON WHO
OMS OR | S AUTHORI ZED BY THE OMNER OR LESSEE TO USE THE COVPUTER

3. "COWUTER SOFTWARE" MEANS A SEQUENCE OF | NSTRUCTI ONS WRI TTEN | N ANY
PROGRAMM NG LANGUAGE THAT IS EXECUTED ON A COVPUTER.

4. "COWUTER VIRUS' MEANS A COWUTER PROGRAM OR OTHER SET OF
| NSTRUCTI ONS THAT | S DESI GNED TO DEGRADE THE PERFORMANCE OF OR DI SABLE A
COWUTER OR COWPUTER NETWORK AND |S DESIGNED TO HAVE THE ABI LI TY TO
REPLI CATE | TSELF ON OTHER COVWUTERS OR COWPUTER NETWORKS W THOUT THE
AUTHORI ZATI ON OF THE OMNERS OF THOSE COVPUTERS OR COVPUTER NETWORKS.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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5. "CONSUMER' MEANS AN | NDIVIDUAL WHO RESIDES IN THI S STATE AND WHO
USES THE COWPUTER I'N QUESTI ON PRI MARI LY FOR PERSONAL, FAM LY, OR HOUSE-
HOLD PURPOSES.

6. "DAMAGE" MEANS ANY SIGNIFICANT | MPAIRVENT TO THE INTEGRITY OR
AVAI LABI LI TY OF DATA, SOFTWARE, A SYSTEM OR | NFORMATI ON.

7. "EXECUTE" WHEN USED W TH RESPECT TO COMPUTER SOFTWARE, MEANS THE
PERFORMANCE OF THE FUNCTI ONS OR THE CARRYI NG QUT OF THE | NSTRUCTI ONS OF
THE COWPUTER SOFTWARE.

8. "I NTERNET" MEANS THE GLOBAL | NFORVATI ON SYSTEM THAT |IS LOGd CALLY
LI NKED TOGETHER BY A GLOBALLY UNI QUE ADDRESS SPACE BASED ON THE | NTERNET
PROTOCCL (IP), ORI TS SUBSEQUENT EXTENSI ONS, AND THAT IS ABLE TO SUPPORT
COVMUNI CATI ONS USI NG THE TRANSM SSI ON CONTRCL PROTOCOL/ | NTERNET PROTOCOL
(TCP/IP) SUTE, OR ITS SUBSEQUENT EXTENSI ONS, OR OTHER | P- COVPATI BLE
PROTOCOLS, AND THAT PROVI DES, USES, OR MAKES ACCESSI BLE, ElI THER PUBLI CLY
OR PRI VATELY, H GH LEVEL SERVI CES LAYERED ON THE COMVUNI CATI ONS AND
RELATED | NFRASTRUCTURE DESCRI BED IN TH S SUBDI VI SI ON.

9. "PERSON' MEANS ANY | NDI VI DUAL, PARTNERSHI P, CORPORATI ON, LI M TED
LI ABI LI TY COMPANY, OR OTHER ORGANI ZATI ON, OR ANY COVBI NATI ON THERECF.

10. " PERSONALLY | DENTI FI ABLE | NFORVATI ON' MEANS ANY OF THE FOLLOW NG

(A) FIRST NAME OR FIRST I NI TIAL I N COVBI NATI ON W TH LAST NAME;

(B) CREDIT OR DEBI T CARD NUMBERS OR OTHER FI NANCI AL ACCOUNT NUMBERS;

(©) A PASSWORD OR PERSONAL | DENTI FI CATI ON NUMBER REQUI RED TO ACCESS AN
| DENTI FI ED FI NANCI AL  ACCOUNT;

(D) SCOCI AL SECURI TY NUMBER; OR

(E) ANY OF THE FOLLOW NG | NFORVATI ON | N A FORM THAT PERSONALLY | DENTI -
FI ES AN AUTHCRI ZED USER:

) ACCOUNT BALANCES;
1) OVERDRAFT HI STORY,;
[11) PAYMENT HI STORY;
V) A H STORY OF W\EB SI TES VI SI TED,
V) HOVE ADDRESS;
VI) WORK ADDRESS; OR
1) A RECORD OF A PURCHASE OR PURCHASES.
493. CONSUMER PROTECTI ON AGAI NST COVWPUTER SPYWARE. 1. A PERSON OR
ENTI TY THAT IS NOT' AN AUTHORI ZED USER SHALL NOT CAUSE COVPUTER SOFTWARE
TO BE COPI ED ONTO THE COVMPUTER OF A CONSUMER IN THI S STATE AND USE THE
SOFTWARE TO DO ANY OF THE FOLLOW NG

(A) MODIFY ANY OF THE FOLLOW NG SETTI NGS RELATED TO THE COWPUTER S
ACCESS TO, OR USE OF, THE | NTERNET:

(1) THE PAGE THAT APPEARS WHEN AN AUTHORI ZED USER LAUNCHES AN | NTERNET
BROAWSER OR SI M LAR SOFTWARE PROGRAM USED TO ACCESS AND NAVI GATE THE
| NTERNET,;

(1) THE DEFAULT PROVIDER OR WEB PROXY THE AUTHORI ZED USER USES TO
ACCESS OR SEARCH THE | NTERNET; OR

(I''1) THE AUTHORI ZED USER S LI ST OF BOOKMARKS USED TO ACCESS WEB
PAGES.

(B) COLLECT PERSONALLY | DENTI FI ABLE | NFORVATI ON THAT MEETS ANY OF THE
FOLLOW NG CRI TERI A:

(1) I'T 1S COLLECTED THROUGH THE USE OF A KEYSTROKE- LOGGE NG FUNCTI ON
THAT RECORDS KEYSTROKES MADE BY AN AUTHORI ZED USER WHO USES THE COMPUTER
AND TRANSFERS THAT | NFORVATI ON FROM THE COVPUTER TO ANOTHER PERSON;

(I') I'T INCLUDES ALL OR SUBSTANTI ALLY ALL OF THE WEB SI TES VI SI TED BY
AN AUTHORI ZED USER, OTHER THAN WEB SI TES OF THE PROVIDER OF THE SOFT-
WARE, |F THE COWUTER SOFTWARE WAS | NSTALLED I N A MANNER DESI GNED TO
CONCEAL FROM ALL AUTHORI ZED USERS OF THE COWMPUTER THE FACT THAT THE
SOFTWARE | S BEI NG | NSTALLED; OR

e L T T e e N N
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(I11) 1T 1S A DATA ELEMENT DESCRI BED | N PARAGRAPH (B), (C) OR (D) OR
SUBPARAGRAPH (1) OR (I1) OF PARAGRAPH (E) OF SUBDIVISION TEN OF SECTI ON
FOUR HUNDRED NI NETY-TWD OF TH'S ARTICLE, THAT |S EXTRACTED FROM THE
CONSUMER S COMPUTER HARD DRI VE FOR A PURPOSE WHOLLY UNRELATED TO ANY OF
THE PURPOSES OF THE SOFTWARE OR SERVI CE DESCRI BED TO AN AUTHORI ZED USER

(C) PREVENT, WTHOUT THE AUTHORI ZATION OF AN AUTHORI ZED USER, AN
AUTHORI ZED USER S REASONABLE EFFORTS TO BLOCK THE | NSTALLATION OF, OR TO
DI SABLE, SOFTWARE, BY CAUSI NG SOFTWARE THAT THE AUTHORI ZED USER HAS
PROPERLY REMOVED OR DI SABLED TO AUTOVATI CALLY REI NSTALL OR REACTI VATE ON
THE COVPUTER W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED USER

(D) REPRESENT THAT SOFTWARE WLL BE UNI NSTALLED OR DI SABLED BY AN
AUTHORI ZED USER S ACTI ON, W TH KNOW.EDGE THAT THE SOFTWARE W LL NOT BE
SO UNI NSTALLED OR DI SABLED.

(E) REMOVE, DI SABLE, OR RENDER | NOPERATI VE SECURI TY, ANTI SPYWARE, OR
ANTI VI RUS SOFTWARE | NSTALLED ON THE COMPUTER

2. A PERSON OR ENTI TY THAT I'S NOT AN AUTHORI ZED USER SHALL NOT CAUSE
COVPUTER SOFTWARE TO BE COPI ED ONTO THE COMPUTER OF A CONSUMER I N THI S
STATE AND USE THE SOFTWARE TO DO ANY OF THE FOLLOW NG

(A) TAKE CONTROL OF THE CONSUMER S COWPUTER BY DO NG ANY OF THE
FOLLOW NG

(1)  TRANSM TTI NG OR RELAYI NG COMMVERCI AL ELECTRONI C MAI L OR A COVPUTER
VI RUS FROM THE CONSUMER S COMPUTER, WHERE THE TRANSM SSION OR RELAYI NG
'S |NITIATED BY A PERSON OTHER THAN THE AUTHORI ZED USER AND W THOUT THE
AUTHORI ZATI ON OF AN AUTHORI ZED USER, OR

(11) OPENI NG MULTI PLE, SEQUENTI AL, STAND- ALONE ADVERTI SEMENTS IN THE
CONSUMER S | NTERNET BROASER W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED
USER AND W TH KNOAMLEDGE THAT A REASONABLE COVPUTER USER CANNOT CLOSE THE
ADVERT| SEMENTS W THOUT TURNI NG OFF THE COMPUTER OR CLOSING THE CONSUM
ER S | NTERNET BROWSER.

(B) MODIFY ANY OF THE FOLLOW NG SETTI NGS RELATED TO THE COWVPUTER S
ACCESS TO, OR USE OF, THE | NTERNET:

(1) AN AUTHORI ZED USER S SECURITY OR OTHER SETTINGS THAT PROTECT
| NFORMATI ON ABOUT THE AUTHORI ZED USER FOR THE PURPCSE OF STEALI NG
PERSONAL | NFORMATI ON OF AN AUTHORI ZED USER, OR

(I'1) THE SECURI TY SETTINGS OF THE COVPUTER FOR THE PURPCSE OF CAUSI NG
DAMAGE TO ONE OR MORE COVPUTERS.

(C) PREVENT, WTHOUT THE AUTHORI ZATION OF AN AUTHORI ZED USER, AN
AUTHORI ZED USER S REASONABLE EFFORTS TO BLOCK THE | NSTALLATION OF, OR TO
DI SABLE, SOFTWARE, BY DO NG ANY OF THE FOLLOW NG

(1) PRESENTI NG THE AUTHORI ZED USER W TH AN OPTI ON TO DECLI NE | NSTALLA-
TI ON OF SOFTWARE W TH KNOALEDGE THAT, WHEN THE OPTION IS SELECTED  BY
THE AUTHORI ZED USER, THE | NSTALLATI ON NEVERTHELESS PROCEEDS; OR

(11) FALSELY REPRESENTI NG THAT SOFTWARE HAS BEEN DI SABLED.

3. "(A) A PERSON OR ENTITY, WHO IS NOT AN AUTHORI ZED USER SHALL NOT DO
ANY OF THE FOLLOW NG W TH REGARD TO THE COMPUTER OF A CONSUMER IN THI'S
STATE:

(1) | NDUCE AN AUTHORI ZED USER TO | NSTALL A SOFTWARE COVPONENT ONTO THE
COVPUTER BY REPRESENTI NG THAT | NSTALLI NG SOFTWARE | S NECESSARY FOR SECU-
RITY OR PRI VACY REASONS OR | N ORDER TO OPEN, VIEW OR PLAY A PARTI CULAR
TYPE OF CONTENT; OR

(I'1) CAUSE THE COPYI NG AND EXECUTI ON ON THE COWPUTER OF A COWPUTER
SOFTWARE COVPONENT W TH THE | NTENT OF CAUSI NG AN AUTHORI ZED USER TO USE
THE COMPONENT IN A WAY THAT VIOLATES ANY OTHER PROVISION OF THI'S
SECTI ON.

(B) NOTHING IN THI'S SECTION SHALL APPLY TO ANY MONI TORI NG OF, OR
| NTERACTI ON W TH, A SUBSCRI BER S | NTERNET OR OTHER NETWORK CONNECTI ON OR
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SERVI CE, OR A PROTECTED COMPUTER, BY A TELECOVMUNI CATI ONS CARRI ER, CABLE
OPERATOR, COVMPUTER HARDWARE OR SOFTWARE PROVI DER, OR PROVI DER OF | NFOR-
MATI ON  SERVI CE OR | NTERACTI VE COMPUTER SERVI CE FOR NETWORK OR COWVPUTER
SECURI TY PURPOSES, DI AGNOSTICS, TECHNI CAL SUPPORT, REPAI R, AUTHORI ZED
UPDATES OF SOFTWARE OR SYSTEM FI RMMARE, AUTHORI ZED REMOTE SYSTEM MANAGE-
MENT, OR DETECTI ON OR PREVENTI ON OF THE UNAUTHORI ZED USE OF OR FRAUDU
LENT OR OTHER | LLEGAL ACTIVITIES I N CONNECTI ON W TH A NETWORK, SERVI CE,
OR COWUTER SOFTWARE, | NCLUDI NG SCANNING FOR AND REMOVI NG SOFTWARE
PRESCRI BED UNDER THI S ARTI CLE.

(C© ANY PROVISION OF A CONTRACT OR AN AGREEMENT ENTERED | NTO BY A
CONSUMER THAT DECEI VES A CONSUMER AND THAT PURPORTS OR MAY BE CONSTRUED
TO AUTHORI ZE, DIVERT, OR REQU RE ANYTH NG THAT WOULD CONSTI TUTE A
VI CLATI ON OF ANY OF THE PROVI SIONS OF THI S SECTI ON | S HEREBY DECLARED TO
BE VO D AS AGAI NST PUBLI C POLI CY AND SHALL NOT BE ENFORCEABLE.

S 494. ENFORCEMENT. THE ATTORNEY GENERAL MAY BRING A CIVIL ACTION
AGAI NST ANY PERSON WHO VI OLATES THI S ARTI CLE TO ENFORCE THE VI CLATI ON
AND MAY RECOVER ANY OR ALL OF THE FOLLOW NG

1. ACVIL PENALTY OF FI VE HUNDRED DOLLARS PER VI OLATION OF TH S ARTI -
CLE;

2. COSTS AND A REASONABLE ATTORNEYS' FEE; AND

3. AN ORDER TO ENJO N THE VI OLATI ON\.

S 2. Severability. If any clause, sentence, paragraph, section or part
of this act shall be adjudged by any court of conpetent jurisdiction to
be invalid, such judgenent shall not affect, inpair or invalidate the
remai nder thereof, but shall be confined in its operation to the cl ause,
sent ence, paragraph, section or part thereof directly involved in the
controversy in which such judgenent shall have been rendered.

S 3. This act shall take effect on the ninetieth day after it shall
have becone a | aw



