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Introduced by M of A KOLB, BURLING BARCLAY, MKEVITT, P. LOPEZ --
Mul ti - Sponsored by -- M of A AMEDORE, CONTE, DUPREY, d GO
JORDAN, J. MLLER MOLINARO QAKS, RABBITT, RAIA THH ELE -- read once
and referred to the Conm ttee on Codes

AN ACT to anend the penal law, in relation to creating the crine of
cyberterrori smand cal cul ati ng damages caused by conputer tanpering

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The penal law is anended by adding a new section 490.28 to
read as foll ows:

S 490. 28 CRI ME OF CYBERTERRORI SM

1. AN INDVIDUAL IS GULTY OF THE CRI ME OF CYBERTERRORI SM WHEN HE OR
SHE:

(A) WTH THE | NTENT TO I NTIM DATE OR COERCE A ClIVILIAN POPULATI ON,
| NFLUENCE THE POLICY OF A UNIT OF GOVERNMENT BY | NTI M DATI ON OR COER-
Cl ON, OR AFFECT THE CONDUCT OF A UNIT OF GOVERNVENT, COW TS ANY OF THE
CRIMES CONTAINED W THI N ARTI CLE ONE HUNDRED FI FTY-SI X OF TH S CHAPTER;
OR

(B) WTH THE | NTENT TO I NTIM DATE OR COERCE A ClIVILIAN POPULATI ON,
| NFLUENCE THE POLICY OF A UNIT OF GOVERNMENT BY | NTI M DATI ON OR COER-
Cl ON, OR AFFECT THE CONDUCT OF A UNI T OF GOVERNVMVENT, COW TS A DENI AL OF
SERVI CE ATTACK AGAI NST ANY COMPUTER NETWORK ADM NI STERED OR OPERATED BY
A LOCAL, STATE OR FEDERAL GOVERNMVENT ENTITY, ANY UTILITY (1 NCLUD NG
ELECTRICI TY OR WATER) OR A FI NANCI AL | NSTI TUTI ON.

2. FOR THE PURPCSE OF THI S SECTI ON "DENI AL OF SERVI CE ATTACK" MEANS
PREVENTI NG AUTHORI ZED ACCESS TO COWUTER RESOURCES OR DELAYI NG TI ME
CRI TI CAL COVPUTER OPERATI ONS BY | NUNDATI NG OR OTHERW SE OVERLOADI NG A
COWUTER NETWORK, OR ATTEMPTING TO | NUNDATE OR OTHERW SE OVERLOAD A
COWPUTER SERVI CE.

CRI VE OF CYBERTERRORI SM | S A CLASS B FELONY.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
LBD05142-01-1



Co~NOoOUIT~hWNE

A. 6527 2

S 2. Subdivision 4 of section 156.25 of the penal |law, as anended by
chapter 89 of the laws of 1993, is anended to read as foll ows:

4. he OR SHE intentionally alters in any nanner or destroys computer
data or a conputer programso as to cause danages, TO THE COWUTER
TAMPERED W TH OR TO ANY OTHER COVWPUTER AFFECTED BY THE TAMPERI NG in an
aggr egat e anount exceedi ng one thousand dol |l ars.

S 3. Subdivision 1 of section 156.26 and section 156.27 of the pena
law, subdivision 1 of section 156.26 as anended by chapter 590 of the
| aws of 2008 and section 156.27 as added by chapter 89 of the I|aws of
1993, are anended to read as foll ows:

1. conputer data or a conputer program so as to cause danages, TO THE
COWPUTER TAMPERED W TH OR TO ANY OTHER COWPUTER AFFECTED BY THE TAMPER-
ING, in an aggregate anount exceedi ng three thousand dollars; or
S 156. 27 Conputer tanmpering in the first degree.

A person is guilty of conputer tanpering in the first degree when he
OR SHE commits the crinme of conputer tanpering in the fourth degree and
he OR SHE intentionally alters in any nmanner or destroys conputer data
or a conputer program so as to cause damages, TO THE COWUTER TAMPERED
W TH OR TO ANY OTHER COWUTER AFFECTED BY THE TAMPERI NG, in an aggregate
anmount exceeding fifty thousand dol | ars.

Comput er tanmpering in the first degree is a class C fel ony.

S 4. This act shall take effect on the first of Novenber next succeed-
ing the date on which it shall have becone a | aw.



