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STATE OF NEW YORK

7699
| N SENATE
May 4, 2010

Introduced by Sen. VOLKER -- read twi ce and ordered printed, and when
printed to be conmmitted to the Conmittee on Finance

AN ACT establishing the New York state electromagnetic pulse critica
infrastructure protection conmm ssion

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED I N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Conm ssion established. A commssion to be known as the
New York state electromagnetic pulse critical infrastructure protection
commi ssion, hereafter referred to as the comrission, is hereby estab-
lished to identify any necessary steps that it believes should be taken
by New York state to protect its civilian systens froman el ectromagnet -
ic pul se (EMP) event. Such conm ssion shall educate itself about EMP and
EMP threats and vulnerabilities to New York state's infrastructures,
gather facts as needed, nake recommendations, and inform| ocal agencies
and governnents about the hazards of natural and man-made EMP events.
Furthernmore, the comm ssion shall assess the dangers fromall EM
threats and this shall include developing a plan to protect the state
from an EM event, as well as responding to the aftermath and recovery
after such an event.

S 2. Specifically, the conm ssion shall

1. study the findings and recommendati ons of the congressional comi s-
sion to assess the threat to the United States of America from electro-
magneti ¢ pul se attack (the EMP conm ssion); the congressional conm ssion
on strategic posture of the United States regarding EMP, the nationa
acadeny of sciences and the national fire protection association (NFPA)
and other related EMP findings and materials that are available with
regard to the foll ow ng

(a) the vulnerability of New York state's civilian systens to natura
and nman-nmade EMP events, giving special attention to the vulnerability
of the civilian infrastructure as a matter of energency preparedness;

(b) identify and assess the critical infrastructure within or i npact-
ing New York state that is vulnerable to EMP, whether natural or man-
made, which at a mnimumw |l include the follow ng:

(i) infrastructure comonality;
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(ii) electricity (including without limtation generation, the bulk
power system distribution, critical electrical and electrically depend-
ent systens and conponents);

(ii1) conmunications (including without linmtation operations, ener-
gency services, and keeping citizens inforned);

(iv) banking and finance;

(v) petrol eum and natural gas;

(vi) transportation;

(vi1) food and water supplies;

(viii) waste water and sewage treatnent;

(i x) emergency services (including but not limted to police, fire,
health and nedical facilities); and

(x) continuity of governnent;

(c) the capacity of New York state to protect against and repair and
recover fromdamage inflicted on the civilian systens in and affecting
New York state by an EMP;

2. analyze the feasibility and cost of hardening civilian infrastruc-
ture systens agai nst EMP events, the costs inpacting state and |oca
government revenues if infrastructures remain unprotected, and the
financial benefits of protecting the critical infrastructures;

3. review reconmendations calling for the creation of mcro-grids and
make recommendat i ons regar di ng t he devel opnent, depl oynent and
protection of mcro-grids from EMP i ncl udi ng:

(a) the use of local electricity generation sources; and

(b) the use of renewabl e and backup energy storage systens;

4. identify critical interoperable communications capabilities and
deternmine neans to keep them operabl e;

5. identify critical transfornmers, supervisory control and data acqui -
sition (SCADA) devices, and other critical conponents, and reconmend
m ni mrum "“backup i nventory" |evels;

6. review opportunities where |local and state agencies and the private
sector can coordi nate and cooperate to expedite mtigation of «critica
infrastructure vulnerabilities; and

7. develop and recommend a plan to prepare for, protect from respond
to and recover after EMP events, and nake reconmmendations regarding the
foregoing, including any suggested state action and |egislation, as
deened appropriate, and any recomrendati ons regarding the New York state
public service commi ssion and power utility authorities and conpanies
t aki ng action to pr ot ect t he el ectri cal power grid and
suppl y/distribution systens fromthe effects of man-nade and sol ar EMP.

S 3. This act shall take effect immediately.



