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STATE OF NEW YORK

5083
2009- 2010 Regul ar Sessi ons
I N SENATE
April 27, 2009

Introduced by Sen. LEIBELL -- read twi ce and ordered printed, and when
printed to be committed to the Conmttee on Codes

AN ACT to anend the penal law, in relation to establishing definitions
pertaining to offenses involving conputers, establishing the crines of
computer intrusion in the third degree, conputer intrusion in the
second degree, conputer intrusion in the first degree, aggravated
conmputer intrusion, wuse of a mnor in the comm ssion of a conputer
of fense, and cyberterrorism to amend the crimnal procedure law, in
relation to nmaking certain technical corrections thereto; and repeal -
ing certain provisions of such laws relating thereto

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Sections 156.00, 156.05, 156.10, 156.20, 156.25, 156. 26,
156. 27 and 156.50 of the penal |aw are REPEALED.

S 2. The penal law is anended by adding a new section 156.00 to read
as foll ows:
S 156. 00 OFFENSES | NVOLVI NG COVWPUTERS; DEFI NI TI ON OF TERMS.

THE FOLLOW NG DEFI NI TI ONS ARE APPLI CABLE TO THI S CHAPTER EXCEPT WHERE
DI FFERENT MEANI NGS ARE EXPRESSLY SPECI FI ED

1. "COWUTER' MEANS A DEVICE OR GROUP OF DEVICES WH CH  BY MAN PU
LATION OF ELECTRONIC, MAGNETIC, OPTICAL OR ELECTROCHEM CAL | MPULSES,
PURSUANT TO A COWUTER PROGRAM CAN AUTOVATI CALLY PERFORM ARl THVETI C
LOG CAL, STORAGE OR RETRI EVAL OPERATI ONS W TH OR ON COVPUTER DATA, AND
| NCLUDES ANY CONNECTED OR DI RECTLY RELATED DEVI CE, EQUI PMENT OR FACI LI TY
VH CH ENABLES SUCH COMPUTER TO STORE, RETRI EVE OR COVMUNI CATE TO OR FROM
A PERSON, ANOTHER COWPUTER OR ANOTHER DEVI CE THE RESULTS OF COWUTER
OPERATI ONS, COWPUTER PROGRAMS OR COVPUTER DATA.

2. "COWUTER DATA" | S PROPERTY AND MEANS A REPRESENTATI ON OF | NFORMA-
TI ON, KNOALEDGE, FACTS, CONCEPTS OR | NSTRUCTI ONS WHI CH ARE BEI NG PROC-
ESSED, OR HAVE BEEN PROCESSED |IN A COWPUTER AND MAY BE I N ANY FORM

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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I NCLUDI NG MAGNETI C STORAGE MEDI A, PUNCHED CARDS, OR STORED | NTERNALLY I N
THE MEMORY OF THE COMPUTER.

3. "DATA NETWORK" MEANS A COVPUTER SYSTEM THAT PROVI DES COVMUNI CATI ONS
BETWEEN ONE OR MORE COVPUTER SYSTEMS AND I TS | NPUT OR QUTPUT DEVI CES,
I NCLUDI NG BUT NOT LIMTED TGO, DI SPLAY TERM NALS THAT ARE | NTERCON-
NECTED.

4. "COWPUTER SOFTWARE OR COWUTER APPLI CATION' MEANS A SET OF
I NSTRUCTI ONS OR STATEMENTS AND RELATED DATA WH CH  WHEN EXECUTED |IN
ACTUAL OR MADIFIED FORM CAUSE A COWUTER, COWUTER SYSTEM OR DATA
NETWORK TO PERFORM SPECI FI ED FUNCTI ONS.

5. "COVPUTER OPERATI NG SYSTEM' MEANS A COVWUTER PROGRAM THAT CONTROLS
| NTERNAL AND EXTERNAL COVPUTER SOFTWARE OR COVPUTER APPLI CATI ONS, THAT
MAY BE USED TO EXECUTE OTHER COVPUTER PROGRAMS, GENERATE QUTPUT IN THE
FORM OF VI SUAL, PRINT OR STORAGE MEDI A, OR TO CONTROL PERI PHERAL COMPUT-
ER DEVI CES.

6. "COWUTER MATERIAL" |S PROPERTY AND MEANS ANY COVWUTER DATA OR
COVPUTER PROGRAM WHI CH:

(A) CONTAINS RECORDS CF THE MEDI CAL HI STORY OR MEDI CAL TREATMENT COF AN
| DENTI FI ED OR READI LY | DENTI FI ABLE | NDI VI DUAL OR | NDI VI DUALS. TH'S TERM
SHALL NOT' APPLY TO THE GAI NI NG ACCESS TO OR DUPLI CATI ON SOLELY OF THE
MEDI CAL H STORY OR MEDI CAL TREATMENT RECORDS OF A PERSON BY THAT PERSON
OR BY ANOTHER PERSON SPECI FI CALLY AUTHORI ZED BY THE PERSON VWHOSE RECORDS
ARE GAI NED ACCESS TO OR DUPLI CATED; OR

(B) CONTAI NS RECORDS MAI NTAI NED BY THE STATE OR ANY PCLI TI CAL SUBDI VI -
SION THEREOF OR ANY GOVERNMENTAL | NSTRUMENTALITY W TH N THE STATE WH CH
CONTAI'NS ANY | NFORMATI ON CONCERNI NG A PERSON WHI CH BECAUSE OF NAME,
NUMBER, SYMBOL, MARK OR OTHER | DENTI FI ER, CAN BE USED TO | DENTI FY THE
PERSON AND WHI CH | S OTHERW SE PRCHI Bl TED BY LAW FROM BEI NG DI SCLOSED.
TH'S TERM SHALL NOT APPLY TO THE GAI NI NG ACCESS TO OR DUPLI CATI ON SOLELY
OF RECORDS OF A PERSON BY THAT PERSON OR BY ANOTHER PERSON SPECI FI CALLY
AUTHORI ZED BY THE PERSON VWHOSE RECORDS ARE GAI NED ACCESS TO OR DUPLI -
CATED;, OR

(C©) CONTAINS THE FINANCI AL | NFORVATI ON OF A PERSON. THI S TERM SHALL
NOT APPLY TO THE GAI NI NG ACCESS TO OR DUPLI CATI ON SOLELY OF RECORDS OF A
PERSON BY THAT PERSON OR BY ANOTHER PERSON SPECI FI CALLY AUTHORI ZED BY
THE PERSON VWHOSE RECCRDS ARE GAlI NED ACCESS TO OR DUPLI CATED; OR

(D) IS NOT AND IS NOT | NTENDED TO BE AVAI LABLE TO ANYONE OTHER THAN
THE PERSON OR PERSONS RI GHTFULLY | N POSSESSI ON THEREOF OR SELECTED
PERSONS HAVI NG ACCESS THERETO WTH H' S, HER OR THEI R CONSENT AND VH CH
ACCORDS OR MAY ACCORD SUCH RI GHTFUL POSSESSORS AN ADVANTAGE OVER COWPET-
| TORS OR OTHER PERSONS VWHO DO NOT HAVE KNOWLEDGE OR THE BENEFI T THERECF.

7. "COWUTER EXPLO T" MEANS A COWUTER PROGRAM OR SET OF COWUTER
I NSTRUCTI ONS DESIGNED TO MODIFY, DAMAGE, DESTROY, RECORD OR TRANSM T
I NFORVATI ON W THI N A COWUTER, COVPUTER SYSTEM OR DATA NETWORK W THOUT
THE |INTENT OR PERMSSION OF THE OWER OF THE | NFORVATI ON OR OF THE
COWPUTER, COWPUTER SYSTEM OR DATA NETWORK. THI'S I NCLUDES, BUT [|S NOT
LIMTED TGO | NTRUSI ONS KNOMWN AS MALI Cl QUS CODES, VI RUSES OR WORMS VHI CH
MAY BE SELF- REPLI CATI NG OR SELF- PROPAGATI NG AND WHICH ARE DESIGNED TO
CONTAM NATE OTHER COWPUTERS, COWPUTER APPLI CATI ONS, COMPUTER SYSTEMS OR
COVPUTER DATA NETWORKS; CONSUME COWPUTER RESOURCES; MODIFY, DESTROY,
RECORD, OR TRANSM T DATA;, OR | N SOVE OTHER FASH ON USURP THE NORIVAL
OPERATI ON OF THE COWUTER, COWPUTER APPLI CATI ON, COMPUTER SYSTEM OR
DATA NETWORK.

8. "COWUTER SYSTEM' MEANS A GROUP OF ONE OR MORE COWPUTERS LI NKED
TOGETHER W TH THE ABI LI TY TO SHARE | NFORMATI ON AND RESOURCES.
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9. "COWUTER PROGRAM' | S PROPERTY AND MEANS AN ORDERED SET OF DATA
REPRESENTI NG CODED | NSTRUCTI ONS OR STATEMENTS THAT, WHEN EXECUTED BY A
COWUTER, CAUSES THE COVPUTER TO PROCESS DATA OR DI RECT THE COWUTER TO
PERFORM ONE OR MORE COVPUTER OPERATI ONS OR BOTH AND MAY BE | N ANY FORM

10. "COWUTER SERVICE" MEANS ANY AND ALL SERVI CES PROVI DED BY OR
THROUGH THE FACI LI TIES OF ANY COWUTER, DATA NETWORK, APPLICATION OR
OPERATI NG SYSTEM ALLOW NG THE | NPUT, OUTPUT, EXAM NATI ON, OR TRANSFER,
OF COWUTER DATA OR COWPUTER PROGRAM FROM ONE COMPUTER TO ANOTHER.

11. "PERI PHERAL COWPUTER DEVI CE'" MEANS A DEVI CE DI RECTLY CONNECTED TO
A COVWPUTER OR | NDI RECTLY THROUGH A DATA NETWORK.

12. "PATCH' MEANS A SOFTWARE OR APPLI CATI ON UPDATE DI STRI BUTED BY THE
COWUTER SOFTWARE MAKER DESIGNED TO FIX A VULNERABILITY IN COWUTER
SOFTWARE OR COVWPUTER APPLI CATI ON.

S 3. The penal law is anended by adding a new section 156.05 to read
as foll ows:

S 156. 05 COWUTER | NTRUSION I N THE THI RD DEGREE.

A PERSON | S GUILTY OF COVPUTER I NTRUSION | N THE THI RD DEGREE WHEN HE
OR SHE DI RECTLY OR | NDI RECTLY:

1. WLLFULLY, KNOW NGLY AND W THOUT AUTHORI ZATI ON MODI FI ES, DESTROYS,
ACCESSES OR DI SCLOSES APPLI CATI ONS OR SUPPORTI NG DOCUMENTATI ON  RESI DI NG
OR EXI STI NG | NTERNALLY OR EXTERNALLY TO A COWPUTER OR COWPUTER SYSTEM OR
DATA NETWORK; OR

2. WLLFULLY, KNOW NGLY AND W THOUT AUTHORI ZATI ON | NSTALLS A COVPUTER
APPLI CATI ON OR SOFTWARE; OR

3. WLLFULLY, KNOW NGLY AND W THOUT AUTHORI ZATI ON, DI RECTLY OR | NDI -
RECTLY, USES A COWUTER, COWUTER OPERATI NG SYSTEM DATA NETWORK OR
PERI PHERAL COVPUTER DEVI CE CONNECTED THROUGH A DATA NETWORK; OR

4. WLLFULLY AND KNOW NGLY COMWM TS A DENI AL OF SERVI CE ATTACK. FOR
THE PURPOSES OF THI S SECTI ON, "DEN AL OF SERVI CE ATTACK" MEANS PREVENT-
| NG AUTHORI ZED ACCESS TO COMPUTER RESOURCES OR DELAYING TIME CRITICAL
COWUTER OPERATIONS BY | NUNDATING OR OTHERW SE OVERLOADI NG A DATA
NETWORK, OR ATTEMPTI NG TO | NUNDATE OR OTHERW SE OVERLOAD A COWPUTER
SERVI CE.

COVPUTER | NTRUSION I N THE THI RD DEGREE | S A CLASS A M SDEMEANOR.

S 4. The penal law is anended by adding a new section 156.10 to read
as foll ows:

S 156. 10 COWUTER | NTRUSI ON I N THE SECOND DEGREE.

A PERSON | S GUILTY OF COVPUTER | NTRUSI ON | N THE SECOND DEGREE WHEN HE
OR SHE COW TS COVPUTER | NTRUSI ON I N THE THI RD DEGREE AND:

1. HE OR SHE HAS PREVI QUSLY BEEN CONVI CTED OF ANY CRI ME UNDER THI S
ARTI CLE; OR

2. HE OR SHE | NTENTI ONALLY AND W THOUT AUTHORI ZATION ALTERS |IN ANY
MANNER OR DESTROYS COWPUTER MATERI AL, AS DEFI NED I N SECTI ON 156. 00 OF
TH' S ARTI CLE; OR

3. HE OR SHE DCES SO WTH THE | NTENT TO COWM T OR FURTHER THE COW S-
SI ON OF ANY FELONY; OR

4. HE OR SHE CAUSES DAMAGES AS A RESULT OF THE COVPUTER | NTRUSI ON I N
AN AGGREGATE AMOUNT EXCEEDI NG TVENTY- FI VE HUNDRED DOLLARS.

COVPUTER | NTRUSI ON I N THE SECOND DEGREE |S A CLASS E FELONY.

S 5. The penal law is anended by adding a new section 156.20 to read
as foll ows:

S 156. 20 COWUTER | NTRUSI ON I N THE FI RST DEGREE.

A PERSON 1S GQULTY OF COWUTER | NTRUSION I N THE FI RST DEGREE WHEN HE
OR SHE COWM TS THE CRI ME OF COVWPUTER | NTRUSION I N THE THI RD DEGREE SO AS
TO CAUSE DAMAGES AS A RESULT OF THE COVMPUTER | NTRUSI ON I N AN AGGREGATE
AMOUNT EXCEEDI NG TEN THOUSAND DOLLARS.
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COVWPUTER | NTRUSION I N THE FI RST DEGREE | S A CLASS D FELONY.

S 6. The penal law is anended by adding a new section 156.25 to read
as foll ows:

S 156. 25 AGGRAVATED COVPUTER | NTRUSI ON.

A PERSON | S GUILTY OF AGGRAVATED COWUTER I NTRUSION WHEN HE OR SHE
COMTS THE CRIME OF COWUTER |INTRUSION |IN THE TH RD DEGREE AND I N
FURTHERANCE OF SUCH CRI ME HE OR SHE:

1. ENCRYPTS A COWPUTER EXPLO T OR DELETERI QUS SET OF |INSTRUCTIONS |IN
AN | MAGE OR COWUTER FI LE; OR

2. DEVELOPS A COWUTER EXPLO T THAT MODI FI ES THE COVPUTER, COVPUTER
SYSTEM OR COVPUTER OPERATI NG SYSTEM SO THAT A COWUTER USER IS UNABLE
TO REPAI R THE MODI FI CATI ON; OR

3. DEVELOPS A COWUTER EXPLO T THAT USES A PATCH DEVELOPED BY A SOFT-
WARE COVPANY TO TARGET A COWPUTER, COMPUTER SYSTEM COWMPUTER PROGRAM
DATA NETWORK, COWUTER SERVI CE OR COVPUTER OPERATI NG SYSTEM TO TARGET
AND EXPLO T A VULNERABI LI TY I N THE COVPUTER OPERATI NG SYSTEM OR COVMPUTER
PROGRAM

AGGRAVATED COVPUTER | NTRUSION IS A CLASS E FELONY.

S 7. The penal law is anended by adding a new section 156.40 to read
as foll ows:

S 156.40 USE OF A MNOR IN THE COW SSI ON OF A COWUTER OFFENSE.

A PERSON 1S GULTY OF USE OF A MNOR IN THE COW SSI ON OF A COWUTER
OFFENSE WHEN, BEI NG El GHTEEN YEARS OF AGE OR OLDER, HE OR SHE USES A
CH LD UNDER THE AGE OF EICGHTEEN TO EFFECTUATE THE COWM SSI ON OF ANY
COVWUTER OFFENSE UNDER THI S ARTI CLE BY:

1. INFLUENCI NG OR COERCING THE CHI LD TO COWM T THE COWUTER OFFENSE;
OR

2. | NTENTI ONALLY OR W LLFULLY SUPPLIES THE CH LD W TH THE | NFORMATI ON
NECESSARY TO COMWM T THE COVMPUTER OFFENSE WTH THE KNOWEDGE THAT THE
CHI LD I NTENDS TO COWM T A COWPUTER OFFENSE.

USE OF A MNOR IN THE COMWM SSI ON OF A COWUTER OFFENSE IS A CLASS E
FELONY.

S 8. The penal law is anended by adding a new section 156.50 to read
as foll ows:

S 156. 50 OFFENSES | NVOLVI NG COWUTERS; DEFENSES.

UNDER SECTI ONS 156.05, 156.10, 156.20, 156.25, AND 156.40 OF TH'S
ARTI CLE I T SHALL BE A DEFENSE THAT THE DEFENDANT WAS AUTHORI ZED TO USE
THE COWUTER PURSUANT TO A SERVI CE AGREEMENT AND WHERE SUCH USE ORI d -
NATED FROM A SERVI CE LOCATI ON W THI N THE UNI TED STATES OR CANADA.

S 9. Section 490.05 of the penal law is anmended by adding a new subdi -
vision 18 to read as foll ows:

18. "ACT OF CYBERTERRORI SM' MEANS THE USE OF COWPUTING RESOURCES
| NCLUDI NG BUT NOT LIM TED TO COVWPUTERS, COWPUTER SYSTEMS, DATA NETWORKS,
COWUTER SOFTWARE, COWVPUTER APPLI CATI ONS AND COVPUTER OPERATI NG SYSTEMS
AS SUCH TERVMS ARE DEFINED I N SECTION 156.00 OF TH'S CHAPTER, AGAINST
PERSONS OR PROPERTY TO |NTIMDATE OR COERCE A GOVERNMENT, THE POPU
LATI ON, OR ANY SEGVENT THERECF, | N FURTHERANCE OF POLITICAL OR SOC AL
OBJECTI VES.

S 10. The penal law is anended by adding a new section 490.28 to read
as foll ows:

S 490. 28 CYBERTERRORI SM

A PERSON | S GUILTY OF CYBERTERRORI SM WHEN, W TH THE | NTENT TO | NTI M
| DATE A ClIVILI AN POPULATI ON, | NFLUENCE THE POLICY OF A UNIT OF GOVERN
MENT BY | NTI M DATI ON OR CCERCI ON, OR AFFECT THE CONDUCT OF A UNIT OF
GOVERNMVENT, HE OR SHE COW TS ANY OF THE CRI MES CONTAI NED W THI N ARTI CLE
ONE HUNDRED FIFTY-SIX OF TH S CHAPTER DI RECTED AGAI NST ANY COVPUTER,
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COVWPUTER SYSTEM OR DATA NETWORK OANED OR OPERATED BY A LOCAL, STATE OR
FEDERAL GOVERNVENT ENTI TY, ANY UTILITY I NCLUDI NG BUT NOT LIMTED TO, ANY
ELECTRI C OR WATER UTI LI TY, OR A FI NANCI AL | NSTI TUTI ON.

CYBERTERRORI SM | S A CLASS B FELONY.

S 11. Paragraphs (j) and (k) of subdivision 1 of section 240.20 of the
crimnal procedure |law, paragraph (j) as added by chapter 514 of the
| aws of 1986 and paragraph (k) as added by chapter 536 of the [|aws of
1989, are anended to read as foll ows:

(j) In [any prosecution under penal |aw section 156.05 or 156.10, the
time, place and manner of notice given pursuant to subdivision six of
section 156.00 of such | aw

(k) in] any prosecution commenced in a manner set forth in this subdi-
vision alleging a violation of the vehicle and traffic law, in addition
to any material required to be disclosed pursuant to this article, any
other provision of Ilaw, or the constitution of this state or of the
United States, any witten report or docunent, or portion thereof,
concerning a physical examnation, a scientific test or experinent,
i ncluding the nost recent record of inspection, or calibration or repair
of machines or instrunents utilized to performsuch scientific tests or
experinments and the certification certificate, if any, held by the oper-
ator of the machine or instrunment, which tests or exam nations were made
by or at the request or direction of a public servant engaged in | aw
enforcenent activity or which was nade by a person whom the prosecutor
intends to call as a witness at trial, or which the people intend to
introduce at trial.

S 12. Section 250.30 of the crimnal procedure |aw i s REPEALED

S 13. This act shall take effect on the first of Novenber next
succeedi ng the date on which it shall have becone a | aw



