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STATE OF NEW YORK

3760
2009- 2010 Regul ar Sessi ons
I N SENATE
March 31, 2009

Introduced by Sen. ADAMS -- read twi ce and ordered printed, and when
printed to be comritted to the Conmittee on Consuner Protection

AN ACT to anend the general business |aw and the state technology |aw,
inrelation to the information security breach and notification act

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Section 899-aa of the general business law, as added by
chapter 442 of the |aws of 2005, paragraph (c) of subdivision 1, para-
graph (a) of subdivision 6 and subdivision 8 as anended by chapter 491
of the Iaws of 2005, is anended to read as foll ows:

S 899-aa. Notification; [person wthout valid authorization has
acqui red] UNAUTHORI ZED ACQUI SITION OF private information. 1. As used in
this section, the following terns shall have the follow ng neanings:

(a) "ENCRYPTED' SHALL MEAN THE PROTECTI ON OF PRI VATE | NFORMATION |IN
ELECTRONIC FORM I N STORAGE OR I N TRANSI T USI NG AN ENCRYPTI ON TECHNOLOGY
THAT HAS BEEN ADOPTED BY A STANDARDS SETTI NG BODY GENERALLY RECOGNI ZED
IN THE | NFORMATI ON TECHNOLOGY | NDUSTRY, | NCLUDI NG BUT NOT LIM TED TQ
THE FEDERAL DEPARTMENT OF COMVERCE' S NATI ONAL | NSTI TUTE OF STANDARDS AND
TECHNOLOGY, THE | NTERNATI ONAL STANDARDS ORGANI ZATI ON, AND THE PAYMENT
CARD | NDUSTRY SECURI TY STANDARDS COUNCI L.

(B) "Personal information" shall nmean any infornmation concerning a
natural person which, because of name, nunber, [personal] SYMBQ,
mark[,] or other identifier, can be used to identify [such] THAT natura
per son;

[(b)] (© "Private information" shall rmean personal infornmation
[consisting of any information] in conmbination with any one or nore of
the followi ng data el enents, when [either] BOTH the personal informtion
[or] AND the data elenent [is] ARE not encrypted[, or encrypted with an
encryption key that has al so been acquired]:

(1) social security nunber

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(2) driver's license nunber or non-driver identification card nunber;
or
(3) FINANCI AL account nunber, credit or debit card nunber[, in conbi-
nation with any required security code, access code, or password that
woul d permt access to an individual's financial account;].

“"Private information" does not include publicly available information
which is lawfully made avail able to the general public from federal,
state, or |ocal government records.

PRI VATE | NFORVATION SHALL NOT BE CONSIDERED TO BE ENCRYPTED FOR
PURPCSES OF THIS SECTION IF I T IS ACQU RED I N COVBI NATION WTH ANY KEY
REQUI RED TO ENABLE DECRYPTI ON OF THAT PRI VATE | NFORVATI ON.

[(c)] (D) "Breach of the security of the systenf shall nean: (1) unau-
thorized acquisition [or acquisition wthout valid authorization] of
conmputeri zed data that conprom ses the security, confidentiality, or
integrity of [personal] PRIVATE information naintai ned by a business; OR
(2) WHEN |IT |S REASONABLY BELI EVED THAT SUCH UNAUTHORI ZED ACQUI SI TI ON
HAS OCCURRED. Good faith OR | NADVERTENT acquisition of [personal]
PRI VATE information by an enployee or agent of the business for the
pur poses of the business is not a breach of the security of the systenf,
provi ded that the private information is not used or subject to unau-
thori zed di scl osure].

In determ ning whether PRIVATE information has been acquired, or is
reasonably believed to have been acquired, by an unauthorized person [or
a person w thout valid authorization], such business my consider the
foll owi ng factors, anong ot hers:

[(1)] (1) indications that the PRIVATE information is in the physica
possessi on and control of an unauthorized person, such as a lost or
stol en conmputer or other device containing PRI VATE i nformation; or

[(2)] (Il) indications that the PRIVATE informtion has been down-
| oaded or copied; or

[(3)] (I'll) indications that the PRI VATE i nformati on was used by an
unaut hori zed person, such as fraudul ent accounts opened or instances of
identity theft reported.

[(d)] (E) "Consuner reporting agency" shall nean any [person which,

or nonetary fees, dues, or on a cooperative nonprofit basis, regularly
engages in whole or in part in the practice of assenbling or evaluating
consumer credit information or other information on consuners for the
pur pose of furnishing consuner reports to third parties, and which uses
any neans or facility of interstate commerce for the purpose of prepar-
ing or furnishing consuner reports] CONSUVER REPORTING AGENCY THAT
COWI LES AND MAINTAINS FILES ON CONSUMERS ON A NATI ONW DE BASI' S, AS
DEFINED BY 15 U. S.C. S 1681A(P). A list of consuner reporting agencies
shall be conpiled by the state attorney general. SUCH LIST SHALL BE
UPDATED BY THE ATTORNEY GENERAL ANNUALLY and SHALL BE furni shed upon
request IN A FORMAT OR FORMATS PRESCRI BED BY THE ATTORNEY GENERAL to any
person or business required to nake a notification under subdivision two
of this section.

2. Any person or business which conducts business in New York state,
and which owns or |Ilicenses conputerized data which includes private
information shall: (A) | MPLEMENT AND MAI NTAI N REASONABLE SECURI TY SAFE-
GUARDS, APPROPRI ATE TO THE NATURE OF THE | NFORMATI ON, TO PREVENT UNAU-
THORI ZED ACCESS TO OR UNAUTHORI ZED DESTRUCTI ON, USE, MODIFICATION, OR
DI SCLOSURE OF THE PRI VATE | NFORMATI ON; AND (B) disclose any breach of
the security of the systemfollow ng discovery or notification of the
breach in the security of the systemto any resident of New York state
whose private information was[, or is reasonably believed to have been,



Co~NOoOUIT~hWNE

S. 3760 3

acquired by a person w thout valid authorization] SUBJECT TO THE BREACH
OF THE SECURI TY OF THE SYSTEM The di sclosure shall be nade in the nost
expedient time possible and without unreasonabl e delay, consistent with
the legitimate needs of | aw enforcenent, as provided in subdivision four
of this section, or any nmeasures necessary to deternine the scope of the
breach and restore the reasonable integrity of the system

3. Any person or business which maintains conputerized data which
i ncludes private information which such person or busi ness does not own
shall: (A) | MPLEMENT AND MAI NTAI N REASONABLE SECURI TY SAFEGUARDS, APPRO-
PRI ATE TO THE NATURE OF THE | NFORMATI ON, TO PREVENT UNAUTHORI ZED ACCESS
TO OR UNAUTHORI ZED DESTRUCTI ON, USE, MODI FI CATI ON, OR DI SCLOSURE OF THE
PRI VATE | NFORVATI ON; AND (B) notify the owner or |icensee of the infor-
mati on of any breach of the security of the systemimediately follow ng
di scovery[, if the private information was, or is reasonably believed to
have been, acquired by a person wthout valid authorization] OF THE
BREACH OF THE SECURI TY OF THE SYSTEM AND SHALL COOPERATE W TH THE OMNER
OR LI CENSEE TO DETERM NE THE SCOPE OF THE BREACH AND RESTORE THE REASON-
ABLE I NTEGRI TY OF THE SYSTEM UNLESS THE PERSON OR BUSI NESS WHO NMNAI N-
TAINS COWVPUTERI ZED DATA WHICH | T DOES NOT OAN AND THE OANER OR LI CENSEE
OF THAT DATA HAVE AGREED OTHERW SE I N WRI TI NG, THE PERSON OR BUSI NESS
VHO MAI NTAINS COWPUTERI ZED DATA WHICH | T DOES NOT OMN SHALL BE LI ABLE
FOR THE COSTS ASSOCI ATED W TH PROVI DI NG THE NOTI FI CATI ONS REQUI RED BY
SUBDI VI SIONS FIVE AND EI GHT OF THI' S SECTION | F THE BREACH WAS CAUSED BY
NEGLI GENT OR WLLFUL ACTS OR OM SSI ONS OF THE PERSON OR BUSI NESS, OR THE
NEGLI GENT OR WLLFUL ACTS OR OM SSI ONS OF AGENTS, OFFI CERS, EMPLOYEES OR
SUBCONTRACTORS OF THE PERSON OR BUSI NESS.

4. The [notification] NOTIFI CATI ONS required by SUBDI VI SIONS FI VE AND
EIGHT OF this section may be delayed if a | aw enforcenent agency deter-
m nes that such notification inpedes a crimnminal investigation, PROVIDED
THAT SUCH DETERM NATION IS MADE IN WRI TI NG OR THE PERSON OR BUSI NESS
DOCUMENTS THE DETERM NATI ON CONTEMPORANEQUSLY | N WRI TI NG, | NCLUDI NG THE
NAME OF THE LAW ENFORCEMENT OFFI CER MAKI NG THE DETERM NATI ON AND THE LAW
ENFORCEMENT AGENCY ENGAGED |IN THE | NVESTI GATION. The [notification]
NOTI FI CATI ONS required by SUBDI VI SIONS FIVE AND EIGHT OF this section
shall be made I N THE MOST EXPEDI ENT Tl ME PCOSSI BLE AND W THOUT UNREASON-
ABLE DELAY after such |aw enforcenment agency determnes that such
notification [does not] WOULD NO LONGER conproni se such investigation.
VRl TTEN DOCUMENTATI ON OF THE FOREGO NG DETERM NATI ONS BY A LAW ENFORCE-
MENT AGENCY SHALL ACCOWPANY THE NOTI FI CATI ON REQUI RED BY SUBDI VI SI ON
El GHT OF THI S SECTI ON.

5. The notice required by this section shall be directly provided to
the affected persons by one of the foll ow ng nethods:

(a) witten notice, WH CH SHALL BE I N AT LEAST TWELVE PO NT TYPE;

(b) electronic notice, [provided that the] FOR THOSE AFFECTED PERSONS
FOR WHOM THE PERSON OR BUSI NESS HAS A VALID E-MAI L ADDRESS ONLY I F: (1)
THE PERSON OR BUSINESS DOES NOT HAVE THE AFFECTED PERSON S ADDRESS OR
TELEPHONE CONTACT | NFORVATI ON AND THE PERSON' S OR BUSINESS' S PRI MARY
METHOD OF COVMUNI CATI ON W TH THE AFFECTED PERSON | S BY ELECTRONI C MEANS;
OR (2) THE AFFECTED person [to whom notice is required] has expressly
consented to receiving said notice in electronic form[and]. ELECTRONI C
NOTI CES AUTHORI ZED UNDER THI S PARAGRAPH SHALL NOT REQUEST OR CONTAIN A
HYPERTEXT LI NK TO A REQUEST THAT THE AFFECTED PERSON PROVI DE PRI VATE
| NFORMATI ON AND SHALL | NCLUDE A CONSPI CUOUS WARNI NG THAT THE AFFECTED
PERSON SHOULD NOT PROVI DE PRI VATE | NFORMATI ON | N RESPONSE TO ELECTRONI C
COVMUNI CATI ONS REGARDI NG SECURI TY BREACHES. THE PERSON OR BUSI NESS SHALL
KEEP a | og of each such notification [is kept by the person or business
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who notifies affected persons in such form provided further, however,
that in]. |IN no case shall any person or business require a person to
consent to accepting said notice in [said] ELECTRONIC formas a condi-
tion of establishing any business relationship or engaging in any trans-
action[.];

(c) telephone notification provided that a | og of each such notifica-
tion is kept by the person or business who notifies affected persons; or

(d) Substitute notice, if a PERSON OR business denonstrates to the
state attorney general that the cost of providing notice would exceed
two hundred fifty thousand dollars, or that the affected class of
subject persons to be notified exceeds five hundred thousand, or such
PERSON OR busi ness does not have sufficient contact information. Substi-
tute notice shall consist of all of the follow ng:

(1) e-mail notice when such PERSON OR busi ness has an e-nmil address
for the subject persons;

(2) conspicuous posting of the notice on such PERSON S OR busi hess's
web site page, if such PERSON OR busi ness maintains one; and

(3) notification to [major statew de] APPROPRI ATE nedia IN THE AREAS
IN WH CH THE PERSON OR BUSI NESS REASONABLY DETERM NES THAT THE NEW YORK
RESI DENTS TO BE NOTI FI ED RESI DE

6. (a) whenever the attorney general shall believe from evidence
satisfactory to him that there is a violation of this article he nay
bring an action in the nane and on behal f of the people of the state of
New York, in a court of justice having jurisdiction to issue an injunc-
tion, to enjoin and restrain the continuation of such violation. In
such action, prelimnary relief nay be granted under article sixty-three
of the civil practice law and rules. In such action the court may award
damages for actual costs or losses incurred by a person entitled to
notice pursuant to this article, if notification was not provided to
such person pursuant to this article, including consequential financia
| osses. \Whenever the court shall determne in such action that a person
or business violated this article knowi ngly or recklessly, the court nay
i npose a civil penalty of the greater of five thousand dollars or up to
ten dollars per instance of failed notification, provided that the
| atter amount shall not exceed one hundred fifty thousand dol | ars.

(b) the remedi es provided by this section shall be in addition to any
ot her lawful remedy avail abl e.

(c) no action may be brought under the provisions of this section
unl ess such action is commenced within two years i mediately after the
date of the act conplained of or the date of discovery of such act.

7. Regardless of the nethod by which notice is provided, such notice
shall include, AT AMNIMM (A contact information for the person or
business making the notification [and], |NCLUD NG (1) A TELEPHONE
NUMBER OR A TOLL- FREE TELEPHONE NUMBER, IF ONE |S MAINTAINED BY THE
PERSON OR BUSI NESS; (2) A MAILING ADDRESS; AND (3) AN E-MAIL ADDRESS, |F
ONE | S MAI NTAI NED BY THE PERSON OR BUSI NESS;

(B) a description of the categories of information [that were, or are
reasonably believed to have been, acquired by a person wthout valid
aut horization], including specification of [which of] the el enents of
personal information and private information, THAT were[, or are reason-
ably believed to have been, so acquired] SUBJECT TO THE BREACH OF THE
SECURI TY OF THE SYSTEM

(© A WARNI NG TO AFFECTED PERSONS NOT TO PROVI DE PRI VATE | NFORMATI ON
| N RESPONSE TO ELECTRONI C COVMUNI CATI ONS REGARDI NG SECURI TY BREACHES;

(D) I NFORMATION RELATING TO OBTAINNNG AND REVIEWNG FREE CRED T
REPORTS AND PLACING FREE SECURITY FREEZES AND FRAUD ALERTS ON CREDI T
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REPORTS, |INCLUDING TOLL-FREE TELEPHONE NUMBERS, E-MAIL  ADDRESSES,
WEBSI TE ADDRESSES, AND MAILING ADDRESSES FOR THE CONSUMER REPORTI NG
AGENCI ES;

(E) A RECOWENDATI ON THAT | NCIDENTS OF IDENTITY THEFT BE REPORTED
PROVPTLY TO LAW ENFORCEMENT AGENCI ES, THE CONSUMER PROTECTI ON BOARD, THE
FEDERAL TRADE COWM SSI ON, AND THE CONSUMER REPORTI NG AGENCI ES; AND

(F) THE TOLL- FREE TELEPHONE NUMBER, E- MAI L ADDRESS, WEBSITE ADDRESS,
AND MAI LI NG ADDRESS OF THE CONSUMER PROTECTI ON BOARD

8. (a) In the event that any New York residents are to be notified,
t he person or business shall notify the state attorney general, the
consuner protection board, and the state office of cyber security and
critical infrastructure coordination as to the timng, content and
distribution of the notices [and], THE approxi nate nunber of affected
persons, AND THE APPROXI MATE NUMBER OF AFFECTED NEW YORK RESI DENTS. Such
notice shall be nmade wi thout delaying notice to affected New York resi-
dent s.

(b) I'n the event that nore than [five] ONE thousand New York residents
are to be notified at one tinme, the person or business shall also notify
consuner reporting agencies as to the timng, content and distribution
of the notices and approxi mate nunber of affected persons. Such notice
shall be made wi thout del aying notice to affected New York residents.

(O |IN THE EVENT THAT THE AFFECTED CLASS OF SUBJECT PERSONS TO BE
NOTI FI ED EXCEEDS FI VE HUNDRED THOUSAND, THE PERSON OR BUSI NESS SHALL
W TH N ONE HUNDRED TWENTY DAYS OF THE NOTI FI CATI ON REQUI RED BY SUBDI VI -
SION FIVE OF TH' S SECTION, FILE A REPORT WTH THE ATTORNEY GENERAL, THE
CONSUMER PROTECTI ON BOARD, AND THE STATE OFFI CE OF CYBER SECURI TY AND
CRI Tl CAL | NFRASTRUCTURE COORDI NATI ON DESCRI BI NG THE STEPS TAKEN TO M TI -
GATE THE EFFECTS OF THE BREACH IN THE SECURI TY OF THE SYSTEM | NCLUDI NG,
BUT NOT LIM TED TO, | MPLEMENTATI ON OF PROCEDURES FOR DETECTI NG, REPORT-
I NG AND RESPONDI NG TO SUCH BREACHES, PROVI DED, HOWEVER, THAT THE PERSON
OR BUSINESS SHALL NOT BE REQUI RED TO | NCLUDE | NFORMATI ON | N THE REPORT
THAT IS SPECI FI CALLY EXEMPTED FROM DI SCLOSURE BY STATE OR FEDERAL LAW OR
THAT WOULD, | F DI SCLOSED, JEOPARDI ZE THE PERSON S OR BUSI NESS' S CAPACI TY
TO GUARANTEE THE SECURI TY OF | NFORMATI ON TECHNOLOGY ASSETS, SUCH ASSETS
ENCOVPASSI NG BOTH ELECTRONI C | NFORVATI ON SYSTEMS AND | NFRASTRUCTURES.

9. The provisions of this section shall be exclusive and shall preenpt
any provisions of local |aw, ordinance or code, and no locality shal
i npose requirenents that are inconsistent with or nore restrictive than
those set forth in this section.

S 2. Section 208 of the state technology | aw, as added by chapter 442
of the laws of 2005, paragraph (b) of subdivision 1 and subdivisions 2,
6 and 7 as anmended, paragraph (c) of subdivision 5 as added and para-
graph (d) of subdivision 5 as relettered by chapter 491 of the I|aws of
2005, is anmended to read as foll ows:

S 208. Notification; [person without valid authorization has acquired]
UNAUTHORI ZED ACQUISITION OF private information. 1. As used in this
section, the following terns shall have the foll ow ng neanings:

(a) "ENCRYPTED' SHALL MEAN THE PROTECTI ON OF PRI VATE | NFORMATION |IN
ELECTRONIC FORM I N STORAGE OR I N TRANSI T USI NG AN ENCRYPTI ON TECHNOLOGY
THAT HAS BEEN ADOPTED BY A STANDARDS SETTI NG BODY GENERALLY RECOGNI ZED
IN THE | NFORMATI ON TECHNOLOGY | NDUSTRY, | NCLUDI NG BUT NOT LIM TED TQ
THE FEDERAL DEPARTMENT OF COMVERCE' S NATI ONAL | NSTI TUTE OF STANDARDS AND
TECHNOLOGY, THE | NTERNATI ONAL STANDARDS ORGANI ZATI ON, AND THE PAYMENT
CARD | NDUSTRY SECURI TY STANDARDS COUNCI L.

(B) " PERSONAL | NFORMATI ON' SHALL MEAN PERSONAL | NFORVATI ON AS DEFI NED
BY SUBDI VI SI ON FI VE OF SECTI ON TWDO HUNDRED TWO OF THI S ARTI CLE
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(C© "Private information" shall mean personal information in conbina-
tion wth any one or nore of the follow ng data el enents, when [either]
BOTH t he personal information [or] AND the data elenent [is] ARE not
encrypted [or encrypted with an encryption key that has al so been
acqui red] :

(1) social security nunber

(2) driver's license nunber or non-driver identification card nunber;
or

(3) FINANCI AL account nunber, credit or debit card nunber[, in conbi-
nation wth any required security code, access code, or password which
woul d permt access to an individual's financial account].

“"Private information" does not include publicly available information
that is lawfully nmade available to the general public fromfederal,
state, or |ocal government records.

PRI VATE | NFORMATI ON SHALL NOT BE CONSIDERED TO BE ENCRYPTED FOR
PURPCSES OF THIS SECTION IF IT IS ACQU RED I N COVBI NATI ON W TH ANY KEY
REQUI RED TO ENABLE DECRYPTI ON OF THAT PRI VATE | NFORVATI ON.

[(b)] (D) "Breach of the security of the systenf shall nean: (1) unau-
thori zed acquisition [or acquisition wthout wvalid authorization] of
conmputerized data which conprom ses the security, confidentiality, or
integrity of [personal] PRIVATE information mnmintained by a state
entity; OR (2) WHEN |IT IS REASONABLY BELI EVED THAT SUCH UNAUTHORI ZED
ACQUI SI TI ON HAS OCCURRED. Good faith OR | NADVERTENT acquisition of
[ personal ] PRI VATE i nformati on by an enpl oyee or agent of a state entity
for the purposes of the agency is not a breach of the security of the
systeni, provided that the private information is not used or subject to
unaut hori zed di scl osure].

In determ ni ng whet her PRI VATE i nformati on has been acquired, or is
reasonably believed to have been acquired, by an unauthorized person [or
a person wthout valid authorization], such state entity nay consi der
the followi ng factors, anobng ot hers:

[(1)] (I) indications that the PRIVATE information is in the physica
possession and control of an unauthorized person, such as a |lost or
stol en conmputer or other device containing PRI VATE i nformation; or

[(2)] (Il) indications that the PRIVATE information has been down-
| oaded or copied; or

[(3)] (1Il) indications that the PRI VATE information was used by an
unaut hori zed person, such as fraudul ent accounts opened or instances of
identity theft reported.

[(c)] (E) "State entity" shall nean any state board, bureau, division
commttee, conmssion, council, departnment, public authority, public
benefit corporation, office or other governmental entity performng a
governmental or proprietary function for the state of New York, except:

(1) the judiciary; and

(2) T[all cities, counties, municipalities, villages, towns, and other
| ocal agencies] COUNTIES, CITIES, TOMS, VILLAGES, SCHOOL DI STRICTS,
BOARDS OF COOPERATI VE EDUCATI ONAL SERVI CES, LOCAL PUBLI C BENEFI T CORPO
RATI ONS AND OTHER MUNI Cl PAL CORPORATI ONS OR  POLITI CAL  SUBDI VI SIONS  OF
THE STATE.

[(d)] (F) "Consuner reporting agency” shall nean any [person which,
for nonetary fees, dues, or on a cooperative nonprofit basis, regularly
engages in whole or in part in the practice of assenbling or eval uating
consumer credit information or other information on consuners for the
pur pose of furnishing consumer reports to third parties, and which uses
any means or facility of interstate conmerce for the purpose of prepar-
ing or furnishing consunmer reports] CONSUVER REPORTI NG AGENCY THAT
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COWPI LES AND MAI NTAINS FILES ON CONSUMERS ON A NATIONWDE BASIS, AS
DEFINED BY 15 U. S.C. S 1681A(P). A list of consuner reporting agencies
shall be conpiled by the state attorney general. SUCH LIST SHALL BE
UPDATED BY THE ATTORNEY GENERAL ANNUALLY and SHALL BE furni shed upon
request IN A FORMAT OR FORVMATS PRESCRI BED BY THE ATTORNEY GENERAL to ANY
state [entities] ENTITY required to nake a notification under subdivi-
sion two of this section.

2. Any state entity that owns or licenses conputerized data that
i ncludes private information shall: (A) CONSI STENT WTH I TS OBLI GATI ONS
UNDER THE PERSONAL PRIVACY PROTECTION LAW | MPLEVMENT AND MAI NTAIN
REASONABLE SECURI TY SAFEGUARDS, APPROPRI ATE TO THE NATURE OF THE | NFOR-
MATI ON, TO PREVENT UNAUTHORI ZED ACCESS TO OR UNAUTHORI ZED DESTRUCTI ON
USE, MODI FI CATI ON, OR DI SCLOSURE OF THE PRI VATE |NFORVATION, AND (B)
di scl ose any breach of the security of the systemfollow ng discovery or
notification of the breach in the security of the systemto any resident
of New York state whose private information was[, or is reasonably
bel i eved to have been, acquired by a person w thout valid authorization]
SUBJECT TO THE BREACH OF THE SECURITY OF THE SYSTEM The disclosure
shall be nade in the nost expedient tine possible and w thout unreason-
abl e delay, consistent with the legitinate needs of |aw enforcenent, as
provided in subdivision four of this section, or any measures necessary
to determ ne the scope of the breach and restore the reasonable integri-
ty of the data system The state entity shall consult wth the state
office of <cyber security and critical infrastructure coordination to
deternmi ne the scope of the breach and restorati on neasures.

3. Any state entity that maintains conputerized data that includes
private informati on which such agency does not own shall: (A) CONSI STENT
WTH | TS OBLI GATI ONS UNDER THE PERSONAL PRI VACY PROTECTI ON LAW | MPLE-
MENT AND MAI NTAI N REASONABLE SECURI TY SAFEGUARDS, APPROPRIATE TO THE
NATURE OF THE | NFORVATI ON, TO PREVENT UNAUTHORI ZED ACCESS TO OR UNAU
THORI ZED DESTRUCTI ON, USE, MODI FI CATION, OR DI SCLOSURE OF THE PRI VATE
| NFORVATION;  AND (B) notify the owner or |icensee of the information of
any breach of the security of the systemimediately follow ng discov-
ery[, if the private information was, or is reasonably believed to have
been, acquired by a person wi thout valid authorization] OF THE BREACH OF
THE SECURI TY OF THE SYSTEM AND SHALL COOPERATE W TH THE CONSULTATI ON
DESCRI BED IN SUBDI VI SION TWO OF THI' S SECTI ON

4. The [notification] NOTIFI CATIONS required by SUBDI VI SI ONS FI VE AND
SEVEN COF this section may be delayed if a | aw enforcenent agency deter-
mnes that such notification inpedes a crimnal investigation PROVI DED
THAT SUCH DETERM NATION IS MADE | N WRI TI NG OR THE STATE ENTI TY DOCUMENTS
THE DETERM NATI ON CONTEMPORANEQUSLY I N WRI TING | NCLUDING THE NAME OF
THE LAW ENFORCEMENT OFFICER MAKING THE DETERM NATION AND THE LAW
ENFORCEMENT AGENCY ENGAGED |IN THE | NVESTIGATION. The [notification]
NOTI FI CATIONS required by SUBDIVISIONS FIVE AND SEVEN OF this section
shall be made IN THE MOST EXPEDI ENT Tl ME POSSI BLE AND W THOUT UNREASON-
ABLE DELAY after such |aw enforcenment agency determ nes that such
notification [does not] WOULD NO LONGER conpromi se such investigation
VWRI TTEN DOCUMENTATI ON OF THE FOREGO NG DETERM NATI ONS BY A LAW ENFORCE-
MENT AGENCY SHALL ACCOVPANY THE NOTI FI CATION REQUI RED BY SUBDI VI SI ON
SEVEN OF THI S SECTI ON

5. The notice required by this section shall be directly provided to
the affected persons by one of the foll ow ng nethods:

(a) witten notice, WH CH SHALL BE I N AT LEAST TWELVE PO NT TYPE;

(b) electronic notice, [provided that] FOR THOSE AFFECTED PERSONS FOR
VHOM THE STATE ENTITY HAS A VALID E-MAIL ADDRESS ONLY | F: (1) THE STATE
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ENTI TY DOES NOT HAVE THE AFFECTED PERSON S ADDRESS OR TELEPHONE CONTACT
| NFORMATI ON AND THE STATE ENTI TY' S PRI MARY METHOD OF COVMUNI CATI ON W TH
THE AFFECTED PERSON |'S BY ELECTRONI C MEANS; OR (2) the AFFECTED person
[to whom notice is required] has expressly consented to receiving said
notice in electronic form[and]. ELECTRONIC NOTICES AUTHORI ZED UNDER
THI'S PARAGRAPH SHALL NOT REQUEST OR CONTAIN A HYPERTEXT LINK TO A
REQUEST THAT THE AFFECTED PERSON PROVI DE PRI VATE | NFORVATI ON  AND SHALL
I NCLUDE A CONSPICUOUS WARNING THAT THE AFFECTED PERSON SHOULD NOT
PROVI DE PRI VATE | NFORMATI ON | N RESPONSE TO ELECTRONIC COVMUNI CATI ONS
REGARDI NG SECURI TY BREACHES. THE STATE ENTITY SHALL KEEP a | og of each
such notification [is kept by the state entity who notifies affected
persons in such form provided further, however, that in]. IN no case
shall any [person or business] STATE ENTITY require a person to consent
to accepting said notice in [said] ELECTRONIC formas a condition of
establ i shing any business relationship or engaging in any transaction;

(c) telephone notification provided that a | og of each such notifica-
tion is kept by the state entity who notifies affected persons; or

(d) Substitute notice, if a state entity denonstrates to the state
attorney general that the cost of providing notice would exceed two
hundred fifty thousand dollars, or that the affected class of subject
persons to be notified exceeds five hundred thousand, or such agency
does not have sufficient contact information. Substitute notice shal
consi st of all of the follow ng:

(1) e-mail notice when such state entity has an e-mail address for the
subj ect persons;

(2) conspicuous posting of the notice on such state entity's web site
page, if such [agency] STATE ENTITY mai ntai ns one; and

(3) notification to [major statew de] APPROPRI ATE nedia | N THE AREAS
I N WH CH THE STATE ENTI TY REASONABLY DETERM NES THAT THE NEW YORK RESI -
DENTS TO BE NOTI FI ED RESI DE

6. Regardless of the nethod by which notice is provided, such notice
shall include, AT AMNIMUM (A) contact information for the state enti-
ty making the notification, INCLUDING (1) A TELEPHONE NUVMBER OR A
TOLL- FREE TELEPHONE NUMBER, | F ONE IS MAI NTAI NED BY THE STATE ENTI TY;
(2) A MAILING ADDRESS; AND (3) AN E-MAIL ADDRESS, |F ONE IS MAI NTAI NED
BY THE STATE ENTITY; (B) and a description of the categories of infornma-
tion [that were, or are reasonably believed to have been, acquired by a
person w thout valid authorization], including specification of [which
of] the elenents of personal information and private information, were[,
or are reasonably believed to have been, so acquired] SUBJECT TO THE
BREACH OF THE SECURI TY OF THE SYSTEM (C) A WARNI NG TO AFFECTED PERSONS
NOT TO PROVIDE PRI VATE | NFORVATI ON I N RESPONSE TO ELECTRONI C COVMUNI -
CATI ONS REGARDI NG SECURI TY BREACHES; (D) | NFORVATI ON RELATI NG TO OBTAI N-
| NG AND REVI EW NG FREE CREDI T REPORTS AND PLACI NG FREE SECURI TY FREEZES
AND FREE FRAUD ALERTS ON CREDI T REPORTS, | NCLUDI NG TOLL- FREE TELEPHONE
NUMBERS, E- MAI L ADDRESSES, WEBSI TE ADDRESSES, AND MAI LI NG ADDRESSES FOR
THE CONSUMER REPORTI NG AGENCI ES; (E) A RECOMVENDATI ON THAT | NCI DENTS OF
| DENTI TY THEFT BE REPORTED PROVPTLY TO LAW ENFORCEMENT AGENCIES, THE
CONSUMER PROTECTI ON BOARD, THE FEDERAL TRADE COWM SSI ON, AND THE CONSUM
ER REPORTING AGENCIES; AND (F) THE TOLL- FREE TELEPHONE NUMVBER, E- MAIL
ADDRESS, WEBSI TE ADDRESS, AND MAI LI NG ADDRESS OF THE CONSUMER PROTECTI ON
BOARD.

7. (a) In the event that any New York residents are to be notified,
the state entity shall notify the state attorney general, the consumer
protection board, and the state office of cyber security and critica
infrastructure coordination as to the timng, content and distribution
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of the notices [and], THE approxi mate nunber of affected persons, AND
THE APPROXI MATE NUMBER OF AFFECTED NEW YORK RESI DENTS. Such notice
shall be made wi thout del aying notice to affected New York residents.

(b) I'n the event that nore than [five] ONE thousand New York residents
are to be notified at one tine, the state entity shall also notify
consuner reporting agencies as to the timng, content and distribution
of the notices and approxi mate nunber of affected persons. Such notice
shall be made wi thout del aying notice to affected New York residents.

(© IN THE EVENT THAT THE AFFECTED CLASS OF SUBJECT PERSONS TO BE
NOTI FI ED EXCEEDS FI VE HUNDRED THOUSAND, THE STATE ENTI TY SHALL, W THI N
ONE HUNDRED TWENTY DAYS OF THE NOTI CE REQUI RED BY SUBDIVISION FIVE OF
THI'S SECTI ON, FILE A REPORT WTH THE STATE ATTORNEY GENERAL, THE CONSUM
ER PROTECTI ON BOARD, AND THE STATE OFFI CE OF CYBER SECURI TY AND CRI Tl CAL
| NFRASTRUCTURE COORDI NATI ON  DESCRI BI NG THE STEPS TAKEN TO M Tl GATE THE
EFFECTS OF THE BREACH IN THE SECURI TY OF THE SYSTEM | NCLUDI NG, BUT NOT
LIMTED TO, | MPLEMENTATI ON OF PROCEDURES FOR DETECTI NG, REPORTI NG AND
RESPONDI NG TO SUCH BREACHES, PROVI DED, HOMNEVER, THAT THE STATE ENTITY
SHALL NOT BE REQU RED TO |NCLUDE | NFORVATION I N THE REPORT THAT IS
SPECI FI CALLY EXEMPTED FROM DI SCLOSURE BY STATE OR FEDERAL LAW OR THAT
WOULD, | F DI SCLOSED, JEOPARDI ZE THE STATE ENTITY'S CAPACI TY TO GUARANTEE
THE SECURITY OF | TS | NFORVATI ON TECHNOLOGY ASSETS, SUCH ASSETS ENCOW
PASSI NG BOTH ELECTRONI C | NFORMATI ON SYSTEMS AND | NFRASTRUCTURES.

8. Any entity listed in subparagraph two of paragraph [(c)] (E) of
subdivision one of this section shall adopt a notification policy [no
nore than one hundred twenty days after the effective date of this
section. Such entity my develop a notification policy] whichis
consistent with this section or alternatively shall adopt a local |aw
which is consistent with this section. SUCH ENTITY SHALL FILE A COPY OF
| TS POLICY OR LOCAL LAWW TH THE CONSUMER PROTECTI ON BOARD W THI N NI NETY
DAYS OF | TS ADOPTI ON.

S 3. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw.



