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STATE OF NEW YORK

944
2009- 2010 Regul ar Sessi ons
I N ASSEMBLY
( PREFI LED)
January 7, 2009

Introduced by M of A MDONOUGH -- Milti-Sponsored by -- M of A
BUTLER -- read once and referred to the Conm ttee on Banks

AN ACT to anend the banking law, in relation to regulating the use and
di ssenmi nation of confidential customer information by financial insti-
tutions

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The banking |law is anended by adding a new article 17 to
read as foll ows:

ARTI CLE 17
PROTECTI ON OF CUSTOMER FI NANCI AL | NFORVATI ON

SECTI ON 9020. DEFI NI TI ONS
9021. PRI VACY OF CONFI DENTI AL CUSTOVER | NFORMATI ON.
9022. LI M TATI ONS.
9023. RECORD RETENTI ON.
9024. ENFORCEMENT BY THE ATTORNEY GENERAL.
9025. PRI VATE RI GHT OF ACTI ON
S 9020. DEFINITIONS. AS USED IN TH S ARTICLE, THE FOLLOW NG TERMS
SHALL HAVE THE FOLLOW NG MEANI NGS
1. "FINANCI AL | NSTI TUTI ON' MEANS ANY | NSTI TUTI ON THE BUSI NESS OF VWH CH
'S ENGAGA NG | N FI NANCI AL ACTI VI TIES AS DESCRI BED I N SECTI ON 4(K) OF THE
FEDERAL BANK HOLDI NG COMPANY ACT OF 1956.
2. "CONFI DENTI AL CUSTOMER | NFORVATI ON' SHALL MEAN PERSONALLY | DENTI FI -
ABLE | NFORNMATI ON:
(A) PROVI DED BY A CUSTOVER TO A FI NANCI AL | NSTI TUTI ON
(B) RESULTING FROM ANY TRANSACTI ON W TH THE CUSTOMER OR THE SERVI CE
PERFORMED FOR THE CUSTOMER; OR
(© OTHERW SE OBTAI NED BY THE FI NANCI AL | NSTI TUTI ON

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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3. "CUSTOMER' SHALL MEAN ANY | NDI VI DUAL WHO OBTAI NS, FROM A FI NANCI AL
| NSTI TUTI ON, A PRODUCT OR SERVI CE WHI CH | S | NTENDED TO BE USED PRI MARI LY
FOR PERSONAL, FAMLY OR HOUSEHOLD PURPCSES, AND ALSO MEANS THE LEGAL
REPRESENTATI VE OF SUCH AN | NDI VI DUAL, AND SHALL | NCLUDE AN | NDI VI DUAL
WHOSE APPLI CATI ON FOR SUCH PRODUCT OR SERVI CE HAS BEEN DENI ED.

4. "UNAFFI LI ATED THI RD PARTY" SHALL MEAN ANY ENTI TY OR PERSON THAT IS
NOT AN AFFI LI ATE OF, OR RELATED BY COWON OWERSH P OR AFFI LI ATED BY
CORPORATE CONTROL W TH, THE FI NANCI AL | NSTI TUTI ON, BUT DOES NOT | NCLUDE
A JO NT EMPLOYEE OF SUCH | NSTI TUTI ON.

5. "AFFI LI ATE" SHALL MEAN ANY COVPANY THAT CONTROLS, |'S CONTROLLED BY,
OR |'S UNDER COVMON CONTROL W TH ANOTHER COVPANY.

S 9021. PRIVACY OF CONFI DENTI AL CUSTOMER | NFORMATION. 1. EXCEPT AS
OTHERW SE EXPRESSLY PROVIDED IN THI'S ARTICLE, A FI NANCI AL | NSTI TUTI ON
SHALL NOT DI RECTLY OR THROUGH AN AFFI LI ATE DI SCLOSE CONFI DENTI AL CUSTOW
ER | NFORMATI ON TO AN UNAFFI LI ATED TH RD PARTY UNLESS THE FI NANCI AL
INSTI TUTION HAS FIRST G VEN WRI TTEN NOTI CE MEETI NG THE REQUI REMENTS OF
TH'S SECTI ON TO THE CUSTOMER TO WHOM THE | NFORMATI ON RELATES, AND HAS
OBTAI NED THE | NFORVED WRI TTEN OR ELECTRONI C CONSENT OF THAT CUSTOMER FOR
SUCH DI SCLOSURE, AND SUCH CONSENT HAS NOT BEEN W THDRAWN.

2. ANY FINANCIAL [INSTITUTION THAT SEEKS TO DI SCLOSE CONFI DENTI AL
CUSTOMER | NFORMATI ON SHALL FIRST PROVIDE A WRI TTEN NOTICE, ENTI TLED
"FI NANCI AL PRI VACY NOTI CE," WRI TTEN | N ACCORDANCE W TH SECTI ON 5- 702 OF
THE GENERAL OBLI GATI ONS LAW TO EACH OF I TS CUSTOMERS AT THE TIME AT
WH CH A FI NANCI AL RELATIONSHI P 1S | NI TI ATED AND AT LEAST ANNUALLY THERE-
AFTER. SUCH NOTICE SHALL BE G VEN AT THE TI ME AN ACCOUNT | S OPENED, AT
THE TIME A LOAN OR MORTGAGE APPLI CATION IS MADE, AT THE TIME A LOAN OR
MORTGAGE |S GRANTED, OR AT THE TIME THE CUSTOVER ENTERS | NTO ANOTHER
FORM OF FI NANCI AL TRANSACTI ON W TH THE FI NANCI AL | NSTI TUTI ON.

3. THE NOTI CE SHALL CLEARLY AND CONSPI CUOUSLY STATE OR DESCRI BE:

(A) THE SPECI FI C TYPES OF CONFI DENTI AL CUSTOMER | NFORMATI ON  THAT THE
FI NANCI AL | NSTI TUTI ON SEEKS TO DI SCLOSE;

(B) THE Cl RCUMSTANCES UNDER WHI CH DI SCLOSURE W LL BE MADE;

(C) THE SPECI FI C TYPES OF UNAFFI LI ATED THI RD PARTI ES TO WHI CH DI SCLO-
SURE W LL BE MADE;

(D) THE SPECI FI C USES THAT WLL BE MADE OF THE | NFORMATI ON AFTER IT IS
DI SCLOSED;

(E) ALL DI SCLOSURES REQUI RED UNDER SECTION 603(D)(2)(A)(I11) OF THE
FEDERAL FAI R CREDI T REPORTI NG ACT AND COVPARABLE DI SCLOSURES UNDER ARTI -
CLE TVENTY- FI VE OF THE GENERAL BUSI NESS LAW

(F) THAT DI SCLOSURE W LL BE LIM TED TO THE CONDI TI ONS SET FORTH I N THE
NOT| CE;

(G THAT THE CUSTOMER HAS THE RI GHT TO REVOKE THE CONSENT AT ANY TI ME;

THAT A NEW AUTHORI ZATI ON W LL BE SOUGHT FROM THE CUSTOMER PRI OR TO
THE DI SCLOSURE OF ANY CONFI DENTI AL CUSTOMER | NFORMATI ON OTHER THAN UNDER
THE CONDI TIONS SET FORTH I N THE NOTI CE OR FOLLON NG REVOCATI ON OF THE
CONSENT:;

(1) WHETHER THE FI NANCI AL | NSTI TUTION WLL RECEIVE COVPENSATI ON FOR
THE DI SCLOSURE;

(J) THAT A DENI AL OF APPROVAL W LL NOT ADVERSELY AFFECT THE CUSTOMER S
FI NANCI AL RELATI ONSH P W TH THE | NSTI TUTI ON;

(K AN EXPIRATION DATE OF NO MORE THAN TWD YEARS FROM THE DATE OF
EXECUTI ON OF THE FORM AND

(L) A SPACE FOR THE CUSTOMER S S| GNATURE AND THE DATE OF EXECUTION OF
THE FORM

4. NO DI SCLOSURE OF CONFI DENTI AL CUSTOMER | NFORMATI ON SHALL BE MADE
PRI OR TO RECEI PT BY THE FINANCIAL INSTITUTION OF A SIGNED AND DATED
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CONSENT FORM FROM THE CUSTOMER. | N ADDI TI ON, NO DI SCLOSURE OF CONFI DEN-
TI AL CUSTOMER | NFORMATI ON SHALL BE MADE AFTER RECEI PT BY THE FI NANCI AL
I NSTI TUTI ON OF A REVOCATI ON OF ANY CONSENT PREVI OUSLY G VEN, UNLESS AND
UNTI L THE CUSTOVER EXECUTES A NEW | NFORVED CONSENT FORM

5. EVERY FI NANCI AL | NSTI TUTI ON SHALL ESTABLI SH APPROPRI ATE ADM NI STRA-
TIVE, TECHNICAL AND PHYSI CAL SAFEGUARDS TO ENSURE THE SECURI TY AND
CONFI DENTI ALI TY OF RECORDS CONTAI NI NG CONFI DENTI AL CONSUMER | NFORMATI ON
AND TO PROTECT AGAI NST ANY ANTI Cl PATED THREATS OR HAZARDS TO THEI R SECU-
RITY OR INTEGRI TY THAT COULD RESULT | N SUBSTANTI AL HARM ENMBARRASSMENT,
| NCONVENI ENCE OR UNFAI RNESS TO ANY DATA SUBJECT ABOUT WHOM | NFORMATI ON
| S MAI NTAI NED.

S 9022. LIMTATIONS. 1. NOTW THSTANDI NG SECTI ON NI NE THOUSAND TVENTY-
ONE OF THI'S ARTICLE, A FINANCI AL | NSTITUTION SHALL NOT BE PROHI BI TED
FROM DI SCLOSI NG CONFI DENTI AL CUSTOVER | NFORMATI ON UNDER THE FOLLOW NG
Cl RCUMBTANCES:

(A) WHEN SPECI FI CALLY AUTHORI ZED BY THE CUSTOMER;

(B) WHEN NECESSARY TO MAI NTAIN OR SERVI CE THE CUSTOMER S ACCOUNT W TH
THE FI NANCI AL | NSTI TUTI ON;

(C) TO ANY PERSON OR ORGANI ZATI ON PROVI DI NG PROFESSI ONAL SERVI CES TO
THE FI NANCI AL | NSTI TUTI ON, | NCLUDI NG, BUT NOT LIM TED TO, AN ACCOUNTANT
ENGAGED BY THE FI NANCI AL | NSTI TUTI ON TO PREPARE AN | NDEPENDENT AUDI T, AN
ATTORNEY PERFORM NG A SERVI CE ON BEHALF OF THE FI NANCI AL | NSTI TUTI ON, OR
AN AGENT OR OTHER PERSON REPRESENTI NG THE FI NANCI AL | NSTI TUTI ON I N
COLLECTI NG A DEBT OR OTHERW SE SECURI NG PAYMENT OF A LOAN OR ADVANCE:

(D) TO PROTECT THE CONFI DENTI ALI TY OR SECURI TY OF | TS RECORDS PERTAI N-
I NG TO THE CUSTOMER, THE SERVI CE OR PRODUCT, OR THE TRANSACTI ON THEREI N,
OR TO PROTECT AGAI NST OR PREVENT ACTUAL OR POTENTI AL FRAUD, UNAUTHORI ZED
TRANSACTI ONS, CLAI M5 OR OTHER LI ABI LI TY;

(E) TO PROVI DE | NFORMATI ON TO APPLI CABLE RATI NG AGENCI ES OF THE FI NAN-
Cl AL" | NSTI TUTI ON AND PERSONS ASSESSI NG THE | NSTI TUTI ON'S COVPLI ANCE W TH
| NDUSTRY STANDARDS;

(F) WHEN THE FINANCIAL [INSTITUTION IS COWELLED TO DI SCLOSE THE
CONTENTS OF THE | NFORMATION PURSUANT TO A LAWFUL SUBPOENA, SUMVONS,
WARRANT, OR COURT ORDER

(G WHEN DI SCLOSURE | S REQUI RED BY FEDERAL OR STATE LAW OR REGULATI ON;

(H TO A CREDI T- REPORTI NG AGENCY AS DEFINED BY SECTION SIX HUNDRED
THREE OF THE FEDERAL FAIR CREDIT REPORTING ACT FOR I NCLUSION IN A
CONSUMER REPORT THAT MAY BE RELEASED TO A THIRD PARTY FOR A PURPOSE
PERM SSI BLE UNDER SECTI ON SI X HUNDRED FOUR OF SUCH ACT;

(1) TO GOVERNMENT ENTI TI ES;

(J) TO THE FINANCI AL | NSTI TUTI ON S BOND OR | NSURANCE COVPANI ES WHEN
THE FI NANCI AL | NSTI TUTI ON HAS | NFORMATI ON RELATIVE TO A CLAIM PURSUANT
TO ITS BOND OR DI RECTOR S AND OFFI CER S LI ABI LI TY | NSURANCE POLI CY OR
OTHER | NSURANCE COVERAGE; OR

(K) |N CONNECTI ON W TH AN ACTUAL SALE, MERGER, TRANSFER OR EXCHANGE OF
ALL OR A PORTION OR UNIT OF THE FINANCI AL | NSTITUTION | F THE DI SCLOSURE
CONCERNS SOLELY CUSTOMERS OF SUCH FI NANCI AL | NSTI TUTI ON OR PORTI ON OR
UNI T.

2. PRI OR TO RELEASE OF CONFI DENTI AL CUSTOMER | NFORMATI ON AUTHORI ZED BY
SUBDI VI SI ON ONE OF SECTI ON NI NE THOUSAND TWENTY- ONE OF THI' S ARTI CLE, OR
AUTHORI ZED BY PARAGRAPHS (B), (C), (D), (E) AND (J) OF SUBDI VI S| ON ONE
OF THI'S SECTION, THE FI NANCI AL | NSTI TUTI ON SHALL ENTER | NTO A CONTRACTU-
AL AGREEMENT W TH ANY THI RD PARTY RECEI VI NG SUCH CONFI DENTI AL CUSTOMER
| NFORMATI ON,  PROHI Bl TI NG SUCH THI RD PARTY FROM DI SCLOSI NG SUCH | NFORMA-
TI ON.
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S 9023. RECORD RETENTION. 1. A FINANCI AL | NSTITUTION SHALL NMAI NTAIN
RECORDS OF FI NANCI AL PRI VACY NOTI FI CATI ON, AS REQUIRED I N THI' S ARTI CLE,
AND RETAI N COPI ES OF EACH CUSTOMER S APPROVAL OF DI SCLOSURE OF CONFI DEN-
TI AL CUSTOVER | NFORVATI ON OR W THDRAWAL OF SUCH APPROVAL FOR AT LEAST
FI VE YEARS.

2. A FINANCI AL I NSTITUTI ON SHALL MAI NTAI N RECORDS OF ALL COWPLAI NTS
UNDER THI S ARTI CLE AND THEIR DI SPCSITION, |F ANY, FOR AT LEAST TEN
YEARS.

S 9024. ENFORCEMENT BY THE ATTORNEY GENERAL. | N ADDI TION TO THE OTHER
REMEDI ES PROVI DED, WHENEVER THERE SHALL BE A VI OLATION OF TH'S ARTI CLE,
APPLI CATION MAY BE MADE BY THE ATTORNEY GENERAL | N THE NAME OF THE
PEOPLE OF THE STATE OF NEW YORK TO A COURT OR JUSTICE HAVING JURI SDI C-
TION BY A SPECI AL PROCEEDI NG TO | SSUE AN | NJUNCTI ON, AND UPON NOTI CE TO
THE DEFENDANT OF NOT LESS THAN FI VE DAYS, TO ENJO N AND RESTRAIN THE
CONTI NUANCE OF SUCH VI OLATIONS; AND | F I T SHALL APPEAR TO THE SATI SFAC-
TION OF THE COURT OR JUSTI CE THAT THE DEFENDANT HAS, IN FACT, VIOLATED
THIS ARTICLE, AN [|INJUNCTION MAY BE |ISSUED BY SUCH COURT OR JUSTI CE,
ENJO NI NG THE RESTRAI NI NG OF ANY FURTHER VI CLATION, W THOUT REQUI RI NG
PROOF THAT ANY PERSON HAS, | N FACT, BEEN | NJURED OR DAMAGED THEREBY. I N
ANY SUCH PROCEEDI NGS, THE COURT MAY MAKE ALLOMNCES TO THE ATTORNEY
GENERAL AS PROVIDED |IN PARAGRAPH SIX OF SUBDIVISION (A) OF SECTION
El GHTY- THREE HUNDRED THREE OF THE CIVIL PRACTICE LAW AND RULES, AND
DI RECT RESTI TUTI ON. WHENEVER THE COURT SHALL DETERM NE THAT A VI OLATI ON
OF TH S ARTI CLE HAS OCCURRED, THE COURT MAY | MPCSE A CIVIL PENALTY OF
NOT MORE THAN TWO THOUSAND DOLLARS FOR EACH VI OLATI ON. | N CONNECTI ON
W TH ANY SUCH PROPOSED APPLI CATI ON, THE ATTORNEY GENERAL |S AUTHORI ZED
TO TAKE PROOF AND MAKE A DETERM NATI ON OF THE RELEVANT FACTS AND TO
| SSUE SUBPOENAS | N ACCORDANCE W TH THE Cl VI L PRACTI CE LAW AND RULES.

S 9025. PRIVATE RIGHT OF ACTION. |IN THE EVENT THAT CONFI DENTI AL
CUSTOVER | NFORMATION | S DI SCLOSED BY A FI NANCI AL | NSTI TUTI ON ABOUT ANY
CUSTOMVER I N VI OLATION OF THI S ARTI CLE, SUCH CUSTOVER MAY BRI NG AN ACTI ON
FOR RECOVERY OF DAMAGES. JUDGVENT SHALL BE ENTERED I N FAVOR OF A CONSUM
ER I N AN AMOUNT NOT TO EXCEED THREE TIMES THE ACTUAL DAMAGES OR ONE
THOUSAND DOLLARS, WH CHEVER IS GREATER. THE COURT MAY AWARD REASONABLE
ATTORNEY' S FEES TO A PREVAI LI NG PLAI NTI FF.

S 2. Severability. If any clause, sentence, paragraph, section or part
of this act shall be adjudged by any court of conpetent jurisdiction to
be invalid, such judgnment shall not affect, inpair or invalidate the
remai nder thereof, but shall be confined in its operation to the cl ause,
sent ence, paragraph, section or part thereof directly involved in the
controversy in which such judgnment shall have been rendered.

S 3. This act shall take effect on the ninetieth day after it shall
have becone a | aw



