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DESTITO, DINOWNTZ, G.ICK, GOITFRI ED, GUNTHER, HEASTIE, HOOPER, JOHN
KOON, LATI MER, MAGEE, MAGNARELLI, MAI SEL, MAYERSCHN, PERRY, ROBI NSON,
ROSENTHAL, WEI SENBERG -- read once and referred to the Commttee on
Consuner Affairs and Protection

AN ACT to amend the general business |aw and the executive law, in
relation to protecting personal information collected and distributed
by information brokers

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Legislative findings and declaration. The |egislature here-
by finds that individuals in today's society nust engage in a w de vari -
ety of commercial, financial and other transactions wth [local and
national businesses, educational institutions and other organizations.
These transactions frequently involve the transfer of information that
is inherently private, which the individual would prefer not to reveal.
The legislature further finds that, when engaging in these transactions,
many individuals appropriately assune that the information bei ng
provided will be treated as confidential and will not be dissenmnated to
others. The information generally is necessary solely to conplete the
transaction and to deliver the necessary goods or services, and further
sale or dissem nation of that personal, private information to others is
not a consequence anticipated or desired by the consuner. The | egisla-
ture further finds that, despite the strong interest that individuals
have in preserving confidentiality of this private information, details
about their finances, habits, purchasing preferences and backgrounds are
routinely sold or otherw se released for cormercial or other purposes.
The rapid evolution of information technol ogy enabl es nmany individual s
and entities to gain access to private, identifiable information w thout

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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t he know edge and consent of the person to whomthe information rel ates.
As a result, there has been a dramatic proliferation of large electronic
dat abases containing an array of sensitive details about New York resi-
dents. The existence of these databases and the disclosure of confiden-
tial personal information have led to nunerous adverse consequences
including: (1) the rapid increase in identity fraud crines; (2) the
proliferation of fraudulent, msleading, intrusive and deceptive tele-
phone, direct mail and internet solicitations; (3) undue enbarrassnent
for individuals who have had private information reveal ed without their
consent; and (4) the dissem nation of incorrect information which has
led to the denial or refusal of housing, enploynent, insurance and ot her
services and opportunities.

The legislature therefore finds and declares that there are insuffi-
cient controls on the entities that conpile and dissenmnate this infor-
mation and that it is in the public's and state's interest to establish
protections limting the collection and distribution of personal infor-
mation. Although this could be acconplished by prohibiting all sale or
di scl osure of personal information by third parties, the legislature
recogni zes that such a broad prohibition would unduly restrict sone
legitimate uses of the information. The | egislature finds that organiza-
tions that collect and sell personal information and lists for profit,
present a significant threat to the protection of personal privacy, and
that the restrictions inposed by this legislation on the activities of
such information brokers will neaningfully and substantially advance the
state's interest in protecting personal privacy in a nmanner that is
narrowly tailored to avoid undue inpact on other rights.

S 2. The general business |law is anended by adding a new article 32-A
to read as foll ows:

ARTI CLE 32- A
PROTECTI ON OF CONFI DENTI AL PERSONAL | NFORVATI ON
SECTI ON 676. DEFI NI TI ONS.
676- A. COLLECTION AND DI STRI BUTI ON OF PERSONAL | NFORVATI ON BY
| NDI VI DUAL REFERENCE SERVI CES PROVI DERS
676-B. COLLECTI ON AND DI STRI BUTI ON OF PERSONAL | NFORMATI ON  BY
MARKETI NG LI ST BROKERS
676- C. EXCLUSI ON LI STS.
676-D. PENALTI ES.
676-E. CIVIL LIABILITY.

S 676. DEFINTIONS. FOR PURPOSES OF THI S ARTI CLE THE FOLLOW NG TERMS
SHALL HAVE THE FOLLOW NG MEANI NGS

1. "AFFI LI ATE" SHALL HAVE THE SAVE MEANI NG AS PROVI DED | N SECTI ON NI NE
HUNDRED TWELVE OF THE BUSI NESS CORPORATI ON LAW

2. "BOARD' SHALL MEAN THE CONSUMER PROTECTI ON BOARD

3. " CONFI DENTI AL PERSONAL | NFORMVATI ON' MEANS THE FOLLOW NG | NFORMATI ON
RELATI NG TO AN | DENTI FI ABLE DATA SUBJECT: (A) SOCI AL SECURITY | NFORWA-
TION I NCLUDI NG BUT NOT LIMTED TO, SOCI AL SECURI TY NUMBER, (B) MOTHER S
FORVER AND CURRENT NAMES; (C) BI RTH DATE; (D) NON PUBLI SHED TELEPHONE
NUMBERS; (E) RECORDS OF TELEPHONE CALLS MADE AND RECEI VED; (F) | NCOVE;
(G BANK ACCOUNT AND | NVESTMENT | NFORVATI ON; (H) TAX | NFORMATI ON; (1)
ORGANI ZATI ON MEMBERSHI PS AND DONATI ONS; (J) PURCHASI NG | NFORMATION OR
PREFERENCES; (K) MEDI CAL | NFORMATION | NCLUDING  BUT NOT LIMTED TQ
MEDI CAL HI STORY; (L) DRIVING RECORD; (M CRIM NAL RECORD, OR (N) HI STORY
OF ClVIL ACTI ONS.

4. "CONSUMER REPORTI NG AGENCY" SHALL HAVE THE SAME MEANI NG AS PROVI DED
N SUBDI VI SION (E) OF SECTI ON THREE HUNDRED ElI GHTY-A OF THI S CHAPTER
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5. "DATA SUBJECT" MEANS ANY NATURAL PERSON ABOQUT WHOM CONFI DENTI AL
PERSONAL | NFORMATI ON HAS BEEN COLLECTED OR | S MAI NTAI NED.

6. "EXCLUSI ON LI STS'" MEANS THE LI STS ESTABLI SHED AND MAI NTAI NED BY THE
BOARD OF DATA SUBJECTS RESIDING IN THI S STATE WHO HAVE REQUESTED THAT
THEI R CONFI DENTI AL PERSONAL | NFORMATI ON NOT BE DI SCLOSED BY AN | NFORMA-
TI ON BROKER.

7. (A "I NFORVATI ON BROKER' MEANS ANY | NDI VI DUAL REFERENCE SERVI CES
PROVI DER OR A MARKETI NG LI ST BROKER.

(B) "I NDI VI DUAL REFERENCE SERVI CES PROVI DER' NMEANS ANY PERSON WHO
PRI MARI LY ENGAGES | N THE BUSI NESS OF COLLECTI NG ASSEMBLI NG OR MAI NTAI N-
| NG CONFI DENTI AL PERSONAL | NFORMATION FOR THE PURPGCSE OF PROVI DI NG
DI RECTLY OR | NDI RECTLY, REPORTS CONTAI NI NG SUCH | NFORMATI ON ABOUT | NDI -
VI DUAL DATA SUBJECTS TO TH RD PARTI ES FOR MONETARY COVPENSATI ON OR OTHER
CONSI DERATI ON. A PERSON OR ENTITY THAT ENGAGES | N | NDI VI DUAL REFERENCE
SERVI CES PROVI DER ACTI VI TI ES SHALL BE PRESUMED TO BE PRI MARILY ENGAGED
IN SUCH PRACTI CE | F THE REVENUE SUCH PERSON OR ENTI TY DERI VES FROM SUCH
PRACTI CE REPRESENTS MORE THAN TWENTY PERCENT OF SUCH PERSON' S OR ENTI -
TY' S PROFESSI ONAL SERVI CE- RELATED REVENUE.

(O "MARKETI NG LI ST BROKER' MEANS ANY PERSON WHO, FOR MONETARY COVPEN-
SATION OR OTHER CONSI DERATION, PRI MARI LY ENGAGES IN THE BUSI NESS OF
CREATI NG ASSEMBLI NG EVALUATI NG OR PROVI DI NG DI RECTLY OR | NDI RECTLY,
MARKETI NG REPORTS. A PERSON OR ENTITY THAT ENGAGES | N MARKETI NG LI ST
BROKER ACTI VI TIES SHALL BE PRESUVED TO BE PRI MARILY ENGAGED IN SUCH
PRACTI CE | F THE REVENUE SUCH PERSON OR ENTI TY DERI VES FROM SUCH PRACTI CE
REPRESENTS MORE THAN TWENTY PERCENT OF SUCH PERSON' S OR ENTI TY' S PROFES-
SI ONAL SERVI CE- RELATED REVENUE. FOR THE PURPOSES OF TH S ARTI CLE, THE
TERMS " | NFORVATI ON BROKER', "1 NDI VI DUAL REFERENCE SERVI CES PROVI DER' AND
"MARKETI NG LI ST BROKER' SHALL NOT | NCLUDE THE FOLLOW NG

(1) THE FEDERAL OR STATE GOVERNMENT OR ANY POLI TI CAL SUBDI VI SI ON THER-
ECF;

(1'1) ANY PERSQON, VWHEN FURNI SHI NG | NFORVATI ON TO THE FEDERAL OR STATE
GOVERNMENT, OR ANY PQOLI TI CAL SUBDI VI SI ON THERECF;

(11r) A CONSUMER REPORTING AGENCY, WHEN ENGAGED I N THE PRACTI CE OF
CREATI NG ASSEMBLI NG EVALUATING OR PROVIDING A CONSUMER REPORT OR
| NVESTI GATI VE CONSUMER REPORT PURSUANT TO ARTI CLE TWENTY-FIVE OF TH S
CHAPTER;

(1'V) ANY PERSON, VWHEN FURNI SHI NG | NFORVATI ON TO A CONSUMER REPORTI NG
AGENCY TO BE I NCLUDED I N A CONSUVER REPORT OR AN | NVESTI GATI VE CONSUVER
REPORT PURSUANT TO ARTI CLE TWENTY-FI VE OF TH S CHAPTER,

ANY PERSON, OTHER THAN A NATURAL PERSON, WHEN COVMUNI CATI NG | NFOR-
MATI ON SOLELY AMONG AFFI LI ATES;

(VI) ANY PERSON W TH AN ESTABLI SHED BUSI NESS RELATIONSH P WTH THE
DATA SUBJECT;

(VI1) NEWS MEDI A ORGANI ZATI ONS;

(VI11) LICENSED PRI VATE | NVESTI GATORS WHEN ENGAGED | N THE BUSI NESS OF
PRI VATE | NVESTI GATOR AS DEFI NED | N SECTI ON SEVENTY-ONE OF TH'S CHAPTER,
EXCEPT WHEN PROVI DI NG | NFORMATI ON SET FORTH | N PARAGRAPH (A), (D), (E),
(G, (H OR (K) OF suBD VI SION THREE OF THI S SECTI ON,

I ANY LABOR UNI ON ENGAGED IN A PRACTICE OR PURSUANT TO A PURPGCSE
AUTHORI ZED BY THE FEDERAL NATI ONAL LABOR RELATI ONS ACT.

8. "I NDI VI DUAL REFERENCE SERVI CES REPORT" MEANS A REPORT OR PRESENTA-
TI ON CONTAI NI NG CONFI DENTI AL PERSONAL | NFORMATI ON PROVI DED BY AN | NDI -
VI DUAL REFERENCE SERVICES PROVIDER TO ANOTHER PERSON FOR MONETARY
COVPENSATI ON OR OTHER CONSI DERATI QON.

9. "MARKETI NG LI ST | NFORVATI ON* MEANS THE NAMES, MAI LI NG ADDRESSES OR
ELECTRONI C MAI L ADDRESSES OF DATA SUBJECTS.
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10. "MARKETI NG REPORT" MEANS A REPORT OR LI ST CONTAI Nl NG MARKETI NG
LI ST | NFORMVATI ON REGARDI NG DATA SUBJECTS CATEGORI ZED OR GROUPED BY CHAR-
ACTERI STI CS, CONDI TI ONS, CI RCUMSTANCES, TRAITS, PREFERENCES OR MODE OF
LI VI NG

11. "PERSON' MEANS ANY NATURAL PERSON AND ANY FI RM ORGANI ZATI ON,
PARTNERSHI P,  ASSOCI ATI ON, CORPORATION OR OTHER ENTITY, EXCEPT A
NOT- FOR- PROFI T ORGANI ZATI ON.

S 676-A COLLECTI ON AND DI STRI BUTI ON OF PERSONAL | NFORMATI ON BY | NDI -
VI DUAL REFERENCE SERVI CES PROVI DERS. 1. RIGHT OF I NDI VI DUALS TO PROTECT
CONFI DENTI AL PERSONAL | NFORVATI ON. EVERY DATA SUBJECT SHALL HAVE THE
RIGHT TO REQUI RE THAT CONFI DENTI AL PERSONAL | NFORVATI ON ABOUT SUCH DATA
SUBJECT | S EXCLUDED FROM ANY | NDI VI DUAL REFERENCE SERVICES REPORT BY
PROVI DI NG NOTI CE ElI THER THROUGH A NOTI FI CATI ON SYSTEM ESTABLI SHED BY THE
I NDI VI DUAL REFERENCE SERVI CES PROVI DER PURSUANT TO SUBDI VI SI ON THREE OF
TH' S SECTI ON, OR THROUGH THE NOTI FI CATI ON SYSTEM MAI NTAI NED BY THE BQOARD
PURSUANT TO SECTI ON SI X HUNDRED SEVENTY-SI X-C OF TH S ARTI CLE.

2. WTHHOLDI NG CONFI DENTI AL PERSONAL | NFORVATI ON. UPON RECEI PT OF
NOTI CE THAT A DATA SUBJECT DOES NOT WANT CONFI DENTI AL PERSONAL | NFORIVA-
TI ON REVEALED, WHETHER NOTIFICATION |IS PROVIDED THROUGH THE SYSTEM
ESTABLI SHED PURSUANT TO SUBDI VI SI ON THREE OF THI S SECTI ON OR THROUGH THE
SYSTEM NAI NTAI NED PURSUANT TO SECTI ON SI X HUNDRED SEVENTY-SI X-C OF THI' S
ARTI CLE, EVERY | NDI VI DUAL REFERENCE SERVI CES PROVI DER SHALL BE PROCHI BI T-
ED FROM DI SCLOSI NG CONFI DENTI AL PERSONAL | NFORMATI ON ABOUT THAT DATA
SUBJECT, UNLESS THE DATA SUBJECT PROVI DES WRI TTEN CONSENT TO THE DI SCLO-
SURE. AN ELECTION BY A DATA SUBJECT UNDER THI S SECTI ON SHALL BE EFFEC
TI'VE WTH RESPECT TO THE | NDI VI DUAL REFERENCE SERVI CES PROVI DER AND
EVERY AFFI LI ATE, AGENT AND EMPLOYEE OF THE | NDI VI DUAL REFERENCE SERVI CES
PROVI DER, ON THE DATE ON WHI CH THE DATA SUBJECT NOTI FI ES THE | NDI VI DUAL
REFERENCE SERVI CES PROVI DER. NOTI FI CATI ON FROM A DATA SUBJECT THAT ALL
CONFI DENTI AL PERSONAL | NFORVMATION MUST BE WTHHELD SHALL REMAIN I N
EFFECT FOR A PERI GD OF FI VE YEARS.

3. NOTI FI CATI ON OF ELECTI ON TO HAVE CONFI DENTI AL PERSONAL | NFORMATI ON
W THHELD. EVERY | NDI VI DUAL REFERENCE SERVI CES PROVI DER SHALL ESTABLI SH
AND MAI NTAI N A NOTI FI CATI ON SYSTEM THROUGH VWH CH A DATA SUBJECT MNAY
ELECT TO HAVE ALL CONFI DENTI AL PERSONAL | NFORMATI ON ON SUCH DATA SUBJECT
EXCLUDED FROM ANY | NDI VI DUAL REFERENCE SERVI CES REPORT PROVI DED BY THE
I NDI VI DUAL REFERENCE SERVICES PROVIDER THE | NDI VI DUAL REFERENCE
SERVI CES PROVI DER SHALL ACCEPT REQUESTS I N WRI TI NG OR BY TELEPHONE AND
SHALL ESTABLI SH A TOLL- FREE TELEPHONE NUMBER FOR TH'S PURPOSE. EACH
I NDI VI DUAL REFERENCE SERVI CES PROVI DER THAT MAI NTAINS FI LES ON DATA
SUBJECTS ON A NATI ONW DE BASI S SHALL ESTABLI SH AND MAI NTAI N SUCH NOTI FI -
CATI ON SYSTEM JO NTLY WTH AFFI LI ATED | NDI VI DUAL REFERENCE SERVI CES
PROVI DERS. UNDER NO CI RCUMSTANCES NMAY ANY | NFORVATI ON ABOUT AN | NDI VI D-
UAL ACQUI RED THROUGH THE NOTI FI CATI ON SYSTEM BE DI SCLOSED I N ANY | NDI -
VI DUAL REFERENCE SERVI CES REPORT OR OTHERW SE, EXCEPT TO A GOVERNVENT
AGENCY OR PURSUANT TO A COURT ORDER.

4. NOTICE OF REQUEST FOR AND Dl SCLOSURE OF CONFI DENTI AL PERSONAL
| NFORMATI ON.  (A) EVERY | NDI VI DUAL REFERENCE SERVI CES PROVI DER SHALL SEND
A VWRITTEN NOTICE TO A DATA SUBJECT WHENEVER THE | NDI VI DUAL REFERENCE
SERVI CES PROVI DER HAS PROVI DED AN | NDI VI DUAL REFERENCE SERVI CES REPORT
CONCERNI NG THE DATA SUBJECT; EXCEPT THAT NO SUCH NOTI CE SHALL BE G VEN
WHEN A REPORT | S PROVI DED TO A GOVERNVENTAL AGENCY OR PURSUANT TO A
COURT ORDER. THE NOTICE SHALL CLEARLY AND CONSPI CUOUSLY DESCRI BE THE
FOLLON NG (1) THE NAME, ADDRESS AND THE TELEPHONE NUMBER OF THE PERSON
VHO REQUESTED THE | NDI VI DUAL REFERENCE SERVI CES REPORT; (2) THE DATE OF
SUCH REQUEST; (3) THE DATA SUBJECT HAS THE RIGHT TO RECEIVE A COPY OF
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THE REPORT FREE OF CHARGE ANNUALLY AND TO RECEI VE ADDI TI ONAL COPI ES AT A
FEE NOT EXCEEDI NG El GHT DOLLARS; (4) THE DATA SUBJECT HAS THE RI GHT TO
REQUEST THAT CONFI DENTI AL PERSONAL | NFORVATI ON BE W THHELD FROM FUTURE
REPORTS; AND (5) THE DATA SUBJECT'S RIGHTS UNDER THI S SECTI ON AND
SECTI ON SI X HUNDRED SEVENTY-SI X-C OF TH S ARTI CLE. SUCH NOTI CE SHALL BE
PRINTED | N NO SMALLER THAN TWELVE PO NT TYPE AND SHALL BE SENT NO LATER
THAN THE DATE WHEN SUCH | NDI VI DUAL REFERENCE SERVI CES REPCORT |S SENT TO
THE REQUESTI NG PERSON.

(B) EVERY |[|NDIVIDUAL REFERENCE SERVICES PROVI DER SHALL CLEARLY AND
CONSPI CUOUSLY POST ON ANY WEBSI TE MAI NTAI NED BY SAID | NDI VI DUAL REFER-
ENCE SERVI CES PROVI DER A NOTI CE QUTLI NI NG THE DATA SUBJECT RI GHTS AND
LI ABI LI TIES; AND SUCH NOTI CE SHALL BE PRI NTED IN NO SMALLER THAN TWELVE
PO NT TYPE AND SHALL BE PERVANENTLY DI SPLAYED ON SUCH WEBSI TES.

5. DI SCLOSURE OF | NDI VI DUAL REFERENCE SERVI CES REPORT TO DATA SUBJECT.
EVERY DATA SUBJECT SHALL HAVE THE RI GHT TO OBTAI N ALL | NFORVATI ON ABOUT
SUCH DATA SUBJECT IN THE FILES OF AN |ND VIDUAL REFERENCE SERVI CES
PROVI DER PURSUANT TO THE PROCEDURES SET FORTH IN TH' S SUBDI VI SI ON.

(A) EVERY | NDI VI DUAL REFERENCE SERVI CES PROVI DER SHALL, UPON REQUEST
AND PROPER | DENTI FI CATI ON OF ANY DATA SUBJECT, CLEARLY AND ACCURATELY
DI SCLOSE TO THE DATA SUBJECT THE NATURE, CONTENTS, AND SUBSTANCE OF ALL
I NFORVATION I N I TS FI LE PERTAI NI NG TO THE DATA SUBJECT, OR DELIVER TO
THE DATA SUBJECT A COPY OF ALL SUCH | NFORMATI ON, | NCLUDI NG ANY CODES OR
KEYS NECESSARY TO | NTERPRET SUCH | NFORVATI ON. I N ADDI TI ON, THE | NDI VI D-
UAL REFERENCE SERVI CES PROVI DER SHALL PROVI DE THE DATA SUBJECT WTH THE
NAVE AND ADDRESS OF THE RECI PI ENTS OF ANY | NDI VI DUAL REFERENCE SERVI CES
REPORTS REGARDI NG THE DATA SUBJECT PROVIDED WTH N THE TWELVE- MONTH
PERI OO PRECEDI NG THE REQUEST, OTHER THAN REPORTS PROVI DED TO A GOVERN-
MENTAL AGENCY OR PURSUANT TO A COURT ORDER. THE | NDI VI DUAL REFERENCE
SERVI CES PROVI DER MAY NOT | MPOSE ANY FEE OR CHARGE UPON THE DATA SUBJECT
FOR THE DI SCLOSURE REQUI RED BY THI' S SuBDI VI SI ON, PROVI DED THAT A FEE OF
NOT MORE THAN EI GHT DOLLARS MAY BE CHARGED | F THE DATA SUBJECT HAS
REQUESTED AND RECEI VED SUCH A REPORT W THI N THE PRI OR TWELVE MONTHS.

(B) | F A DATA SUBJECT REQUESTS DI SCLOSURE OF | NFORVATION I N THE FI LES
OF AN | NDI VI DUAL REFERENCE SERVI CES PROVI DER W THOUT PROVI DI NG  SUFFI -
CIENT PROOF OF |IDENTITY, THE IND VIDUAL REFERENCE SERVI CES PROVI DER
SHALL ADVI SE THE DATA SUBJECT OF THE | NFORVATI ON REQUI RED TO ESTABLI SH
SUCH PROOF OF |DENTITY. NO |NFCRVATION SHALL BE DI SCLOSED TO A DATA
SUBJECT UNLESS AND UNTI L THE DATA SUBJECT PROVI DES SUFFI CI ENT PROOF OF
| DENTI TY. | NFORVATI ON RECEIVED BY AN |[|ND VIDUAL REFERENCE SERVI CES
PROVI DER FOR THE PURPOSE OF ESTABLI SHI NG PROOF OF | DENTITY MAY NOT BE
USED FOR ANY OTHER PURPOSE AND MAY NOT BE DI SCLOSED I N AN | NDI VI DUAL
REFERENCE SERVI CES REPORT OR OTHERW SE, EXCEPT TO A GOVERNMENT AGENCY OR
PURSUANT TO COURT ORDER.

6. NOTICE OF RIGHTS OF DATA SUBJECTS. EVERY |IND VIDUAL REFERENCE
SERVI CES PROVI DER, UPON CONTACT BY A DATA SUBJECT BY TELEPHONE, REGULAR
MAI'L, ELECTRONIC MAIL OR I N PERSON REGARDI NG | NFORVATION VWHI CH MAY BE
CONTAINED | N THE I NDI VI DUAL REFERENCE SERVI CES PROVI DER S FI LES REGARD-
I NG THAT DATA SUBJECT, SHALL NOTIFY THE DATA SUBJECT OF THE RIGHTS
ESTABLISHED BY TH S SECTION AND SECTI ON SI X HUNDRED SEVENTY-SI X-C OF
TH'S ARTICLE. |F THE CONTACT IS MADE BY TELEPHONE OR IN PERSON, THE
I NDI VI DUAL REFERENCE SERVI CES PROVI DER SHALL PROVI DE SUCH NOTI CE ORALLY
AT THE TI ME OF SUCH CONVERSATI ON OR | F CONTACT IS BY ELECTRONIC MAIL OR
IN WRITING SUCH NOTICE SHALL BE IN WRITING I N A CLEAR AND CONSPI CUCUS
FORVAT | N NO SVMALLER THAN TWELVE PO NT TYPE.

7. PROTECTI ON OF CONFI DENTI AL PERSONAL | NFORMATI ON. EVERY | NDI VI DUAL
REFERENCE SERVI CES PROVI DER SHALL ESTABLI SH APPROPRI ATE ADM NI STRATI VE,
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TECHNI CAL AND PHYSI CAL SAFEGUARDS TO ENSURE THE SECURI TY AND CONFI DEN-
TIALITY OF RECORDS AND TO PROTECT AGAI NST ANY ANTI Cl PATED THREATS OR
HAZARDS TO THEI R SECURI TY OR | NTEGRI TY WHI CH COULD RESULT | N SUBSTANTI AL
HARM  EMBARRASSMENT, | NCONVENI ENCE OR UNFAI RNESS TO ANY DATA SUBJECT
ABOUT WHOM | NFORMVATI ON |'S MAI NTAI NED.

S 676-B. COLLECTION AND DI STRIBUTION OF PERSONAL | NFORVATI ON BY
MARKETI NG LI ST BROKERS. 1. RIGHT OF EXCLUSI ON FROM MARKETI NG REPORTS.
EVERY DATA SUBJECT SHALL HAVE THE RI GHT TO HAVE MARKETI NG LI ST | NFORWA-
TION ABOUT THE DATA SUBJECT EXCLUDED FROM MARKETI NG REPORTS | SSUED BY
MARKETI NG LI ST BROKERS BY PROVIDI NG NOTICE EITHER D RECTLY TO THE
MARKETI NG LI ST BROKER OR THROUGH THE NOTI FI CATI ON SYSTEM MAI NTAI NED BY
THE BOARD PURSUANT TO SECTI ON SI X HUNDRED SEVENTY-SI X-C OF TH S ARTI CLE.

2. REMOVAL OF DATA SUBJECTS FROM MARKETI NG REPORTS. UPON RECEIPT OF
NOTI CE THAT A DATA SUBJECT DOES NOT WANT MARKETI NG LI ST | NFORVATI ON
| NCLUDED | N ANY MARKETI NG REPORT, EVERY MARKETI NG LI ST BROKER SHALL BE
PROHI Bl TED FROM | NCLUDI NG SUCH MARKETI NG LI ST | NFORVATI ON | N ANY MARKET-
NG REPORT, UNLESS THE DATA SUBJECT PROVI DES WRI TTEN CONSENT TO THE
I NCLUSI ON OF SUCH | NFORMATI ON. AN ELECTI ON BY A DATA SUBJECT UNDER THI S
SECTION SHALL BE EFFECTIVE W TH RESPECT TO THE MARKETI NG LI ST BROKER,
AND EVERY AFFI LI ATE, AGENT AND EMPLOYEE OF SUCH MARKETI NG LIST BROKER,
THRTY DAYS AFTER THE DATE ON WH CH THE DATA SUBJECT NOTI FI ES THE
MARKETI NG LI ST BROKER.  NOTI FI CATI ON FROM A DATA SUBJECT THAT MARKETI NG
LI ST | NFORMATI ON MUST BE W THHELD SHALL REMAI N | N EFFECT FOR FI VE YEARS.

3. DISCLOSURE OF MARKETING LIST REPORT TO DATA SUBJECT. EVERY DATA
SUBJECT SHALL HAVE THE RI GHT TO OBTAI N ALL | NFORVATI ON ABOUT SUCH DATA
SUBJECT IN THE FILES OF A MARKETI NG LI ST BROKER PURSUANT TO THE PROCE-
DURES SET FORTH I N THI S SUBDI VI SI ON. (A) EVERY MARKETI NG LIST BROKER
SHALL, UPON REQUEST AND PROPER | DENTIFI CATION OF ANY DATA SUBJECT,
CLEARLY AND ACCURATELY DISCLOSE TO THE DATA SUBJECT THE NATURE,
CONTENTS, AND SUBSTANCE OF ALL I NFORVATION IN ITS FI LE PERTAI NI NG TO THE
DATA SUBJECT, OR DELIVER TO THE DATA SUBJECT A COPY OF ALL SUCH | NFORIVA-
TION, | NCLUDI NG ANY CODES OR KEYS NECESSARY TO | NTERPRET SUCH | NFORMA-
TION. N ADDI TI ON, THE MARKETI NG LI ST BROKER SHALL PROVIDE THE DATA
SUBJECT WTH THE NAME AND ADDRESSES OF THE RECI PI ENTS OF ANY MARKETI NG
REPORTS REGARDI NG THE DATA SUBJECT PROVIDED WTH N THE TWELVE- MONTH
PERI OO PRECEDI NG THE REQUEST, OTHER THAN REPORTS PROVI DED TO A GOVERN-
MENTAL AGENCY OR PURSUANT TO A COURT ORDER. THE MARKETING LIST BROKER
MAY NOT' | MPOSE ANY FEE OR CHARGE UPON THE DATA SUBJECT FOR THE DI SCLOG
SURE REQUI RED BY THI' S SUBDI VI SI ON, PROVI DED THAT A FEE OF NOT MORE THAN
El GAT DOLLARS NMAY BE CHARGED |F THE DATA SUBJECT HAS REQUESTED AND
RECEI VED SUCH A REPORT WTH N THE PRI OR TWELVE MONTHS.

(B) I'F A DATA SUBJECT REQUESTS DI SCLOSURE OF | NFORMATION IN THE FILES
OF A MARKETI NG LI ST BROKER W THOUT PROVI DI NG SUFFI CI ENT PROCF OF | DENTI -
TY, THE MARKETING LIST BROKER SHALL ADVISE THE DATA SUBJECT OF THE
I NFORVATI ON REQUI RED TO ESTABLI SH SUCH PROOF OF | DENTI TY. NO | NFORVATI ON
SHALL BE DI SCLOSED TO A DATA SUBJECT UNLESS AND UNTIL THE DATA SUBJECT
PROVI DES SUFFI Cl ENT PROCF OF | DENTI TY. | NFORVATI ON RECElI VED BY A MARKET-
ING LIST BROKER FOR THE PURPOSE OF ESTABLI SHI NG PROCF OF | DENTI TY NAY
NOT' BE USED FOR ANY OTHER PURPOSE AND MAY NOT BE DI SCLOSED IN A MARKET-
I NG REPORT OR OTHERW SE, EXCEPT TO A GOVERNMENT AGENCY OR PURSUANT TO A
COURT ORDER.

4. NOTICE OF RIGHTS OF DATA SUBJECTS. EVERY MARKETI NG LI ST BROKER UPON
CONTACT BY A DATA SUBJECT BY TELEPHONE, REGULAR MAIL, ELECTRONIC MAIL OR
I N PERSON REGARDI NG | NFORVATI ON VWHI CH MAY BE CONTAI NED IN THE MARKETI NG
LIST BROKER S FILES REGARDI NG THAT DATA SUBJECT, SHALL NOTI FY THE DATA
SUBJECT OF THE RIGHTS ESTABLISHED BY THIS SECTION AND SECTION SIX
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HUNDRED SEVENTY-SI X-C OF TH S ARTICLE. |F THE CONTACT | S MADE BY TELE-
PHONE OR | N PERSON, THE MARKETI NG LI ST BROKER SHALL PROVI DE SUCH NOTI CE
ORALLY AT THE TIME OF SUCH CONVERSATI ON, OR I F THE CONTACT IS MADE BY
ELECTRONIC MAIL OR IN WRITING SUCH NOTICE SHALL BE IN WRITING IN A
CLEAR AND CONSPI CUOUS FORVAT AND | N NO SMALLER THAN TWELVE PO NT TYPE.

5. PROTECTI ON OF MARKETI NG LIST | NFORVATION. EVERY MARKETING LIST
BROKER SHALL ESTABLI SH, NMAI NTAI N AND UPDATE APPROPRI ATE WRI TTEN ADM NI S-
TRATI VE, TECHNI CAL AND PHYSI CAL SAFEGUARDS TO ENSURE THE SECURI TY AND
CONFI DENTI ALI' TY OF RECORDS AND TO PROTECT AGAI NST ANY UNANTI Cl PATED
THREATS OR HAZARDS TO THEI R SECURI TY OR I NTEGRI TY VWH CH COULD RESULT I N
SUBSTANTI AL HARM EMBARRASSMENT, | NCONVENI ENCE OR UNFAI RNESS TO ANY DATA
SUBJECT ABOUT WHOM | NFORMATI ON |'S MAI NTAI NED.

S 676-C. EXCLUSION LISTS. 1. THE BOARD SHALL ESTABLISH  MANAGE AND
OPERATE, OR ENTER | NTO AN AGREEMENT W TH ANOTHER PERSON VWHO | S NOT AN
I NFORVATI ON BROKER TO ESTABLI SH, MANAGE AND OPERATE, THE FOLLOWN NG TWO
EXCLUSI ON LI STS:

(A) AN I ND VI DUAL REFERENCE SERVI CES PROVI DER EXCLUSI ON LI ST CONSI ST-
I NG OF THE DATA SUBJECTS WHO DO NOT' WANT THEI' R CONFI DENTI AL PERSONAL
| NFORVATI ON DI SCLOSED | N ANY | NFORVATI ON REFERENCE SERVI CES REPORT; AND

(B) A MARKETI NG BROKER EXCLUSI ON LI ST CONSI STI NG OF THE DATA SUBJECTS
VWHO DO NOT WANT THEI R MARKETI NG LI ST | NFORVATI ON | NCLUDED | N ANY MARKET-
I NG REPORT.

2. EACH EXCLUSI ON LI ST SHALL | NCLUDE ALL DATA SUBJECTS WHO HAVE NOTI -
FIED THE BOARD THAT THEY W SH TO BE | NCLUDED ON THE LI ST OR HAVE OTHER-
W SE | NDI CATED THAT THEY DO NOT W SH TO HAVE THEI R CONFI DENTI AL PERSONAL
| NFORVATI ON DI SCLOSED | N ANY | NFORMATI ON REFERENCE SERVI CES REPORT OR TO
HAVE THEI R MARKETI NG LI ST | NFORVATI ON | NCLUDED | N ANY MARKETI NG REPORT.
THE NAME AND OTHER | DENTI FYI NG | NFORVATI ON OF EACH DATA SUBJECT SHALL
REMAI N ON THE EXCLUSI ON LI STS FOR FI VE YEARS, AND THE BOARD NMAY BY REGU-
LATI ON PROVI DE FOR OTHER Cl RCUMSTANCES UNDER VWH CH REMOVAL MAY BE MADE.
THE EXCLUSION LISTS SHALL BE PUBLI SHED EVERY THI RTY- ONE DAYS I N HARD
COPY AND MAY BE MADE AVAI LABLE IN OTHER FORVATS AS PRESCRIBED BY THE
BOARD.

3.  NOTW THSTANDI NG ANY OTHER PROVI SI ON OF LAW NO | NFORVATI ON BROKER,
OR ANY AFFI LI ATE, AGENT OR EMPLOYEE OF SUCH | NFORVATI ON BROKER, SHALL
| SSUE OR CAUSE TO BE | SSUED ANY REPORT CONTAI NI NG CONFI DENTI AL PERSONAL
I NFORVATI ON OR MARKETI NG LI ST | NFORVATI ON RELATI NG TO ANY DATA SUBJECT
LISTED IN THE MOST RECENT RELEVANT EXCLUSION LIST PUBLI SHED BY THE
BOARD.

4. (A) THE BOARD SHALL PROMULGATE RULES OR REGULATI ONS WHI CH SPECI FY:

(1) THE METHODS BY WHI CH MEMBERS OF THE PUBLIC WLL BE ADVISED THAT
THE EXCLUSI ON LISTS HAVE BEEN CREATED AND THAT DATA SUBJECTS HAVE THE
RI GHT TO BE ADDED TO THE LI STS;

(2) THE METHODS BY WHI CH A DATA SUBJECT MAY G VE NOTICE TO THE BQOARD
OR OTHER ENTI TY OPERATI NG THE EXCLUSI ON LI ST THAT SUCH DATA SUBJECT MJST
BE LI STED ON THE EXCLUSI ON LI ST;

(3) THE METHODS BY WHI CH A DATA SUBJECT MAY REVOKE A NOTI CE PREVI QUSLY
G VEN AND BE REMOVED FROM THE EXCLUSI ON LI ST;

(4) THE METHODS BY WHI CH ANY | NFORMATI ON BROKER MAY OBTAI N ACCESS TO
THE EXCLUSI ON LI ST; AND

(5) SUCH OTHER MATTERS THAT THE BOARD DEEMS NECESSARY TO | MPLEMENT
TH S SECTI ON.

(B) THE BOARD MAY | MPOSE A CHARGE ON | NFORVATI ON BROKERS | N AN AMOUNT
CALCULATED TO DEFRAY THE COSTS OF COVPI LI NG AND MAI NTAINING THE EXCLU-
SION LI STS. | F SUCH EXCLUSI ON LI STS ARE COWPI LED AND MAI NTAI NED BY AN
ENTI TY OTHER THAN THE BOARD, THE AGREEMENT ENTERED | NTO SHALL SPEC FY
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THE AMOUNT THAT SUCH ENTITY SHALL BE PERM TTED TO CHARGE | NFORMATI ON
BROKERS FOR OBTAI NI NG ACCESS TO THE EXCLUSION LISTS. IN NO CASE MAY A
DATA SUBJECT BE CHARGED FOR BEI NG | NCLUDED | N THE EXCLUSI ON LI ST.

(O | NFORVATI ON OBTAINED FOR THE PURPOSE OF COWPI LI NG THE EXCLUSI ON
LI STS, I NCLUDI NG BUT NOT LIMTED TO THE NAMES, ADDRESSES, ELECTRONI C
MAI L ADDRESSES AND TELEPHONE NUMBERS OF DATA SUBJECTS WHO REQUEST TO BE
ADDED TO THE EXCLUSI ON LI ST, MAY BE USED ONLY FOR THE PURPOSE OF COWPLI -
ANCE WTH THI' S SECTI ON OR I N A PROCEEDI NG OR ACTI ON COWMENCED PURSUANT
TO THIS SECTION. SUCH | NFORMATION SHALL NOT BE SUBJECT TO PUBLIC
| NSPECTI ON OR ANY OTHER DI SCLOSURE.

S 676-D. PENALTIES. 1. WHERE I T | S DETERM NED AFTER HEARI NG THAT ANY
PERSON HAS VI OLATED ONE OR MORE PROVI SIONS OF THI S SECTI ON, THE CHAI R-
PERSON OF THE BOARD, OR ANY PERSON DEPUTI ZED OR SO DESI GNATED BY HM OR
HER MAY ASSESS A FINE NOT TO EXCEED FI VE THOUSAND DOLLARS FOR EACH
VI OLATI ON.

2. ANY PROCEEDI NG CONDUCTED PURSUANT TO SUBDIVISION ONE OF THI'S
SECTI ON SHALL BE SUBJECT TO THE STATE ADM NI STRATI VE PROCEDURE ACT.

3. NOTHING IN TH'S SECTI ON SHALL BE CONSTRUED TO RESTRI CT ANY RI GHT
VH CH ANY PERSON MAY HAVE UNDER ANY OTHER STATUTE OR AT COVMON LAW

S 676-E. CIVIL LIABILITY. 1. I N ADDI TION TO THE RI GHT OF ACTI ON GRANT-
ED TO THE BOARD PURSUANT TO THI S ARTI CLE, ANY PERSON WHO HAS HAD CONFI -
DENTI AL PERSONAL | NFORMATI ON OR MARKETI NG LI ST | NFORMATI ON DI SCLOSED | N
VI OLATI ON OF THI' S ARTI CLE MAY BRING AN ACTION IN H'S OR HER OAN NAME TO
ENJO N SUCH UNLAWUL ACT OR PRACTI CE, AN ACTION TO RECOVER HI S OR HER
ACTUAL DAMAGES OR ONE THOUSAND DOLLARS, WHI CHEVER | S GREATER, OR BOTH
SUCH ACTIONS. THE COURT MAY, IN ITS DI SCRETI ON, | NCREASE THE AWARD OF
DAMAGES TO AN AMOUNT NOT TO EXCEED THREE TIMES THE ACTUAL DAMAGES OR
FI VE THOUSAND DOLLARS, WH CHEVER | S GREATER, FOR EACH W LLFUL OR KNOW NG
VI OLATI ON.  THE COURT MAY AWARD REASONABLE ATTORNEY' S FEES TO A PREVAI L-
| NG PLAI NTI FF. THE REMEDI ES, DUTI ES, PROHI Bl TI ONS AND PENALTI ES PROVI DED
IN THI' S ARTI CLE ARE NOT EXCLUSI VE AND ARE | N ADDI TI ON TO ALL OTHER CAUS-
ES OF ACTI ON, REMEDI ES, AND PENALTI ES PROVI DED BY LAW

S 3. Section 553 of the executive |lawis amended by addi ng a new
subdivision 4 to read as foll ows:

4. THE CONSUMER PROTECTI ON BOARD SHALL ESTABLISH AND MAINTAIN TWO
EXCLUSI ON LI STS PURSUANT TO ARTI CLE THI RTY- TWO- A OF THE GENERAL BUSI NESS
LAW

S 4. Severability. If any clause, sentence, paragraph, section or part
of this act shall be adjudged by any court of conpetent jurisdiction to
be invalid, such judgnment shall not affect, inpair or invalidate the
remai nder thereof, but shall be confined in its operation to the cl ause,
sentence, paragraph, section or part thereof directly involved in the
controversy in which such judgnment shall have been rendered.

S 5. This act shall take effect May 1, 2011. The consumer protection
board shall promulgate such rules or regulations as are necessary to
i mpl enment this act within 120 days after such effective date.



