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STATE OF NEW YORK

4991
2009- 2010 Regul ar Sessi ons
I N ASSEMBLY
February 10, 2009

Introduced by M of A BRODSKY -- read once and referred to the Comit -
tee on Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to prohibiting the
transm ssion of unsolicited bulk electronic mail through an el ectronic
mai | service provider's network located in this state

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by addi ng a new section
396-ii to read as follows:

S 396-11. UNLAWUL TRANSM SSI ON OF UNSOLI Cl TED BULK ELECTRONI C MAI L.
1. IT SHALL BE UNLAWFUL FOR A PERSON OR OTHER ENTITY TO TRANSMT OR
CAUSE THE TRANSM SSI ON OF UNSOLI Cl TED BULK ELECTRONI C MAIL TO OR THROUGH
AN ELECTRONIC MAIL SERVI CE PROVI DER S COVPUTER NETWORK LOCATED IN THI S
STATE. FOR PURPCSES OF THIS SECTION. (A) "COWUTER SERVICES' MEANS
COWUTER TIME, | NCLUDI NG DATA PROCESSI NG SERVI CES, | NTERNET SERVI CES,
ELECTRONI C MAI L SERVI CES, ELECTRONI C MESSAGE SERVI CES, OR | NFORMATI ON OR
DATA STORED | N CONNECTI ON  THEREW TH. (B) "ELECTRONIC MAIL SERVICE
PROVI DER' MEANS ANY PERSON OR OTHER ENTITY WHO OR WVHICH (I) IS AN | NTER-
MEDI ARY SENDING OR RECEIVING ELECTRONNC MAIL AND (I1) PROVIDES TO
END- USERS OF ELECTRONI C MAI L SERVICES THE ABILITY TO SEND OR RECEl VE
ELECTRONI C MAI L.

2. NO PERSON OR OTHER ENTITY SHALL W THOUT AUTHORI TY TRANSM T OR
CAUSE TO BE TRANSM TTED ANY UNSOLI Cl TED ELECTRONI C MAI L. A PERSON OR
OTHER ENTITY IS "W THOUT AUTHORI TY" WHEN (A) HE, SHE OR IT HAS NO RI GHT
OR PERM SSI ON OF THE OWNER TO USE A COVMPUTER OR (B) HE, SHE OR I T USES A
COWUTER OR COWPUTER NETWORK W THOUT AUTHORI TY AND W TH THE | NTENT TO
FALSI FY OR FORGE ELECTRONI C MAI L TRANSM SSI ON | NFORMATI ON OR  OTHER
ROUTI NG | NFORMVATI ON, | N ANY MANNER, | N CONNECTI ON W TH THE TRANSM SSI ON
OF UNSOLI Cl TED BULK ELECTRONI C MAI L THROUGH OR | NTO THE COVPUTER NETWORK
OF AN ELECTRONI C MAIL SERVI CE PROVIDER OR | TS SUBSCRI BER.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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3. IT IS UNLAWFUL FOR ANY PERSON OR OTHER ENTITY TO SELL, GVE OR
OTHERW SE DI STRIBUTE OR POSSESS WTH THE |INTENT TO SELL, dVE OR
DI STRI BUTE SOFTWARE WHICH (A) |S PRI MARILY DESI GNED OR PRODUCED FOR THE
PURPCSE OF FACI LI TATI NG OR ENABLI NG THE FALSI FI CATI ON OF ELECTRONI C NAI L
TRANSM SSI ON | NFORVATION OR OTHER ROUTING | NFORVATI ON;, (B) HAS ONLY
LI M TED COMVERCI ALLY SI GNI FI CANT PURPOSE OR USE OTHER THAN TO FACI LI TATE
OR ENABLE THE FALSI FI CATI ON OF ELECTRONI C MAI L TRANSM SSI ON | NFORVATI ON
OR OTHER ROUTI NG | NFORVATION;, OR (C) IS MARKETED BY THAT PERSON OR OTHER
ENTITY OR ANOTHER ACTING | N CONCERT WTH THAT PERSON OR OTHER ENTI TY
W TH THAT PERSON S OR OTHER ENTI TY' S KNOWLEDGE FOR USE I N FACI LI TATI NG
OR ENABLI NG THE FALSI FI CATI ON OF ELECTRONI C MAI L TRANSM SSI ON | NFORMA-
TI ON OR OTHER ROUTI NG | NFORMATI ON.

4. ANY PERSON OR OTHER ENTI TY WHO VI OLATES THI S SECTI ON SHALL BE QGUI L-
TY OF COVWPUTER TRESPASS, VWH CH OFFENSE SHALL BE PUNI SHABLE AS A M SDE-
MEANOR, | F THERE | S DAMAGE TO THE PROPERTY OF ANOTHER.

5. NOTHING IN TH'S SECTION SHALL BE CONSTRUED TO | NTERFERE W TH OR
PROHI BI T TERMS OR CONDI TI ONS | N A CONTRACT OR LI CENSE RELATED TO COMPUT-
ERS, COVPUTER DATA, COVPUTER NETWORKS, COMPUTER OPERATI ONS, COWMPUTER
PROGRAMS, COMPUTER SERVICES OR COWUTER SOFTWARE, OR TO CREATE ANY
LI ABI LI TY BY REASON OF TERM5S OR CONDI TI ONS ADOPTED BY, OR TECHN CAL
MEASURES | MPLEMENTED BY, AN ELECTRONI C MAI L SERVI CE PROVI DER S| TUATE I N
THE STATE TO PREVENT THE TRANSM SSI ON OF UNSOLI Cl TED ELECTRONIC MAIL I N
VI OLATI ON OF TH S SECTI ON.

6. ANY PERSON OR OTHER ENTI TY WHOSE PROPERTY OR PERSON | S | NJURED BY
REASON OF A VI OLATI ON OF ANY PROVI SION OF TH S SECTI ON MAY SUE THEREFOR
AND RECOVER FOR ANY DAMAGES SUSTAI NED AND THE COSTS OF SUI T. W THOUT
LI M TI NG THE GENERALITY OF THE TERM "DAMAGES' SHALL | NCLUDE LOSS OF
PROFI T.

7. |F THE [INJURY ARISES FROM THE TRANSM SSI ON OF UNSQOLI Cl TED BULK
ELECTRONI C MAI L, THE | NJURED PERSON OR OTHER ENTI TY, OTHER THAN AN ELEC-
TRONI C MAI L SERVI CE PROVI DER, MAY ALSO RECOVER ATTORNEY'S FEES AND
COSTS, AND MAY ELECT, IN LI EU OF ACTUAL DAMAGES, TO RECOVER THE LESSER
OF TEN DOLLARS FOR EACH AND EVERY UNSOLI Cl TED BULK MAI L MESSAGE TRANS-
MTTED |IN VICLATION OF THI' S SECTI ON OR TVENTY- FI VE THOUSAND DOLLARS PER
DAY. THE | NJURED PERSON OR OTHER ENTI TY SHALL NOT HAVE A CAUSE OF ACTI ON
AGAI NST AN ELECTRONI C MAI L SERVI CE PROVI DER WHI CH MERELY TRANSM TS THE
UNSOLI Cl TED BULK ELECTRONI C MAIL OVER I TS COMPUTER NETWORK. | F THE | NJU-
RY ARl SES FROM THE TRANSM SSI ON OF UNSOLI Cl TED BULK ELECTRONI C MAI L, AN
| NJURED ELECTRONI C MAI L SERVI CE PROVI DER MAY ALSO RECOVER THE GREATER OF
TEN DOLLARS FOR EACH AND EVERY UNSOLI Cl TED BULK ELECTRONI C MAI L  MESSAGE
TRANSM TTED I N VI OLATION OF TH' S SECTI ON OR TVENTY- FI VE THOUSAND DOLLARS
PER DAY.

8. AT THE REQUEST OF ANY PARTY TO AN ACTI ON BROUGHT PURSUANT TO THI S
SECTI ON, THE COURT MAY, IN I TS DI SCRETI ON, CONDUCT ALL LEGAL PROCEEDI NGS
IN SUCH A WAY AS TO PROTECT THE SECRECY AND SECURITY OF THE COWUTER,
COWPUTER NETWORK, COWMPUTER DATA, COVPUTER PROGRAM AND COVPUTER SOFTWARE
| NVOCLVED | N ORDER TO PREVENT PQOSSI BLE RECURRENCE OF THE SAME CR A SIM -
LAR ACT BY ANOTHER PERSON OR OTHER ENTITY AND TO PROTECT ANY TRADE
SECRETS OF ANY PARTY.

9. THE PROVI SIONS OF THI' S SECTI ON SHALL NOT BE CONSTRUED TO LIMT ANY
PERSON S OR OTHER ENTI TY' S RI GHT TO PURSUE ANY ADDI TI ONAL Cl VI L REMEDI ES
OTHERW SE ALLOWED BY LAW

S 2. This act shall take effect on the first of November next succeed-
ing the date on which it shall have becone a | aw



