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STATE OF NEW YORK

3658
2009- 2010 Regul ar Sessi ons
I N ASSEMBLY
January 27, 2009

Introduced by M of A TOMS -- read once and referred to the Commttee
on Codes

AN ACT to anend the penal law, in relation to establishing the crinme of
unl awf ul use of spyware and nal ware

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The penal law is anended by adding a new section 156.40 to
read as foll ows:

S 156. 40 UNLAWFUL USE OF SPYWARE AND MALWARE.

1. APERSON IS GULTY OF UNLAWFUL USE OF SPYWARE AND MALWARE WHEN SUCH
PERSON OR ENTITY THAT IS NOT AN AUTHORI ZED USER, AS DEFI NED I N SUBDI VI -
SION FOUR OF THI S SECTI ON, W TH ACTUAL KNONLEDGE, W TH CONSCI QUS AVA D
ANCE OF ACTUAL KNOALEDGE, OR W LLFULLY, CAUSES COWUTER SOFTWARE TO BE
COPI ED ONTO THE COVPUTER OF A CONSUMER I N THI S STATE AND USES THE SOFT-
WARE TO DO ANY OF THE FOLLOW NG

(A) MODIFY, THROUGH | NTENTI ONALLY DECEPTI VE MEANS, ANY OF THE FOLLOW
| NG SETTI NGS RELATED TO THE COMPUTER S ACCESS TO, OR USE OF, THE | NTER-
NET:

(1) THE PAGE THAT APPEARS WHEN AN AUTHORI ZED USER LAUNCHES AN | NTERNET
BROMSER OR SIMLAR SOFTWARE PROGRAM USED TO ACCESS AND NAVI GATE THE
| NTERNET.

(2) THE DEFAULT PROVI DER OR WEB PROXY THE AUTHORIZED USER USES TO
ACCESS OR SEARCH THE | NTERNET.

(3) THE AUTHORI ZED USER S LI ST OF BOOKMARKS USED TO ACCESS WEB PAGES.

(B) COLLECT, THROUGH | NTENTI ONALLY DECEPTI VE MEANS, PERSONALLY | DEN-
TI FI ABLE | NFORMATI ON THAT MEETS ANY OF THE FOLLOW NG CRI TERI A:

(1) IT 1S COLECTED THROUGH THE USE OF A KEYSTROKE- LOGA NG FUNCTI ON
THAT RECORDS ALL KEYSTROKES MADE BY AN AUTHORI ZED USER WHO USES THE
COVWPUTER AND TRANSFERS THAT | NFORVATI ON FROM THE COWUTER TO ANOTHER
PERSON.

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(2) I'T INCLUDES ALL OR SUBSTANTI ALLY ALL OF THE WEB SI TES VI SI TED BY
AN AUTHORI ZED USER, OTHER THAN WEB SI TES OF THE PROVIDER OF THE SOFT-
WARE, |F THE COWUTER SOFTWARE WAS | NSTALLED I N A MANNER DESI GNED TO
CONCEAL FROM ALL AUTHORI ZED USERS OF THE COWMPUTER THE FACT THAT THE
SOFTWARE | S BEI NG | NSTALLED.

(3) I'T 1S A DATA ELEMENT DESCRI BED | N SUBPARAGRAPH TWO, THREE, OR FOUR
OF PARAGRAPH (K) OF SUBDI VI SION FOUR OF THI' S SECTION, OR I N CLAUSE (A)
OR (B) OF SUBPARAGRAPH FI VE OF PARAGRAPH (K) OF SUBDI VI SION FOUR OF THI' S
SECTI ON, THAT IS EXTRACTED FROM THE CONSUMER S COWVPUTER HARD DRI VE FOR A
PURPOSE WHOLLY UNRELATED TO ANY OF THE PURPCSES OF THE SOFTWARE OR
SERVI CE DESCRI BED TO AN AUTHORI ZED USER.

(© PREVENT, W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED USER, THROUGH
| NTENTI ONALLY DECEPTI VE MEANS, AN AUTHORI ZED USER S REASONABLE EFFORTS
TO BLOCK THE | NSTALLATI ON OF, OR TO DI SABLE, SOFTWARE, BY CAUSI NG SOFT-
WARE THAT THE AUTHORI ZED USER HAS PROPERLY REMOVED OR DI SABLED TO AUTG
MATI CALLY REINSTALL OR REACTI VATE ON THE COMPUTER W THOUT THE AUTHORI -
ZATI ON OF AN AUTHORI ZED USER.

(D) | NTENTI ONALLY M SREPRESENT THAT SOFTWARE WLL BE UN NSTALLED OR
DI SABLED BY AN AUTHORI ZED USER S ACTI ON, W TH KNOALEDGE THAT THE SOFT-
WARE W LL NOT BE SO UNI NSTALLED OR DI SABLED.

(E) THROUGH | NTENTI ONALLY DECEPTI VE MEANS, REMOVE, DI SABLE, OR RENDER
| NOPERATI VE SECURI TY,  ANTI SPYWARE, OR ANTI VI RUS SOFTWARE | NSTALLED ON
THE COVPUTER.

2. A PERSON OR ENTITY THAT IS NOT' AN AUTHORI ZED USER, AS DEFINED |IN
SUBDI VI SI ON FOUR OF THI S SECTI ON, SHALL NOT, W TH ACTUAL KNOWALEDGE, W TH
CONSCI QUS  AVA DANCE  OF ACTUAL KNOALEDGE, OR WLLFULLY, CAUSE COMPUTER
SOFTWARE TO BE COPI ED ONTO THE COMPUTER OF A CONSUMER IN THI'S STATE AND
USE THE SOFTWARE TO DO ANY OF THE FOLLOW NG

(A) TAKE CONTROL OF THE CONSUMER S COWUTER BY DO NG ANY OF THE
FOLLOW NG

(1) TRANSM TTI NG OR RELAYI NG COMVERCI AL ELECTRONIC MAIL OR A COWPUTER
VIRUS FROM THE CONSUMER S COWPUTER, VWHERE THE TRANSM SSI ON OR RELAYI NG
IS INITIATED BY A PERSON OTHER THAN THE AUTHORI ZED USER AND W THOUT THE
AUTHORI ZATI ON OF AN AUTHORI ZED USER.

(2) ASSESSING OR USING THE CONSUMER S MODEM OR | NTERNET SERVI CE FOR
THE PURPOSE OF CAUSI NG DAMAGE TO THE CONSUMER S COVPUTER OR OF CAUSI NG
AN AUTHORI ZED USER TO | NCUR FI NANCI AL CHARGES FOR A SERVI CE THAT | S NOT
AUTHORI ZED BY AN AUTHORI ZED USER.

(3) USING THE CONSUMER S COWPUTER AS PART OF AN ACTIVITY PERFORMVED BY
A GROUP O COWUTERS FOR THE PURPOSE OF CAUSI NG DAMAGE TO ANOTHER
COVPUTER, | NCLUDI NG BUT NOT LIMTED TO, LAUNCH NG A DENI AL OF SERVICE
ATTACK.

(4) OPENING MUILTIPLE, SEQUENTI AL, STAND- ALONE ADVERTI SEMENTS I N THE
CONSUMER' S | NTERNET BROWBER W THOUT THE AUTHORI ZATI ON OF AN AUTHORI ZED
USER AND W TH KNOALEDGE THAT A REASONABLE COWMPUTER USER CANNOT CLOSE THE
ADVERTI SEMENTS W THOUT TURNI NG OFF THE COMPUTER OR CLOSI NG THE CONSUM
ER S | NTERNET BROWSER

(B) MODI FY ANY OF THE FOLLOWN NG SETTINGS RELATED TO THE COWUTER S
ACCESS TO, OR USE OF, THE | NTERNET:

(1) AN AUTHORIZED USER S SECURITY OR OTHER SETTINGS THAT PROTECT
I NFORVATI ON ABOUT THE AUTHORI ZED USER FOR THE PURPOSE OF STEALI NG
PERSONAL | NFORVATI ON OF AN AUTHORI ZED USER.

(2) THE SECURITY SETTINGS OF THE COWUTER FOR THE PURPOSE OF CAUSI NG
DAVAGE TO ONE OR MORE COVPUTERS.
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(© PREVENT, WTHOUT THE AUTHORI ZATION OF AN AUTHORI ZED USER, AN
AUTHORI ZED USER S REASONABLE EFFORTS TO BLOCK THE | NSTALLATION OF, OR TO
DI SABLE, SOFTWARE, BY DO NG ANY OF THE FOLLOW NG

(1) PRESENTI NG THE AUTHORI ZED USER W TH AN OPTI ON TO DECLI NE | NSTALLA-
TION OF SOFTWARE W TH KNOWALEDGE THAT, WHEN THE OPTION I S SELECTED BY THE
AUTHORI ZED USER, THE | NSTALLATI ON NEVERTHELESS PROCEEDS.

(2) FALSELY REPRESENTI NG THAT SOFTWARE HAS BEEN DI SABLED.

(D) NOTHING IN THI'S SECTION SHALL APPLY TO ANY MONI TORI NG OF, OR
| NTERACTI ON W TH, A SUBSCRI BER S | NTERNET OR OTHER NETWORK CONNECTI ON OR
SERVI CE, OR A PROTECTED COWPUTER, BY A TELECOVMUNI CATI ONS CARRI ER, CABLE
OPERATOR, COWPUTER HARDWARE OR SOFTWARE PROVI DER, OR PROVI DER OF | NFOR-
MATI ON  SERVI CE  OR | NTERACTI VE COMPUTER SERVI CE FOR NETWORK OR COVPUTER
SECURI TY PURPCSES, DI AGNCSTI CS, TECHNI CAL SUPPORT, REPAIR,  AUTHCORI ZED
UPDATES OF SOFTWARE OR SYSTEM FI RMMARE, AUTHORI ZED REMOTE SYSTEM MANAGE-
MENT, OR DETECTI ON OR PREVENTI ON OF THE UNAUTHORI ZED USE OF OR FRAUDU-
LENT OR OTHER | LLEGAL ACTI VI TIES I N CONNECTI ON W TH A NETWORK, SERVI CE,
OR COWUTER SOFTWARE, | NCLUDI NG SCANNING FOR AND REMOVI NG SOFTWARE
PROSCRI BED UNDER THI S SECTI ON.

3. (A) A PERSON OR ENTITY, WHO IS NOT AN UNAUTHORI ZED USER, AS DEFI NED
IN SUBDI VI SION FOUR OF THI'S SECTI ON, SHALL NOT DO ANY OF THE FOLLOW NG
W TH REGARD TO THE COMPUTER OF A CONSUMER | N THI S STATE:

(1) I NDUCE AN AUTHORI ZED USER TO | NSTALL A SOFTWARE COVPONENT ONTO THE
COVMPUTER BY | NTENTI ONALLY M SREPRESENTI NG THAT | NSTALLI NG SOFTWARE | S
NECESSARY FOR SECURI TY OR PRI VACY REASONS OR I N ORDER TO OPEN, VIEW OR
PLAY A PARTI CULAR TYPE OF CONTENT.

(2) DECEPTI VELY CAUSI NG THE COPYI NG AND EXECUTI ON ON THE COWPUTER COF A
COWPUTER SOFTWARE COMPONENT W TH THE | NTENT OF CAUSI NG AN AUTHCORI ZED
USER TO USE THE COVPONENT | N A WAY THAT VI OLATES ANY OTHER PROVI S| ON  OF
TH S SECTI ON.

(B) NOTHING IN THI'S SECTION SHALL APPLY TO ANY MONI TORI NG OF, OR
| NTERACTI ON W TH, A SUBSCRI BER S | NTERNET OR OTHER NETWORK CONNECTI ON OR
SERVI CE, OR A PROTECTED COWPUTER, BY A TELECOVMUNI CATI ONS CARRI ER, CABLE
OPERATOR, COWPUTER HARDWARE OR SOFTWARE PROVI DER, OR PROVI DER OF | NFOR-
MATI ON  SERVI CE  OR | NTERACTI VE COMPUTER SERVI CE FOR NETWORK OR COVPUTER
SECURI TY PURPCSES, DI AGNCSTI CS, TECHNI CAL  SUPPORT, REPAIR, ~ AUTHORI ZED
UPDATES OF SOFTWARE OR SYSTEM FI RMMARE, AUTHORI ZED REMOTE SYSTEM MANAGE-
MENT, OR DETECTI ON OR PREVENTI ON OF THE UNAUTHORI ZED USE OF OR FRAUDU-
LENT OR OTHER | LLEGAL ACTI VI TIES I N CONNECTI ON W TH A NETWORK, SERVI CE,
OR COWUTER SOFTWARE, | NCLUDI NG SCANNING FOR AND REMOVI NG SOFTWARE
PROSCRI BED UNDER THI S SECTI ON.

4. FOR PURPCSES OF THI S SECTI ON:

(A) "ADVERTI SEMENT" SHALL MEAN A COVMUNI CATI ON, THE PRI MARY PURPCSE OF
VWH CH IS THE COVWERCI AL PROMOTI ON OF A COMMERCI AL  PRODUCT OR SERVI CE,
I NCLUDI NG CONTENT ON AN |INTERNET WEB SI TE OPERATED FOR A COVMERCI AL
PURPOSE.

(B) "AUTHORI ZED USER, " W TH RESPECT TO A COWUTER, SHALL MEAN A PERSON
VWHO OWNS OR | S AUTHORI ZED BY THE OMNER OR LESSEE TO USE THE COVPUTER. AN
" AUTHORI ZED USER' DOES NOT | NCLUDE A PERSON OR ENTI TY THAT HAS OBTAI NED
AUTHORI ZATION  TO USE THE COWPUTER SCLELY THROUGH THE USE OF AN END USER
LI CENSE AGREEMENT.

(© "COWPUTER SOFTWARE" SHALL MEAN A SEQUENCE COF | NSTRUCTI ONS WRI TTEN
I N ANY PROGRAMM NG LANGUAGE THAT | S EXECUTED ON A COVPUTER

(D) "COWUTER VIRUS' SHALL MEAN A COWUTER PROGRAM OR OTHER SET OF
I NSTRUCTI ONS THAT | S DESI GNED TO DEGRADE THE PERFORVANCE OF OR DI SABLE A
COVPUTER OR COVPUTER NETWORK AND | S DESIGNED TO HAVE THE ABILITY TO
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REPLI CATE | TSELF ON OTHER COVPUTERS OR COVPUTER NETWORKS W THOUT THE
AUTHORI ZATI ON OF THE ONMNERS OF THOSE COVPUTERS OR COMPUTER NETWORKS.

(E) "CONSUMER' SHALL MEAN AN | NDI VI DUAL WHO RESIDES IN THI S STATE AND
WHO USES THE COVPUTER | N QUESTION PRI MARILY FOR PERSONAL, FAMLY, OR
HOUSEHOLD PURPCSES.

(F) "DAMAGE" SHALL MEAN ANY SI GNI FI CANT | MPAI RVENT TO THE | NTEGRITY OR
AVAI LABI LI TY OF DATA, SOFTWARE, A SYSTEM OR | NFORVATI ON.

(G "EXECUTE," WHEN USED W TH RESPECT TO COVPUTER SOFTWARE, SHALL MEAN
THE PERFORMANCE OF THE FUNCTI ONS OR THE CARRYI NG OQUT OF THE | NSTRUCTI ONS
OF THE COVWUTER SOFTWARE.

(H) "I NTENTI ONALLY DECEPTI VE" SHALL MEAN ANY OF THE FOLLOW NG

(1) BY MEANS OF AN | NTENTI ONALLY AND MATERI ALLY FALSE OR FRAUDULENT
STATEMENT.

(2) BY MEANS OF A STATEMENT OR DESCRI PTI ON THAT | NTENTI ONALLY OM TS OR
M SREPRESENTS MATERI AL | NFORMATI ON | N ORDER TO DECEI VE THE CONSUMER.

(3) BY NMEANS OF AN I NTENTI ONAL AND MATERI AL FAI LURE TO PROVI DE ANY
NOTI CE TO AN AUTHORI ZED USER REGARDI NG THE DOMNLOAD OR | NSTALLATI ON OF
SOFTWARE | N ORDER TO DECEI VE THE CONSUMER.

(1) "INTERNET" SHALL MEAN THE G.LOBAL | NFORVATION SYSTEM THAT IS
LOGE CALLY LI NKED TOGETHER BY A GLOBALLY UNI QUE ADDRESS SPACE BASED ON
THE | NTERNET PROTOCOL (IP), OR ITS SUBSEQUENT EXTENSI ONS, AND THAT IS
ABLE TO SUPPORT COVMUNI CATI ONS USING THE TRANSM SSI ON CONTRCL
PROTOCOL/ | NTERNET PROTOCOL (TCP/IP) SU TE, OR | TS SUBSEQUENT EXTENSI ONS,
OR OTHER | P-COVPATI BLE PROTOCOLS, AND THAT PROVI DES, USES, OR MAKES
ACCESSI| BLE, ElI THER PUBLI CLY OR PRI VATELY, H GH LEVEL SERVI CES LAYERED ON
THE COVMUNI CATI ONS AND RELATED | NFRASTRUCTURE DESCRI BED IN TH' S SUBDI VI -
SI ON.

(J) "PERSON' SHALL MEAN ANY |NDIVIDUAL, PARTNERSH P, CORPORATI ON,
LIMTED LIABILITY COWANY, OR OTFHER ORGAN ZATI ON, OR ANY COVBI NATI ON
THERECF.

(K) "PERSONALLY | DENTIFI ABLE | NFORVATI ON' SHALL MEAN ANY OF THE
FOLLOW NG

(1) FIRST NAVE OR FIRST INITIAL I N COVBI NATI ON W TH LAST NAME.

(2) CREDIT OR DEBI T CARD NUMBERS OR OTHER FI NANCI AL ACCOUNT NUMBERS.

(3) A PASSWORD OR PERSONAL | DENTI FI CATI ON NUMBER REQUI RED TO ACCESS AN
| DENTI FI ED FI NANCI AL ACCOUNT.

(4) SOCI AL SECURI TY NUMBER.

(5) ANY OF THE FOLLOW NG | NFORVATI ON I N A FORM THAT PERSONALLY | DENTI -
FI ES AN AUTHORI ZED USER:

(A) ACCOUNT BALANCES.

(B) OVERDRAFT HI STORY.

(C PAYMENT HI STORY.

(D) A H STORY OF WEB SI TES VI SI TED.

(E) HOVE ADDRESS.

(F) WORK ADDRESS.

(G A RECORD OF A PURCHASE OR PURCHASES.

UNLAWFUL USE OF SPYWARE AND MALWARE IS A CLASS A M SDEMEANOR,
PROVI DED, HOWEVER, THAT UNLAWFUL USE OF SPYWARE AND MALWARE BY A PERSON
WHO HAS BEEN PREVI QUSLY CONVI CTED W THI N THE LAST FI VE YEARS OF HAVI NG
VI OLATED THIS SECTION | S A CLASS E FELONY.

S 2. This act shall take effect on the first of November next succeed-
ing the date on which it shall have becone a | aw



