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STATE OF NEW YORK

1758
2009- 2010 Regul ar Sessi ons
I N ASSEMBLY
January 12, 2009

Introduced by M of A MORELLE, HOYT -- Milti-Sponsored by -- M of A
KOON -- read once and referred to the Conrmittee on Codes

AN ACT to anend the penal law, in relation to establishing the crinme of
unl awf ul di ssem nati on of spyware

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The penal law is anended by adding a new section 156.40 to
read as foll ows:

S 156. 40 UNLAWFUL DI SSEM NATI ON OF SPYWARE.

1. A PERSON IS GULTY OF UNLAWFUL DI SSEM NATI ON OF SPYWARE VWHEN HAVI NG
NO RIGHT TO DO SO HE OR SHE | NSTALLS AN EXECUTABLE COVWPUTER PROGRAM
| NCLUDI NG BUT NOT LIMTED TO A KEYLOGGE NG PROGRAM THAT EMPLOYS A
COWUTER USER S | NTERNET CONNECTI ON W THOUT THE COWVPUTER USER S KNOW
LEDGE OR EXPLICI T AUTHORI ZATI ON AND SUCH COVPUTER PROGRAM GATHERS AND
TRANSM TS PERSONAL | NFORVATI ON OR DATA OF A COWUTER USER

2.  AUTHORI ZATI ON SHALL ONLY BE GRANTED BY THE OWNER OF A COVPUTER,
LESSOR OF A COWUTER, OR, |IF THE OMNER OR LESSOR OF A COMPUTER IS LESS
THAN ElI GHTEEN YEARS OF AGE, BY THE PARENT OR GUARDI AN OF SUCH PERSON.
AUTHORI ZATI ON MAY ALSO BE GRANTED BY AN END USER AGREEMENT THAT A PERSON
ESTABLI SHED AS AN AUTHORI ZED USER PURSUANT TO THI'S SUBDI VI SION HAS
AGREED TO UPON | NSTALLATI ON OF A COWUTER PROGRAM

3. FOR PURPOSES OF THI S SECTI ON:

(A) "PERSONAL | NFORVATI ON OR DATA" SHALL MEAN DATA THAT | DENTI FIES A
SPECI FI C PERSON, | NCLUDING BUT NOT LIMTED TO FINANCI AL | NFORVATI ON
| NCLUDI NG BANKING AND CREDI T CARD ACCOUNT NUMBERS AND ANY | NFORVATI ON
CONCERNI NG A PERSON WHI CH, BECAUSE OF NAME, NUMBER, SYMBOL, MARK OR
OTHER | DENTI FI ER CAN | DENTI FY SUCH PERSON; AND

(B) "KEYLOGAE NG COVPUTER PROGRAMS' MEANS COVPUTER PROGRAMS, | NSTALLED
W THOUT THE KNOALEDGE OF THE COMPUTER USER, THAT SEND ELECTRONI C COWMJ
NI CATI ONS, THAT THE COWPUTER USER | S UNAWARE OF, FROM THE COWPUTER TO AN

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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UNAUTHORI ZED USER. SUCH COVMUNI CATI ONS ARE COVPUTER FI LES THAT DI SPLAY
ALL OF THE KEY STROKES THAT A COVMPUTER USER MAKES.

UNLAWFUL DI SSEM NATI ON OF SPYWARE | S A CLASS A M SDEMEANOR, PROVI DED,
HOWEVER, THAT UNLAWFUL DI SSEM NATI ON OF SPYWARE BY A PERSON WHO HAS BEEN
PREVI QUSLY CONVI CTED W THI N THE LAST FI VE YEARS OF HAVI NG VI OLATED THI S
SECTION | S A CLASS E FELONY.

S 2. This act shall take effect on the first of November next succeed-
ing the date on which it shall have becone a | aw



