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STATE OF NEW YORK
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I ntroduced by M of A BRENNAN, PHEFFER, PARMENT, DI NOWN TZ, JOHN, PERRY
JAFFEE -- Milti-Sponsored by -- M of A BOYLAND, CAHI LL, COLTON
COOK, Del MONTE, DESTITO FI ELDS, GABRYSZAK, GALEF, GOTTFRI ED, Hi KI ND
JACOBS, LUPARDQ, MARKEY, MAYERSOHN, MENENY, M LLMAN, REILLY,
N. Rl VERA, SWEENEY, TITONE, TOMS, WRIGHT -- read once and referred to
the Commttee on Consuner Affairs and Protection

AN ACT to anend the general business law, in relation to protecting the
privacy of internet users

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. Short title. This act shall be known and may be cited as
"New York state internet privacy |aw'

S 2. Legislative intent. 1. The legislature finds that the internet is
becom ng a najor part of the personal and conmercial |ives of Americans.
The internet brings with it much good, such as increased personal know
| edge and comruni cations, and increased and nore efficient conmercia
opportunities.

2. The privacy of personal information flow ng over the internet is of
concern. Vast anounts of personal information about individual internet
users are collected on the internet and sold or otherwise transferred to
third parties. Polls consistently show that individual internet users
are highly troubled over their |lack of control over their persona
information. In fact, concern over personal privacy is one of the
bi ggest factors hol ding back even greater comrercial devel opment of the
i nternet.

3. The right to privacy is a personal and fundanental right worthy of

protection through appropriate |egislation. I ndustry has devel oped
several self-policing schenes, but none of them are enforceable in a
nmeani ngful  way. Meani ngful , enforceabl e internet privacy rul es would

protect New York citizens and would foster the growh of electronic
conmerce in New York

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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4. The legislature intends to establish strong privacy rules to which
an operator of a website or online service may voluntarily choose to
subm t. The incentive for the operator to submt will be that it nay
publicize that it conplies with the New York state internet privacy |aw.
Any operator who does so advertise may be subject to an enforcenent
action.

S 3. Article 40 and sections 900 and 901 of the general business |aw,
as renunbered by chapter 407 of the |aws of 1973, are renunbered article
41 and sections 1000 and 1001 and a new article 40 is added to read as
fol | ows:

ARTI CLE 40
NEW YORK STATE | NTERNET PRI VACY LAW
SECTI ON 900. DEFI NI Tl ONS.
901. APPLI CABI LITY OF ARTI CLE.
902. DI SCLOSURE OF PERSONAL | NFORMATI ON.
903. THI RD PARTI ES.
904. USER S RI GHT TO I NSPECT AND CORRECT | NFORMATI ON.
905. DURATI ON OF OPERATOR S RESPONSI BI LI TY.
906. ENFORCEMENT.
907. SEPARABI LI TY CLAUSE.

S 900. DEFINITIONS. AS USED IN TH S ARTI CLE:

1. THE TERM "I NTERNET" MEANS COLLECTI VELY THE MYRI AD OF COWUTER AND
TELECOMMUNI CATI ONS FACI LI TIES, | NCLUDI NG EQUI PMENT AND OPERATI NG SOFT-
WARE, VWHI CH COVPRI SE THE | NTERCONNECTED WORLD- W DE NETWORK OF NETWORKS
THAT EMPLOY THE TRANSM SSI ON CONTROL PROTOCOL/ | NTERNET PROTOCOL, OR ANY
PREDECESSOR OR SUCCESSCOR PROTOCOLS TO SUCH PROTOCOL, TO COWUNI CATE
| NFORMATI ON OF ALL KINDS BY WRE OR RADI O

2. THE TERM " OPERATOR' MEANS ANY PERSON WHO OPERATES A WEBSI TE LOCATED
ON THE |INTERNET OR AN ONLINE SERVICE AND WHO COLLECTS OR MAI NTAI NS
PERSONAL | NFORMATI ON FROM OR ABOUT THE USERS OF OR VISITORS TO SUCH
VWEBSITE OR ONLINE SERVICE, OR ON WHOSE BEHALF SUCH | NFORMATION | S
COLLECTED OR MAI NTAI NED, WHERE SUCH WEBSI TE OR ONLINE SERVICE 1S OPER
ATED FOR COMVERCI AL PURPCSES, | NCLUDI NG ANY PERSON OFFERI NG PRODUCTS OR
SERVI CES FOR SALE THROUGH THAT WEBSITE OR ONLINE SERVICE, | NVOLVI NG
COWVERCE.

3. THE TERM "USER' MEANS A PERSON WHO USES AN ONLINE SERVICE OR VISI TS
A VEBSI TE.

4. THE TERM "PERSONAL | NFORVATI ON' MEANS | NDI VI DUALLY | DENTI FI ABLE
| NFORMATI ON ABOUT AN | NDI VI DUAL COLLECTED ONLI NE, | NCLUDI NG

(A) A FIRST AND LAST NAME;

(B) A HOVE OR OTHER PHYSI CAL ADDRESS | NCLUDI NG STREET NAME AND NAME OF
ACTY OR TONW;

(© AN E- MAI L ADDRESS;

(D) A TELEPHONE NUMBER;

(E) A SOCI AL SECURI TY NUMBER;

(F) ANY OTHER | DENTI FI ER THAT PERM TS THE PHYSI CAL OR ONLI NE CONTACT-
I NG OF A SPECI FI C | NDI VI DUAL; OR

(G | NFORVATI ON CONCERNI NG A CHI LD OR THE PARENTS OF THAT CHI LD THAT
THE OPERATOR COLLECTS ONLI NE FROM THE CHI LD AND COVBINES W TH ANOTHER
| DENTI FI ER SET FORTH I N THI S SUBDI VI SI ON.

5. THE TERM " DI SCLOSURE" MEANS, W TH RESPECT TO PERSONAL | NFORVATI ON:

(A) THE RELEASE OF PERSONAL | NFORMATI ON COLLECTED I N | DENTI FI ABLE FORM
BY AN OPERATOR FOR ANY PURPOSE, EXCEPT WHERE SUCH | NFORMATION IS
PROVI DED TO A PERSON OTHER THAN THE OPERATOR WHO PROVI DES SUPPORT FOR
THE | NTERNAL OPERATI ONS OF THE WEBSI TE AND DOES NOT DI SCLOSE OR USE THAT
| NFORMATI ON FOR ANY OTHER PURPCSE; AND
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(B) MAKI NG PERSONAL | NFORVATI ON COLLECTED FROM A CHI LD BY A WEBSI TE OR
ONLINE SERVICE DI RECTED TO CH LDREN OR W TH ACTUAL KNOWLEDGE THAT SUCH
I NFORVATI ON WAS COLLECTED FROM A CHI LD, PUBLI CLY AVAI LABLE I N | DENTI FI -
ABLE FORM BY ANY MEANS | NCLUDING BY A PUBLIC POSTI NG THROUGH THE
I NTERNET, OR THROUGH:

(1) A HOVE PAGE OF A WEBSI TE;

1) A PEN PAL SERVI CE;
[11) AN ELECTRONI C MAI L SERVI CE;
V) A MESSAGE BOARD; OR
A CHAT ROOM
. THE TERM "TH RD PARTY" MEANS A PERSON OTHER THAN THE USER OR THE
OPERATOR, OR AN EMPLOYEE OF THE OPERATOR.

S 901. APPLI CABILITY OF ARTI CLE. AN OPERATOR IS SUBJECT TO THS ARTI -
CLE IF I T ADVERTI SES OR OTHERW SE PUBLI CLY STATES THAT IT COVPLI ES W TH
THE "NEW YORK STATE | NTERNET PRI VACY LAW.

S 902. DI SCLOSURE OF PERSONAL | NFORMATION. 1. AN OPERATOR SHALL NOT
DISCLOSE TO A TH RD PARTY ANY PERSONALLY | DENTI FI ABLE | NFORVATI ON
OBTAI NED FROM A USER WTHOUT THE USER S PRIOR | NFORMED, AFFI RVATI VE
VRl TTEN CONSENT.

2. | NFORMED CONSENT REQUI RES THAT THE OPERATOR NOTI FY THE USER OF THE
| DENTI TY OF ANY TH RD PARTY WVHHCH WLL RECEIVE HS OR HER PERSONAL
I NFORVATI ON, AND FOR WHAT PURPOSE THE | NFORMATI ON W LL BE USED.

3. INFORMED WRI TTEN CONSENT MAY BE OBTAI NED ONLY UPON NOTI CE TO A USER
OF HS OR HER RIGHTS UNDER THI S LAW SUCH NOTI CE MUST BE | N WRI TI NG,
CLEAR AND CONSPI CUQUS, AND I'N PLAI N ENGLI SH.

4. AN OPERATOR SHALL PERM T A PERSON TO REVOKE THE CONSENT GRANTED
UNDER SUBDI VI SION ONE OF THI S SECTI ON AT ANY TI ME, AND UPON SUCH REVOCA-
TION, SUCH OPERATOR SHALL CEASE DI SCLOSI NG SUCH | NFORMATI ON TO A THI RD
PARTY.

5. AN OPERATOR OR AN EMPLOYEE OF SUCH OPERATOR SHALL NOT' KNOW NGY
DISCLOSE TO A TH RD PARTY ANY PERSONALLY | DENTI FI ABLE | NFORVATI ON
PROVI DED BY A SUBSCRI BER TO SUCH SERVI CE THAT SUCH SERVICE, OR SUCH
EMPLOYEE, HAS KNOW NGY FALSI FI ED.

6. NOTW THSTANDI NG THE PROVI SI ONS OF SUBDI VI SI ON ONE OF THI S SECTI ON,
NEI THER AN OPERATOR NOR THE OPERATOR S AGENT SHALL BE HELD TO BE LI ABLE
FOR ANY DI SCLOSURE MADE | N GOOD FAI TH AND FOLLOW NG REASONABLE PROCE-
DURES | N RESPONDI NG TO A REQUEST FOR DI SCLOSURE OF PERSONAL | NFORVATI ON
UNDER THE FEDERAL CHI LDREN S ONLI NE PRI VACY PROTECTI ON ACT TO THE PARENT
OF A CHI LD.

7. NOTW THSTANDI NG THE PROVI SI ONS OF SUBDI VI SI ON ONE OF THI S SECTI ON,
AN OPERATOR MAY DI SCLOSE PERSONAL | NFORMATION, WTHOUT NOTICE TO THE
USER, WHEN NECESSARY TO RESPOND TO A COURT ORDER, SUBPCENA, OR OTHER
LEGAL PROCESS.

S 903. THI RD PARTIES. 1. PRIOR TO DI SCLOSI NG PERSONAL | NFORMATI ON TO A
TH RD PARTY, AN OPERATOR SHALL | NFORM THE THI RD PARTY OF THE PROVI SI ONS
OF TH S ARTI CLE, AND OBTAIN FROM THE TH RD PARTY A WRI TTEN CERTI FI CATI ON
THAT THE TH RD PARTY WLL COWLY WTH TH S ARTI CLE.

2. A TH RD PARTY WH CH RECEI VES PERSONAL | NFORVATI ON PURSUANT TO THI S
ARTI CLE MAY USE SUCH | NFORVATI ON ONLY FOR THE PURPOSE OF WHI CH THE USER
HAS BEEN NOTI FI ED.

S 904. USER' S R GHT TO |INSPECT AND CORRECT | NFORMATION. 1. UPON
REQUEST AN OPERATOR SHALL (A) PROVIDE A PERSON WTH H' S OR HER PERSONAL
| NFORVATI ON MAI NTAINED BY THE OPERATOR; (B) PERM T THE USER TO VERI FY
SUCH | NFORMATI ON MAI NTAI NED BY THE SERVICE;, AND (C) PERM T THE USER TO
CORRECT ANY ERRCR I'N SUCH | NFORNMATI ON.
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2. UPON REQUEST, AN OPERATOR SHALL PROVI DE TO THE USER THE | DENTI TY OF
THE THI RD PARTY RECI PI ENTS OF H'S OF HER PERSONAL | NFORVATI ON.

3. AN OPERATOR SHALL NOT CHARGE A FEE FOR ONE ANNUAL REQUEST THAT A
PERSON MAKES FOR THE | NFORMATI ON SET FORTH I N SUBDI VI SION FOUR OR FIVE
OF SECTION NINE HUNDRED OF THI S ARTI CLE. FOR ADDI Tl ONAL REQUESTS, AN
OPERATOR MAY CHARGE A FEE CONSI STING OF THE OPERATOR S ACTUAL COST OF
PROVI DING THE | NFORMATI ON. AN OPERATOR SHALL PROVIDE AN ABILITY FOR A
USER TO ELECTRONI CALLY REQUEST AND RECEI VE THE | NFORMATI ON SET FORTH I N
THI S SECTI ON.

S 905. DURATI ON OF OPERATOR S RESPONSI BI LI TY. ANY PERSONAL | NFORMATI ON
VWH CH AN OPERATOR OBTAINS WTH N TH RTY DAYS OF THE OPERATOR S LAST
ADVERTI SEMENT OR PUBLI C STATEMENT PURSUANT TO SECTI ON NI NE HUNDRED ONE
OF TH' S ARTI CLE SHALL BE SUBJECT TO THI S ARTI CLE.

S 906. ENFORCEMENT. 1. ANY PERSON FOUND TO HAVE VI OLATED THI S ARTI CLE,
KNOW NGLY OR RECKLESSLY, SHALL BE LI ABLE TO THE AGGRI EVED USER FOR ALL
ACTUAL DAMAGES SUSTAINED BY SUCH USER AS A D RECT RESULT OF THE
VI OLATI ON, PROVIDED THAT ANY SUBSCRI BER WHO PREVAI LS OR SUBSTANTI ALLY
PREVAI LS | N ANY ACTI ON BROUGHT UNDER THI S SECTI ON SHALL RECEI VE NOT LESS
THAN FI VE HUNDRED DOLLARS | N DAMAGES, REGARDLESS OF THE AMOUNT OF ACTUAL
DAMAGE PROVED, PLUS COSTS, DI SBURSEMENTS AND REASONABLE ATTORNEY' S FEES.
AN ACTI ON BROUGHT PURSUANT TO THI S SECTI ON MAY BE MAI NTAINED AS A CLASS
ACTI ON.

2. WHENEVER THERE SHALL BE A VI OLATION OF THI S ARTI CLE, AN APPLI CATI ON
MAY BE MADE BY THE ATTORNEY GENERAL I N THE NAME OF THE PEOPLE OF THE
STATE OF NEW YORK TO A COURT OR JUSTI CE HAVI NG JURI SDI CTI ON BY A SPECI AL
PROCEEDI NG TO | SSUE AN | NJUNCTI ON, AND UPON NOTI CE TO THE DEFENDANT OF
NOT LESS THAN FI VE DAYS, TO ENJO N AND RESTRAI N THE CONTI NUATI ON OF SUCH
VIOLATION;, AND IF |IT SHALL APPEAR TO THE SATI SFACTI ON OF THE COURT OR
JUSTI CE THAT THE DEFENDANT HAS, IN FACT, VIOLATED TH'S ARTICLE, AN
INJUNCTION MAY BE |ISSUED BY SUCH COURT OR JUSTICE, ENJO NI NG AND
RESTRAI NI NG ANY FURTHER VI OLATI ON, W THOUT REQUI RING PROOF THAT ANY
PERSON HAS, |IN FACT, BEEN |INJURED OR DAMAGED THEREBY. | N ANY SUCH
PROCEEDI NG THE COURT MAY MAKE ALLOMNCES TO THE ATTORNEY GENERAL AS
PROVIDED |IN PARAGRAPH SIX OF SUBDI VISION (A) OF SECTI ON ElI GHTY- THREE
HUNDRED THREE OF THE Cl VIL PRACTI CE LAW AND RULES AND DI RECT RESTITU
TION. VWHENEVER THE COURT SHALL DETERM NE THAT A GROSSLY NEGLI GENT
VI OLATI ON OF THI' S ARTI CLE HAS OCCURRED, THE COURT NMAY IMPCSE A CVIL
PENALTY OF NOT MORE THAN ONE THOUSAND DOLLARS FOR SUCH VI OLATION. IN
CONNECTI ON W TH ANY SUCH PROPOSED APPLI CATI ON, THE ATTORNEY GENERAL IS
AUTHORI ZED TO TAKE PROOF AND MAKE A DETERM NATI ON OF THE RELEVANT FACTS
AND TO | SSUE SUBPOENAS | N ACCORDANCE WTH THE CIVIL PRACTICE LAW AND
RULES.

3. THE REMEDI ES PROVIDED BY THI S ARTI CLE SHALL BE I N ADDI TI ON TO ANY
OTHER LAWFUL REMEDY AVAI LABLE TO A SUBSCRI BER

4. NO ACTI ON MAY BE BROUGHT UNDER THE PROVISIONS OF TH'S SECTI ON
UNLESS SUCH ACTION IS COWENCED W THI N THE TWO YEARS FROM THE DATE OF
THE ACT COWPLAI NED OF OR THE DATE OF DI SCOVERY OF SUCH ACT.

S 907. SEPARABI LI TY CLAUSE. | F ANY CLAUSE, PARAGRAPH, SECTION OR PART
OF TH S ARTI CLE SHALL BE ADJUDGED BY ANY COURT OF COVPETENT JURI SDI CTI ON
TO BE INVALID OR UNCONSTI TUTI ONAL, SUCH JUDGVENT SHALL NOT AFFECT,
| MPAI R OR | NVALI DATE THE REMAI NDER THEREOF, BUT SHALL BE CONFINED IN I TS
OPERATI ON TO THE CLAUSE, SENTENCE, PARAGRAPH, SECTION OR PART THEREOF
DI RECTLY |INVOLVED | N THE CONTROVERSY I N WHI CH SUCH JUDGVENT SHALL HAVE
BEEN RENDERED.

S 4. This act shall take effect on the one hundred eightieth day after
it shall have becone a | aw.



