OCOoO~NOUIRWN P

STATE OF NEW YORK

9456

| N ASSEMBLY

January 6, 2026

Introduced by M of A RAJKUMAR -- read once and referred to the Commt-
tee on Covernmental COperations

AN ACT to anend the state finance | aw and the general municipal law, in
relation to prohibiting procurenent of certain technology that poses
security threats; and to amend a chapter of the laws of 2025 anendi ng
the state finance law and the general nunicipal law relating to
prohibiting procurement of <certain technology that poses security
threats, as proposed in legislative bills nunbers S. 3259 and A 2237,
inrelation to the authority of the office of information technol ogy
services to issue certain guidance relating thereto

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Section 163-e of the state finance |aw, as added by a chap-
ter of the laws of 2025 anending the state finance law and the genera
muni ci pal law relating to prohibiting procurenent of certain technol ogy
that poses security threats, as proposed in legislative bills nunbers S.
3259 and A. 2237, is anended to read as foll ows:

8§ 163-e. Restriction on purchasing certain technology which poses a
security threat. 1. (a) Notw thstanding any inconsistent provision of
|l aw, the state and any departnent, bureau, board, commission, authority,
and any other agency or instrunentality of the state shall not enter
into or renew any contract or agreenent to procure [ipierration—and
comunications] technol ogy, including hardware, systens, devices, soft-
ware, or services that include enbedded or incidental information tech-
nol ogy, which are prohibited from federal procurement pursuant to
section 889 of Public Law 115-232 of 2018.

(p) The tern1[lLnLe;naL+9n—and—e9n?yﬂ+sgLL@ns—%eehneL@gyl—nagns+

have the

Frctude—aut-orat-ed-—deci-si-on—naki-ng—systens| "technol ogy" shall

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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same nmeaning as such termis defined in subdivision ten of section one
hundred sixty of this article.

2. The [eh+eﬁ——+nie#na%+en—ei¢+£*wq office of information technol ogy
services shall, in consultation with the division of honeland security
and energency services and the office of general services, establish and
update regularly a list of restricted [rforratior—and—comni-cati-ons]
t echnol ogy. Technology on this list shall not be procured by any state
agency, state or local authority, or political subdivision unless a
wai ver is issued pursuant to subdivision three of this section or the
[ ehief—Fnformation—ofiicer] office of information technol ogy services
determ nes that the technology shall only be restricted in limted
ci rcunst ances.

The list shall:

(a) contain [iwforraiiohr—and—cormthi-cations] technol ogi es that pose a
security risk to the state of New York or its political subdivisions. In
det er mi ni ng whet her [ ipfermati-on—and—ecomrunri-cations] technol ogy poses
such a risk, the [ehief—nformation—-oificer] office of information tech-
nol ogy services shall ~consult relevant federal sources, including the

departnent of defense inspector general report no. DOD G 2019-106, as
wel | as any other source that shall be determined to be rel evant; and

(b) [desG4+@e7—Lhe——sGepe7—Qi—eaeh—#es%#LGf+eansush—as—mheLhe#—L%—Ls

3] be published online and conmuni cated to all relevant procurenent
officers in all state agencies, state authorities, and political subdi-
Vi si ons.

3. The [ecowm-ssioner] office of information technology services, in
collaboration with the division of honeland security and energency
services, the [ecomr-ssioner—of—the] office of general services, the
[ adjutant—general—the—chiefinformation—officer] division of nmilitary

and naval affairs, and the chi ef cyber officer, [Lhe——eh+e#——}eehne¥eg¥

seePLen—889—eL—PubLFG—L&%P%&%-QSQ—@L—QQ&8T] nay provide a waiver from
this section if:

(a) any such entity determnes the waiver is in the interests of the
state or political subdivision;

(b) no conpliant product or service is available to be procured as,
and when, needed at United States narket prices or a price that is not
consi dered prohibitively expensive; and

(c) such waiver could not reasonably be expected to conprom se the
security or integrity of a conputer network operated by an instrumental -
ity of the state.

(d) Any state agency. state or local authority, or political subdivi-
sion seeking a waiver fromany federal agency authorized under section
889 of Public lLaw 115-232 of 2018 nust provide notice of any such waiver
granted to the office of infornmation technology services within thirty
days of waiver approval.

4. An unmanned aerial vehicle or other equipnent or service relating
to the operation of an unmanned aerial vehicle froma business or entity
that would otherwi se be subject to restriction under subdivision one or
two of this section nust be exenpt from such restriction if:

(a) any photograph, inage, recording or other information collected by
the state agency. state or local authority., or political subdivision
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from the operation of the unmanned aerial vehicle or other equipnment or
service relating to the operation of the unmanned aerial vehicle:

(i) is stored and nmmintained exclusively within the United States; and

(ii) is not accessible to the business or entity that would otherw se
be subject to restriction; or

(iii) is operated using software developed and maintained in the
United States.

(b) the provisions of this subdivision shall not be construed to
di scourage the purchase or acquisition of any unmanned aerial vehicle or
ot her equi pnment or service relating to the operation of an unnmanned
aerial vehicle that is manufactured in the United States.

5. Nothing in this section shall be construed:

(a) to require any [Fni£#4nu44;4—and—eennun+£ﬁﬁ+4y¥ﬂ t echnol ogy resi -
dent in equipnent, systens, or services as of the day before the effec-
tive date of this section to be renoved or replaced;

(b) to prohibit or |imt the utilization of such [inrfermation—and
compnicatiens] technol ogy throughout the I|ifecycle of such existing
equi pnent ; or

(c) torequire the recipient of a state contract, grant, |oan, or |oan
guarantee to repl ace [FnLe;na%+en—and—eennah+£ﬁﬁ44¥¥ﬂ t echnol ogy resi -
dent in equipnent, systens, or services before the effective date of
this section.

§ 2. Section 103-h of the general nunicipal |aw, as added by a chapter
of the laws of 2025 amending the state finance |aw and the genera
muni ci pal law relating to prohibiting procurenment of certain technology
that poses security threats, as proposed in legislative bills nunbers S
3259 and A. 2237, is amended to read as follows:

8 103-h. Restriction on purchasing certain technol ogy which poses a
security threat. 1. (a) Notw thstanding any inconsistent provision of
law a political subdivision shall not enter into or renew any contract
or agreenent to procure [Fﬂ#@F#&LFOH—4H¥¥—4HHHHH¥4HH44¥HH t echnol ogy,
i ncludi ng hardware, systens, devices, software, or services that include
enbedded or incidental information technol ogy, which are prohibited from
federal procurenment pursuant to section 889 of Public Law 115-232 of
2018, or which are included on the Iist created pursuant to subdivision
two of section one hundred sixty-three-e of the state finance | aw

(b) The tern1[—+nLe#na%+en—and—eennue+ea#+ens—%eehne¥egy——neans—

941—U—S—G—+H;QJ technoloqv shaII have the sanme neani ng as such term
is defined in subdivision ten of section one hundred sixty of the state
finance | aw

2. The [ecowm-ssioner]| office of information technology services, in
collaboration with the division of honeland security and energency
services, the [ecomr-ssioner—of—the] office of general services, the
[ adjotant—general—the—chi-ef—nformation—officer] division of mlitary

and naval affairs, and the chief cyber officer, [the—echiet—technrelogy

seePLen—889—eL—PubLLe—Lameéé%-zsz—eL—zgésT] may provide a waiver from
this section if:

(a) any such entity deternmines the waiver is in the interest of the
political subdivision
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(b) no conpliant product or service is available to be procured as,
and when, needed at United States narket prices or a price that is not
consi dered prohibitively expensive; and

(c) such waiver could not reasonably be expected to conprom se the
security or integrity of a conputer network operated by an instrumental -
ity of the state.

[4=] (d) Any political subdivision seeking a waiver from any federa
agency authorized under section 889 of Public Law 115-232 of 2018 nust
provide notice of any such waiver granted to the office of information
technol ogy services within thirty days of waiver approval.

3. Nothing in this section shall be construed

(a) to require any [information—and——comrnications] technol ogy resi-
dent in equipnent, systens, or services as of the day before the effec-
tive date of this section to be renoved or replaced

(b) to prohibit or I|imt the utilization of such [inrfermation—and
somuRi-cati-ons] technol ogy throughout the |lifecycle of such existing
equi prent ; or

(c) torequire the recipient of a state contract, grant, |oan, or |oan
guarantee to replace [inpferration—-and——ecomrunications] technol ogy resi-
dent in equipnent, systens, or services before the effective date of
this section.

8 3. Section 3 of a chapter of the |aws of 2025 anending the state
finance law and the general nunicipal law relating to prohibiting
procurenent of certain technology that poses security threats, as
proposed in legislative bills nunbers S. 3259 and A 2237, is anmended to
read as foll ows:

8 3. No later than the effective date of this act, the office of

[ genreral—services| information technology services shall [proemHgate
—H-es—and—regul-ati-onrs—and

] issue guidance to all state agencies and
| ocal procurement authorities necessary, including providing updates
on prohibited or excluded entities for procurement contracts in

conformity with federal law, rules and regulations, no later than sixty
days after any entity is prohibited or excluded.

8 4. Section 4 of a chapter of the laws of 2025 amending the state
finance law and the general nunicipal law relating to prohibiting
procurement of certain technology that poses security threats, as
proposed in legislative bills nunbers S. 3259 and A 2237, is anmended to
read as foll ows:

8 4. This act shall take effect two years after it shall have becone a
|law. Effective immedi ately, the office of [gereral—services] infornation
technology services is authorized to [promHgate—+ules—andregulations

and] issue guidance to all state agencies and | ocal procurenent authori-
ties necessary for the inplenentation of this act on its effective date,
i ncludi ng providing updates on prohibited or excluded entities for
procurement contracts in conformty with federal law, rules and regu-
| ati ons.

8 5. This act shall take effect inmediately; provided, however, that
sections one, two and three of this act shall take effect on the sane
date and in the same manner as a chapter of the laws of 2025 amending
the state finance | aw and the general municipal law relating to prohib-
iting procurenent of certain technol ogy that poses security threats, as
proposed in legislative bills nunbers S. 3259 and A 2237, takes effect.




