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STATE OF NEW YORK

2896

2023- 2024 Regul ar Sessi ons

| N ASSEMBLY

January 31, 2023

Introduced by M of A ALVAREZ -- read once and referred to the Commt-
tee on Energy

AN ACT to anend the energy |law, the executive |law and the public service
law, in relation to critical energy infrastructure security and
responsibility; and to amend a chapter of the |aws of 2022 anendi ng
the energy |law, the executive |law and the public service law relating
to critical energy infrastructure security and responsibility, as
proposed in legislative bills nunbers S. 5579-A and A 3904-B, in
relation to the effectiveness thereof

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Subdivisions 14 and 15 of section 1-103 of the energy |aw,
as added by a chapter of the |laws of 2022 anending the energy |law, the
executive law and the public service law relating to critical energy
infrastructure security and responsibility, as proposed in |egislative
bills nunmbers S. 5579-A and A 3904-B, are amended to read as foll ows:

14. "Critical energy infrastructure" neans systens, including indus-
trial control systens, | i i —
assets, places or things, whether physical or virtual, so vital to the
state that the disruption, incapacitation or destruction of such
systems, including industrial control systens, [eustorer—eleciiical—or

| -] assets, places or things could jeopardize the
heal th, safety, welfare, energy distribution, transmssion, reliability,
or security of the state, its residents or its econony.

15. "Industrial control systens" neans [a—ecoabirationr—of——cont+rol-

nmation system used to nonitor and/or control industrial processes,
including supervisory control and data acquisition systens used to noni -

EXPLANATI ON--Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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tor and/or control geographically dispersed assets, distributed contro
systems, human-nmachine interfaces, and progranmable logic controllers
that control |ocalized processes.

8 2. Paragraph (j) of subdivision 2 of section 709 of the executive
| aw, as anended by a chapter of the laws of 2022 anending the energy
law, the executive |law and the public service lawrelating to critical
energy infrastructure security and responsibility, as proposed in |egis-
lative bills numbers S. 5579-A and A 3904-B, is anended to read as
fol | ows:

(j) work wth local, state and federal agencies and private entities

to conduct assessnents of the vulnerability of critical infrastructure
to terrorist attack, cyber attack, and other natural and man-made di sas-
ters, including, but not Iinmted to, nuclear facilities, power plants,

t el ecommuni cati ons systens, mass transportation systens, public road-
ways, railways, bridges and tunnels, [ard—attendant—ndusitial—cont+ol

law] and devel op strategies that may be used to protect such infrastruc-
ture fromterrorist attack, cyber attack, and other natural and man- nade
di sasters;

8 3. Paragraph (a) of subdivision 19 of section 66 of the public
service law, as anended by a chapter of the laws of 2022 anending the
energy law, the executive law and the public service law relating to
critical energy infrastructure security and responsibility, as proposed
in legislative bills nunbers S. 5579-A and A 3904-B, is anmended to read
as follows:

(a) The conmi ssion shall have power to provide for rmanagenent and
operations audits of gas corporations and electric corporations. Such
audits shall be perforned at |east once every five years for conbi nation
gas and el ectric corporations, as well as for straight gas corporations
having annual gross revenues in excess of two hundred mllion dollars.
The audit shall include, but not be linited to, an investigation of the
conmpany's construction programplanning in relation to the needs of its
customers for reliable service, an evaluation of the efficiency of the
company's operations, an evaluation of custoner privacy protections,
including but not limted to customer electrical and gas consunption
dat a and protection of critical energy infrastructure as defined in
subdi vi sion fourteen of section 1-103 of the energy |aw, recomendations
with respect to sanme, and the timng with respect to the inplenentation
of such recomendations. The commi ssion shall have discretion to have
such audits perfornmed by its staff, or by independent auditors.

In every case in which the conmission chooses to have the audit
provided for in this subdivision or pursuant to subdivision fourteen of
section sixty-five of this article perfornmed by independent auditors, it
shall have authority to select the auditors, and to require the conpany
being audited to enter into a contract with the auditors providing for
their paynment by the conpany. Such contract shall provide further that
the auditors shall work for and under the direction of the conmn ssion
according to such terns as the comission nay determine are necessary
and reasonabl e.

8 4. Paragraph (d) of subdivision 19 of section 66 of the public
service |aw, as added by a chapter of the laws of 2022 amending the
energy law, the executive Ilaw and the public service lawrelating to
critical energy infrastructure security and responsibility, as proposed
in legislative bills nunbers S. 5579-A and A 3904-B, is anended to read
as follows:
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(d) The conmi ssion shall have the power to provide for an annual audit
of gas corporations and electric corporations relating to the adequacy
of cyber-security policies, protocols, procedures and prot ections
including, but not limted to, as such policies, protocols, procedures
and protections relate to critical energy infrastructure as defined in
subdi vi sion fourteen of section 1-103 of the energy law and [alse—+t0]
custoner privacy including but not limted to custoner electric and gas
consunption data. The commi ssion shall have the discretion to have such
audits perforned by its staff or by an independent third party.

§ 5. Subdivisions 30 and 31 of section 66 of the public service |aw,
as added by a chapter of the |aws of 2022 anending the energy law, the
executive law and the public service lawrelating to critical energy
infrastructure security and responsibility, as proposed in legislative
bills nunbers S. 5579-A and A. 3904-B, are anended and a new subdi vi si on
32 is added to read as foll ows:

30. Pronulgate rules and regulations to direct electric or gas corpo-
rations to develop and inplement tools to nonitor: (a) operationa
control networks giving the electric or gas corporation the ability to
undertake the detection of unauthorized network behavior related to such
corporation's industrial control systenms, as defined in subdivision
fifteen of section 1-103 of the energy law__and (b) nonitor and protect
custonmer privacy, including but not limted to custoner electric and gas
consunption data from unauthorized disclosure. On or before Decenber
thirty-first, two thousand twenty-three and not later than five years
after such date, and every five years thereafter, the comm ssion shal
provide a report to the governor, the tenporary president of the senate,
the speaker of the assenbly, the chairperson of the assenbly standing
commttee on energy, and the chairperson of the senate standing conmit-
tee on energy and telecomunications reviewing electric or gas corpo-
ration conpliance with this section, including, as necessary, reconmen-
dations to the legislature if the conm ssion determ nes that additional
nmeasures are required to ensure the effective protection of electric or
gas corporation critical infrastructure

31. Pronulgate rules and regulations to direct electric or gas corpo-
rations to require the installation of advanced netering infrastructure
that connects to the electric or gas distribution network operated by
such electric or gas corporation be permtted only so long as access to
the advanced neter infrastructure enables two-way comuni cati on between
utilities and nmeters through the optimal conmunications network option
such as a wireless network, that is shared by at |east two nmeter provid-
ers operating wthin the United States of America, if the conm ssion
determines that it is cost effective and technically feasible to do so.

32. Custoner electric and gas consunption data shall be considered
confidential. The conmission shall have the authority to promulgate
rules and regulations to require gas or electric corporations to take
necessary nmeasures to protect such data from unauthorized or unconsented
di scl osure.

8§ 6. Section 8 of a chapter of the laws of 2022 anendi ng the energy
|l aw, the executive |law and the public service lawrelating to critical
energy infrastructure security and responsibility, as proposed in |egis-
lative bills nunbers S. 5579-A and A 3904-B, is anended to read as
fol | ows:

8§ 8. This act shall take effect on the one hundred eightieth day after
it shall have becone a law. Effective inmediately, the public service
comm ssion is authorized and directed to take actions necessary to
promul gate rules and regulations related to the inplenentation of subdi-
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visions 30 [ard]. 31 and 32 of section 66 of the public service law on
or before such effective date.

§ 7. This act shall take effect imediately; provided however, that
sections one, two, three, four and five of this act shall take effect on
the same date and in the same manner as a chapter of the laws of 2022
anending the energy |law, the executive law and the public service |aw
relating to critical energy infrastructure security and responsibility,
as proposed in legislative bills nunbers S. 5579-A and A 3904-B, takes
effect.



