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STATE OF NEW YORK

7786

| N SENATE

January 11, 2022

Introduced by Sen. KRUEGER -- read twi ce and ordered printed, and when
printed to be conmtted to the Committee on Rul es

AN ACT to anmend the state technology law, in relation to the notifica-
tion of <certain agencies of a breach of the security systemor a
breach of the security network

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Section 209 of the state technology |aw, as added by a
chapter of the |aws of 2021 anending the state technology law relating
to the notification of certain state agencies of a data breach or
network security breach, as proposed in legislative bills nunbers S
7019 and A. 7612, is anmended to read as foll ows:

8§ 209. Notification of [data] a breach [er—network] of the security of
the system or a breach of network security; shared data. 1. The office

shall, within tmenty four hour s [feLLem+ng7—the——d+see¥ery——ef——a——daka

] of either beind notified of or receivind
evidence of a breach of the security of the system or a breach of
network security, as defined in paragraphs (a) and (b) of subdivision
three of this section, notify the chief information officer, [and—where
appropate~] the chief information security officer, and where appro-
priate, the cyber security coordinator of any state entity with which it

shares dat a, provrdes net wor ked services or shares a network connection
whose data, services or connection is [e+—may—have-been—the—sublect—of]
reasonably suspected to be affected bv anv such br each [mhether—e#—ne%

2. The office shall[

—A—additiontothe provisigns ot subdivisionone
of—thi-s—section—notify] provide the chief information officer, [and

where—appropiate~] the chief information security officer, and where
appropriate, the cyber risk coordlnator of [sueh] any state entlty [m+%h

breash—ot] . mho has been notified Dursuant to subdivi sion one of thls

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
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section, with its plan for renediation of the breach and future
protection of such data and networKk.
3. For purposes of this section:

] "Breach of the

security of the systenmi’ shall have the sane neaning as defined in para-
graph (b) of subdivision one of section tw hundred eight of this arti-

cle.

((b) [+ ' -

Aetwerk—awrer—ear—steward] Breach of network securltv shall nean unau-
thorized access to or access without valid authorization of a conputer
network which conprom ses the security, confidentiality, or integrity of
w

(c) State entlty shal | [neen——any——sLaLe——bea#def—baeeaqu—dL¥LsLeh?

] have the sane neaning as

provided by paragraph (c) of subdivision one of section two hundred
eight of this article.

§ 2. This act shall take effect on the sane date and in the sane
manner as a chapter of the |laws of 2021 anendi ng the state technol ogy
law relating to the notification of certain state agencies of a data
breach or network security breach, as proposed in legislative bills
nunbers S. 7019 and A 7612, takes effect.




