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STATE OF NEW YORK

9952

| N ASSEMBLY

April 19, 2022

Introduced by M of A OIS -- read once and referred to the Conmittee
on Sci ence and Technol ogy

AN ACT to anmend the state technology law, in relation to enacting the
"critical infrastructure standards and procedures act"

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. The state technology law is anended by adding a new article
4 to read as foll ows:
ARTICLE 4
CRI TI CAL | NFRASTRUCTURE STANDARDS AND PROCEDURES ACT
Section 401. Short title.
402. Definitions.
403. Conpliance with cybersecurity standards for critical
infrastructure

404. Procurenent, construction, reconstruction, alteration
design and comm ssioning of «critical infrastructure or
automation control systens or automation control system
conponents.

405. Operations and naintenance of critical infrastructure.

8 401. Short title. This article shall be known and may be cited as
the "critical infrastructure standards and procedures (CRISP) act".

8 402. Definitions. The following terns shall have the foll owi ng nean-
i ngs:

1. Critical infrastructure shall include, but shall not be linmted to:

(a) public transportation;

(b) water and wastewater treatnent facilities;

(c) public utilities and services subject to the jurisdiction, super-
vision, powers and duties of the public service commssion and the
departnent of public service;

(d) public buildings, including those operated by the state university
of New York;

(e) hospitals and public health facilities regulated pursuant to arti-
cle twenty-eight of the public health | aw

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is oldlawto be omtted.
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(f) facilities created or existing under the public authorities |aw
and

(g) financial services organizations regulated under the financial
services | aw.

2. Automation and control systemshall include personnel. hardware,
software and policies involved in the operation of the critical infras-
tructure that may affect or influence its safe, secure and reliable
operation.

3. Automation and control system conponents shall nean control systens
and any conplenentary hardware and software conponents that have been

installed and configured to operate in an automation and control system
Such systens shall include, but shall not be linmted to:

(a) control systens, whether physically separate or integrated
including distributed control systens, progranmmuble logic controllers,
renbte terminal units, intelligent electronic devices, supervisory
control and data acquisition., netwrked el ectronic sensing and control
and nonitoring and diagnostic systens;

(b) associated information systens, such as advanced or nultivariable
control, online optinzers, dedicated equipnent nonitors, graphical
interfaces, process historians, mnmanufacturing execution systens and
plant infornmati on nmanagenent systens;

(c) associated internal, human, network, or nmachine interfaces used to
provide control, safety, and manufacturing operations functionality to
continuous, batch, discrete; and

d) other processes as defined by the international societ of auto-
mation including the | SA/IEC 62443 series of standards, as referenced by
the national institute of standards and technology (N ST).

4. Asset owner shall nmean the public or private owner or entity
accountabl e and responsible for operation of the critical infrastructure
and for the automation and control system The asset owner shall be the
operator of the automation and control system and of such equi pnent
under contr ol

5. perational technology shall nean the hardware and software that
detects or causes a change in the critical infrastructure through the
direct nonitoring or control of physical devices, systens, processes and
events.

8 403. Conpliance with cybersecurity standards for critical infras-
tructure. The office, in consultation with the departnent of honel and
security and energency services and the superintendent of financial
services shall nmake a determnation of critical infrastructure, includ-
ing whose assets, systens, and networks, whether physical or virtual
are considered vital and vulnerable to cybersecurity attacks.

8 404. Procurenment., construction, reconstruction, alteration, design
and comm ssioning of critical infrastructure or automation contro
systens or autonmtion control system conponents. On or after July first,
two thousand twenty-six, the asset owner, when procuring automation and
control system conponents, as defined in subdivision three of section
four hundred two of this article, services or solutions, or when
contracting for facility upgrades or the construction of critical
infrastructure facilities, shall require such conponents, services, and
solutions to conformto the | SA/IEC 62443 series of standards as refer-
enced by NIST for defining neasures to assure confornance. Al contracts
awarded for construction, reconstruction, alteration. design and comm s-
sioning of facilities identified as critical infrastructure under this
article shall provide that such installed autonmation and control conpo-
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nents neet the mnmninum standards for cybersecurity as defined by the
| SA/ | EC 62443 series of standards as referenced by N ST

8 405. Qperations and maintenance of critical infrastructure. On or
after July first, two thousand twenty-four, the asset owner shall be
responsible for ensuring that the operation and nmi nt enance of opera-
tional technology, including critical infrastructure, automation contro
systens and automation control system conponents conform with the
| SA/ | EC 62443 series of standards as referenced by N ST, including annu-
al risk assessnments and shall create a nitigation plan.

8§ 2. This act shall take effect on the one hundred eightieth day after
it shall have become a law Effective imediately, the office, the
comm ssi oner of honmel and security and energency services and the super-
i ntendent of financial services nmay pronul gate rules and regul ati ons and
take other actions reasonably necessary to inplenent this act on that
dat e.




