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STATE OF NEW YORK

3407
2015- 2016 Regul ar Sessi ons
I N SENATE
February 6, 2015

I ntroduced by Sens. CROCI, GOLDEN -- read tw ce and ordered printed, and
when printed to be commtted to the Cormittee on Rul es

AN ACT to amend the executive law, in relation to a cyber security
initiative

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The executive |law is anmended by adding a new section 719 to
read as foll ows:

S 719. NEW YORK STATE CYBER SECURI TY I NI TI ATIVE. 1. LEGQ SLATI VE FI ND-
I NGS. THE LEQ SLATURE FI NDS AND DECLARES THAT REPEATED CYBER | NTRUSI ONS
| NTO CRI Tl CAL | NFRASTRUCTURE, EFFECTI NG GOVERNMENT, PRI VATE SECTOR BUSI -
NESS, AND Cl TI ZENS OF THE STATE OF NEW YORK, HAVE DEMONSTRATED THE NEED
FOR | MPROVED CYBER SECURI TY.

THE LEGQ SLATURE FURTHER FINDS AND DECLARES THAT TH S CYBER THREAT
CONTI NUES TO GROW AND REPRESENTS ONE OF THE MOST SERI OUS PUBLI C SECURI TY
CHALLENGES THAT NEW YORK MUST CONFRONT. MOREOVER, THE SECURITY OF THE
STATE OF NEW YORK DEPENDS ON THE RELIABLE FUNCTI ONI NG OF NEW YORK
STATE' S CRI TI CAL | NFRASTRUCTURE, AND PRI VATE SECTOR BUSI NESS | NTERESTS,
AS WELL AS THE PROTECTI ON OF THE FI NANCES AND | NDI VI DUAL LI BERTI ES OF
EVERY CI Tl ZEN, I N THE FACE OF SUCH THREATS.

THE LEG SLATURE ADDI TI ONALLY FI NDS AND DECLARES THAT TO ENHANCE THE
SECURI TY, PROTECTI ON AND RESI LI ENCE OF NEW YORK STATE' S CRI Tl CAL | NFRAS-
TRUCTURE, AND PRIVATE SECTOR BUSINESS |INTERESTS, AS WELL AS THE
PROTECTI ON OF THE FI NANCES AND | NDI VI DUAL LI BERTIES OF EVERY ClTIZEN,
THE STATE OF NEW YORK MUST PROMOTE A CYBER ENVI RONMVENT THAT ENCOURAGES
EFFI Cl ENCY, | NNOVATI ON, AND ECONOM C PROSPERI TY, AND THAT CAN OPERATE
W TH SAFETY, SECURITY, BUSINESS CONFIDENTIALITY, PRIVACY, AND ClVIL
LI BERTY.

THE LEG SLATURE FURTHER FI NDS AND DECLARES THAT TO CREATE SUCH A SAFE
AND SECURE CYBER ENVI RONVENT FOR GOVERNMENT, PRI VATE SECTOR BUSI NESS AND
I NDI VI DUAL CI TI ZENS, NEW YORK MJUST ADVANCE, | N ADDI TION TO I TS CURRENT

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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EFFORTS IN TH' S FI ELD, A NEW YORK STATE CYBER SECURI TY I NI TI ATI VE, THAT
ESTABLI SHES A NEW YORK STATE CYBER SECURI TY ADVI SORY BOARD, A NEW YORK
STATE CYBER SECURI TY PARTNERSH P PROGRAM W TH THE OAMNERS AND OPERATORS
OF CRITI CAL | NFRASTRUCTURE, PRI VATE SECTOR BUSI NESS, ACADEM A, AND | NDI -
VIDUAL C TIZENS TO | MPROVE, DEVELOP AND | MPLEMENT RI SK- BASED STANDARDS
FOR GOVERNMENT, PRI VATE SECTOR BUSI NESSES AND | NDI VI DUAL CI TI ZENS; AND A
NEW YORK STATE CYBER SECURI TY | NFORVATI ON SHARI NG PROGRAM

2. CRITICAL | NFRASTRUCTURE AND | NFORVATI ON SYSTEMS. AS USED IN TH' S
SECTION, THE TERM "CRITICAL | NFRASTRUCTURE AND | NFORVATI ON SYSTEMS!
SHALL MEAN ALL SYSTEMS AND ASSETS, VWHETHER PHYSI CAL OR VI RTUAL, SO VI TAL
TO THE GOVERNMENT, PRI VATE SECTOR BUSI NESSES AND | NDI VI DUAL CI TI ZENS OF
THE STATE OF NEW YORK THAT THE | NCAPACI TY OR DESTRUCTI ON OF SUCH SYSTEMs
AND ASSETS WOULD HAVE A DEBI LI TATI NG | MPACT TO THE SECURI TY, ECONOW, OR
PUBLI C HEALTH OF THE | NDI VI DUAL CI TI ZENS, GOVERNMENT, OR PRI VATE SECTOR
BUSI NESSES OF THE STATE OF NEW YORK.

3. NEW YORK STATE CYBER SECURI TY ADVI SORY BOARD. (A) THERE SHALL BE
WTH N THE D VISl ON OF HOVELAND SECURI TY AND EMERGENCY SERVI CES, A NEW
YORK STATE CYBER SECURI TY ADVI SCRY BOARD, VWH CH SHALL ADVI SE THE GOVER-
NCR AND THE LEGQ SLATURE ON DEVELOPMENTS | N CYBER SECURITY AND MAKE
RECOMVENDATI ONS FOR PROTECTI NG THE STATE'S CRI TI CAL | NFRASTRUCTURE AND
| NFORVATI ON SYSTEMS.

(B) THE BOARD MEMBERS SHALL CONSI ST OF ELEVEN MEMBERS APPO NTED BY THE
GOVERNOR, W TH THREE MEMBERS APPO NTED UPON RECOMVENDATI ON OF THE TEMPO-
RARY PRESI DENT OF THE SENATE, AND THREE MEMBERS APPO NTED AT THE RECOM
MENDATI ON OF THE SPEAKER OF THE ASSEMBLY. ALL MEMBERS SO APPO NTED SHALL
HAVE EXPERTI SE I N CYBER SECURI TY, TELECOVMUNI CATI ONS, | NTERNET SERVI CE
DELI VERY, PUBLI C PROTECTI ON, COVPUTER SYSTEMS AND/ OR COMPUTER NETWORKS.

(© THE BOARD SHALL | NVESTI GATE, DI SCUSS AND MAKE RECOMVENDATI ONS
CONCERNI NG CYBER SECURI TY | SSUES | NVOLVI NG BOTH THE PUBLI C AND PRI VATE
SECTORS AND WHAT STEPS CAN BE TAKEN BY NEW YORK STATE TO PROTECT CRI T-
| CAL CYBER | NFRASTRUCTURE, FI NANCI AL SYSTEMS, TELECOVMUNI CATI ONS
NETWORKS, ELECTRICAL GRIDS, SECURITY SYSTEMS, FIRST RESPONDER SYSTEMS
AND | NFRASTRUCTURE, PHYSI CAL | NFRASTRUCTURE SYSTEMS, TRANSPORTATI ON
SYSTEM5S, AND SUCH OTHER AND FURTHER SECTORS OF STATE GOVERNVENT AND THE
PRI VATE SECTOR AS THE ADVI SORY BOARD SHALL DEEM PRUDENT.

(D) THE PURPOSE OF THE ADVI SORY BOARD SHALL BE TO PROMOTE THE DEVELOP-
MENT OF | NNOVATI VE, ACTI ONABLE POLI Cl ES TO ENSURE THAT NEW YORK STATE IS
IN THE FOREFRONT OF PUBLI C CYBER SECURI TY DEFENSE.

(E) THE MEMBERS OF THE ADVI SORY BOARD SHALL RECEIVE NO COVPENSATI ON
FOR THEIR SERVICES, BUT MAY RECEI VE ACTUAL AND NECESSARY EXPENSES, AND
SHALL NOT BE DI SQUALI FI ED FOR HOLDI NG ANY OTHER PUBLI C OFFI CE OR EMPLOY-
MENT BY MEANS OF THEI R SERVI CE AS A MEMBER OF THE ADVI SORY BQOARD.

(F) THE ADVI SORY BOARD SHALL BE ENTI TLED TO REQUEST AND RECEIVE, AND
SHALL BE PROVI DED W TH, SUCH FACI LI TI ES, RESOURCES AND DATA OF ANY AGEN-
CY, DEPARTMENT, DI VISION, BOARD, BUREAU, COW SSI OQN, OR PUBLI C AUTHORI TY
OF THE STATE, AS THEY NMNAY REASONABLY REQUEST, TO CARRY QUT PROPERLY
THEI R POAERS, DUTI ES AND PURPCSE.

4. NEWYORK STATE CYBER SECURITY | NFORMATION SHARI NG AND THREAT
PREVENTI ON PROGRAM (A) THE DI VI SI ON OF HOVELAND SECURI TY AND EMERGENCY
SERVI CES, | N CONSULTATION WTH THE DIVISION OF THE STATE POCLICE, THE
STATE OFFICE OF | NFORVATION TECHNOLOGY SERVICES, AND THE CENTER FOR
| NTERNET SECURI TY, SHALL ESTABLISH, WTH N SI XTY DAYS OF THE EFFECTI VE
DATE OF TH' S SECTI ON, A NEW YORK STATE CYBER SECURI TY | NFORVATI ON SHAR-
I NG AND THREAT PREVENTI ON PROGRAM

(B) I'T SHALL BE THE PURPCSE OF THE NEW YORK STATE CYBER SECURITY
| NFORVATI ON  SHARI NG AND THREAT PREVENTION PROGRAM TO | NCREASE THE
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VOLUVE, TI MELI NESS, AND QUALI TY OF CYBER THREAT | NFORVATI ON SHARED W TH
NEW YORK STATE PUBLI C AND PRI VATE SECTOR ENTI TI ES SO THAT THESE ENTI Tl ES
MAY BETTER PROTECT AND DEFEND THEMSELVES AGAI NST CYBER THREATS AND TO
PROMOTE THE DEVELOPMENT OF EFFECTI VE DEFENSES AND STRATEGQ ES TO COVBAT,
AND PROTECT AGAI NST, CYBER THREATS AND ATTACKS.

(© TO FACI LI TATE THE PURPOSES OF THE NEW YORK STATE CYBER SECURITY
I NFORVATI ON SHARI NG AND THREAT PREVENTI ON PROGRAM THE DI VI S| ON OF HOMVE-
LAND SECURITY AND EMERGENCY SERVI CES, SHALL PROMULGATE REGULATIONS, IN
ACCORDANCE W TH THE PROVI SIONS OF THI' S SUBDI VI SI ON.

(D) THE REGULATI ONS SHALL PROVI DE FOR THE TI MELY PRODUCTI ON OF UNCLAS-
SI FI ED REPORTS OF CYBER THREATS TO NEW YORK STATE AND I|ITS PUBLIC AND
PRI VATE SECTOR ENTITIES, |NCLUDI NG THREATS THAT | DENTIFY A SPECIFIC
TARGETED ENTI TY.

(E) THE REGULATI ONS SHALL ADDRESS THE NEED TO PROTECT | NTELLI GENCE AND
LAW ENFORCEMENT SOURCES, METHODS, OPERATI ONS, AND | NVESTI GATI ONS, AND
SHALL FURTHER ESTABLI SH A PROCESS THAT RAPI DLY DI SSEM NATES THE REPORTS
PRODUCED PURSUANT TO PARAGRAPH (D) OF THIS SUBDIVISION, TO BOTH ANY
TARGETED ENTITY AS WELL AS SUCH OTHER AND FURTHER PUBLI C AND PRI VATE
ENTI TIES AS THE DI VI SI ON SHALL DEEM NECESSARY TO ADVANCE THE PURPCSES OF
TH' 'S SUBDI VI SI ON.

(F) THE REGULATI ONS SHALL FURTHER ESTABLI SH A SYSTEM FOR TRACKI NG THE
PRODUCTI ON, DI SSEM NATI ON, AND DI SPOSI TI ON OF THE REPORTS PRODUCED I N
ACCORDANCE W TH THE PROVI SIONS OF THI S SUBDI VI SI ON.

(G THE REGULATI ONS SHALL ALSO ESTABLI SH AN ENHANCED CYBER SECURITY
SERVI CES PROGRAM W THI N NEW YORK STATE, TO PROVI DE FOR PROCEDURES,
METHODS AND DI RECTI VES, FOR A  VOLUNTARY | NFORVATI ON SHARI NG PROGRAM
THAT WLL PROVI DE CYBER THREAT AND TECHNI CAL | NFORMATI ON COLLECTED FROM
BOTH PUBLI C AND PRI VATE SECTOR ENTITIES, TO SUCH PRI VATE AND PUBLIC
SECTOR ENTITIES AS THE DI VI SI ON DEEMs PRUDENT, TO ADVI SE ELI G BLE CRI T-
| CAL | NFRASTRUCTURE COVPANI ES OR COVMERCI AL SERVI CE PROVI DERS THAT OFFER
SECURI TY SERVI CES TO CRI TI CAL | NFRASTRUCTURE ON CYBER SECURITY THREATS
AND DEFENSE MEASURES.

(H THE REGULATI ONS SHALL ALSO SEEK TO DEVELOP STRATEGQ ES TO MAXI M ZE
THE UTILITY OF CYBER THREAT | NFORVATI ON SHARI NG BETWEEN AND ACRCSS THE
PRI VATE AND PUBLI C SECTORS, AND SHALL FURTHER SEEK TO PROMOTE THE USE OF
PRI VATE AND PUBLI C SECTOR SUBJECT MATTER EXPERTS TO ADDRESS CYBER SECU-
RITY NEEDS | N NEW YORK STATE, W TH THESE SUBJECT MATTER EXPERTS PROVI D-
ING ADVICE REGARDI NG THE CONTENT, STRUCTURE, AND TYPES OF | NFORVATI ON
MOST USEFUL TO CRI Tl CAL | NFRASTRUCTURE OANERS AND OPERATORS | N REDUCI NG
AND M Tl GATI NG CYBER RI SKS.

(1) THE REGULATIONS SHALL FURTHER SEEK TO ESTABLI SH A CONSULTATI VE
PROCESS TO COORDI NATE | MPROVEMENTS TO THE CYBER SECURITY OF CRITICAL
| NFRASTRUCTURE,  WHERE AS PART OF THE CONSULTATI VE PROCESS, THE PUBLIC
AND PRI VATE ENTI TIES OF THE STATE OF NEW YORK SHALL ENGAGE AND CONSI DER
THE ADVICE OF THE DI VI SI ON OF HOVELAND SECURI TY AND EMERGENCY SERVI CES,
THE DI VI SI ON OF THE STATE POLI CE, THE STATE OFFI CE OF | NFORVATI ON TECH
NCLOGY SERVICES, THE CENTER FOR I NTERNET SECURI TY, THE NEW YORK STATE
CYBER SECURI TY ADVI SORY BOARD, THE PROGRAMS ESTABLI SHED BY THI S SUBDI VI -
SION, AND SUCH OTHER AND FURTHER PRI VATE AND PUBLIC SECTOR ENTITIES,
UNI VERSI TIES, AND CYBER SECURITY EXPERTS AS THE DI VI SI ON OF HOVELAND
SECURI TY AND EMERGENCY SERVI CES MAY DEEM PRUDENT.

(J) THE REGULATI ONS SHALL FURTHER SEEK TO ESTABLI SH A BASELI NE FRAME-
WORK  TO REDUCE CYBER RI SK TO CRI TI CAL | NFRASTRUCTURE, AND SHALL SEEK TO
HAVE THE DI VISION OF HOVELAND SECURITY AND EMERGENCY SERVICES, |IN
CONSULTATION WTH THE DI VISION OF STATE POLICE, THE STATE OFFI CE OF
I NFORVATI ON TECHNOLOGY SERVI CES, AND THE CENTER FOR | NTERNET SECURITY,
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LEAD THE DEVELOPMENT OF A FRAMEWORK TO REDUCE CYBER RI SKS TO CRI TI CAL
| NFRASTRUCTURE, TO BE KNOWN AS THE CYBER SECURITY FRAMEWORK, WH CH
SHALL:

(1) I NCLUDE A SET OF STANDARDS, METHODOLOG ES, PROCEDURES, AND PROC-
ESSES THAT ALIGN POLICY, BUSINESS, AND TECHNOLOG CAL APPROACHES TO
ADDRESS CYBER RI SKS;

(1'1) 1 NCORPORATE VCOLUNTARY CONSENSUS STANDARDS AND | NDUSTRY BEST PRAC-
TI CES TO THE FULLEST EXTENT POSSI BLE;

(I'1'l') PROVIDE A PRIORITIZED, FLEXI BLE, REPEATABLE, PERFORMANCE- BASED,
AND COST- EFFECTI VE APPROACH, | NCLUDI NG | NFORVATI ON SECURI TY MEASURES AND
CONTROLS, TO HELP OMNERS AND OPERATORS OF CRI Tl CAL | NFRASTRUCTURE | DEN-
TI FY, ASSESS, AND MANACGE CYBER Rl SK;

(1'V)  FOCUS ON | DENTI FYI NG CROSS- SECTOR SECURI TY STANDARDS AND GUI DE-
LI NES APPLI CABLE TO CRI TI CAL | NFRASTRUCTURE;

(V) |1 DENTIFY AREAS FOR | MPROVEMENT THAT SHOULD BE ADDRESSED THROUGH
FUTURE COLLABORATION W TH PARTI CULAR SECTORS AND STANDARDS- DEVELOPI NG
ORGANI ZATI ONS;

(M) ENABLE TECHNI CAL | NNOVATION AND ACCOUNT FOR ORGAN ZATI ONAL
D FFERENCES, TO PROVIDE GUI DANCE THAT IS TECHNOLOGY NEUTRAL AND THAT
ENABLES CRI Tl CAL | NFRASTRUCTURE SECTORS TO BENEFIT FROM A COWPETI Tl VE
MARKET FOR PRODUCTS AND SERVI CES THAT MEET THE STANDARDS, METHODOLOG ES,
PROCEDURES, AND PROCESSES DEVELOPED TO ADDRESS CYBER RI SKS;

(M) I NCLUDE GU DANCE FOR MEASURI NG THE PERFORMANCE OF AN ENTITY I N
| MPLEMENTI NG THE CYBER SECURI TY FRAVEWORK;

(M) 1 NCLUDE METHODCOLOG ES TO | DENTI FY AND M Tl GATE | MPACTS OF THE
CYBER SECURI TY FRAMEWORK AND ASSOCI ATED | NFORVATI ON SECURI TY MEASURES OR
CONTROLS ON BUSI NESS CONFI DENTI ALI ' TY, AND TO PROTECT | NDI VI DUAL PRI VACY
AND CI VI L LI BERTIES; AND

(1'X) ENGAGE I N THE REVI EW OF THREAT AND VULNERABI LI TY | NFORVATI ON  AND
TECHNI CAL EXPERTI SE.

(K) THE REGULATI ONS SHALL ADDI Tl ONALLY ESTABLI SH A VOLUNTARY CRI TI CAL
| NFRASTRUCTURE CYBER SECURI TY PROGRAM TO SUPPCRT THE ADOPTION OF THE
CYBER SECURI TY FRAMEWORK BY OMNERS AND OPERATORS OF CRI TI CAL | NFRASTRUC-
TURE AND ANY OTHER | NTERESTED ENTI TI ES, WHERE UNDER THI S PROGRAM | MPLE-
MENTATI ON GUI DANCE OR SUPPLEMENTAL NMATERIALS WOULD BE DEVELOPED TO
ADDRESS SECTOR- SPECI FI C RI SKS AND OPERATI NG ENVI RONVENTS, AND RECOMVEND
LEG SLATI ON FOR ENACTMENT TO ADDRESS CYBER SECURI TY | SSUES.

(L) I'N DEVELOPI NG THE NEW YORK STATE CYBER SECURI TY | NFORVATI ON SHAR-
ING AND THREAT PREVENTI ON PROGRAM | N ACCORDANCE W TH THE PROVI SI ONS OF
TH'S SUBDI VISION, THE DIVISION O HOVELAND SECURITY AND EMERGENCY
SERVI CES, |IN CONSULTATION WTH THE DI VI SI ON OF STATE POLI CE, THE STATE
OFFI CE OF | NFORVATI ON TECHNOLOGY SERVI CES, AND THE CENTER FOR | NTERNET
SECURI TY, SHALL PRODUCE AND SUBM T A REPORT, TO THE GOVERNOR, THE TEMPO-
RARY PRESI DENT OF THE SENATE, AND THE SPEAKER OF THE ASSEMBLY, MAKI NG
RECOMMVENDATI ONS ON THE FEASIBILITY, SECURITY BENEFITS, AND RELATIVE
MERI TS OF | NCORPORATI NG SECURI TY STANDARDS | NTO ACQUI SI TI ON PLANNI NG AND
CONTRACT ADM NI STRATION, AND SUCH REPORT SHALL FURTHER ADDRESS VWHAT
STEPS CAN BE TAKEN TO HARMONI ZE AND MAKE CONSI STENT EXI STI NG PROCUREMENT
REQUI REMENTS RELATED TO CYBER SECURI TY.

5. NEW YORK STATE CYBER SECURI TY CRI Tl CAL | NFRASTRUCTURE RI SK  ASSESS-
MENT REPCRT. (A) THE DIVISION OF HOVELAND SECURITY AND EMERGENCY
SERVI CES, | N CONSULTATI ON W TH THE DI VI SION OF STATE POLI CE, THE STATE
OFFI CE OF | NFORVATI ON TECHNOLOGY SERVI CES, AND THE CENTER FOR | NTERNET
SECURI TY, WTH N ONE HUNDRED TVENTY DAYS OF THE EFFECTI VE DATE OF THI'S
SECTI ON, SHALL PRODUCE A NEW YORK STATE CYBER SECURI TY CRI TI CAL | NFRAS-
TRUCTURE RI SK ASSESSMENT REPORT.
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(B) THE PRODUCTI ON OF THE NEW YORK STATE CYBER SECURITY CRITICAL
| NFRASTRUCTURE RI SK ASSESSMENT REPORT SHALL USE A RI SK- BASED APPROACH TO
| DENTI FY CRITICAL | NFRASTRUCTURE WHERE A CYBER SECURI TY | NCI DENT COULD
REASONABLY RESULT | N CATASTROPHI C REG ONAL OR STATE-WDE EFFECTS ON
PUBLIC HEALTH OR SAFETY, ECONOM C DI STRESS, AND/ OR THREATEN PUBLI C
PROTECTI ON OF THE PEOPLE AND/ OR PROPERTY OF NEW YORK STATE.

(© THE PRODUCTI ON OF THE REPORT SHALL FURTHER USE THE CONSULTATI VE
PROCESS AND DRAW UPON THE EXPERTI SE OF AND ADVI CE OF THE DI VI SI ON OF
HOVELAND SECURI TY AND EMERGENCY SERVI CES, THE DI VI SION OF STATE POLI CE,
THE STATE OFFICE OF | NFORVATI ON TECHNOLOGY SERVI CES, THE CENTER FOR
| NTERNET SECURI TY, THE NEW YORK STATE CYBER SECURI TY ADVI SORY BOARD, THE
PROGRAMS ESTABLI SHED BY THI S SECTI ON, AND SUCH OTHER AND FURTHER PRI VATE
AND PUBLI C SECTOR ENTI TI ES, UNI VERSI TI ES, AND CYBER SECURI TY EXPERTS AS
THE DIVISION OF HOVELAND SECURITY AND EMERGENCY SERVI CES MAY DEEM
PRUDENT.

(D) THE NEW YORK STATE CYBER SECURITY CRITICAL |NFRASTRUCTURE RISK
ASSESSMENT REPORT SHALL BE DELIVERED TO THE GOVERNOR, THE TEMPORARY
PRESI DENT OF THE SENATE, THE SPEAKER OF THE ASSEMBLY, THE CHAIR OF THE
SENATE STANDING COW TTEE ON VETERANS, HOVELAND SECURI TY AND M LI TARY
AFFAI RS, AND THE CHAI R OF THE ASSEMBLY STANDING COW TTEE ON GOVERN-
MENTAL OPERATI ONS.

(E) WHERE COWPLI ANCE W TH THI' S SECTI ON SHALL REQUI RE THE DI SCLOSURE OF
CONFI DENTI AL | NFORVATION, OR THE DI SCLOSURE OF SENSI Tl VE | NFORVATI ON
VH CH I N THE JUDGVENT OF THE COMM SSIONER OF THE DI VISION OF HOVELAND
SECURI TY AND EMERGENCY SERVI CES WOULD JEOPARDI ZE THE CYBER SECURI TY OF
THE STATE:

(1) SUCH CONFI DENTI AL OR SENSI Tl VE | NFORVATI ON SHALL BE PROVIDED TO
THE PERSONS ENTITLED TO RECElIVE THE REPORT, |IN THE FORM OF A SUPPLE-
MENTAL APPENDI X TO THE REPORT; AND

(1) SUCH SUPPLEMENTAL APPENDI X TO THE REPORT SHALL NOT BE SUBJECT TO
THE PROVI SI ONS OF THE FREEDOM OF | NFORMATI ON LAW PURSUANT TO ARTI CLE SI X
OF THE PUBLI C OFFI CERS LAW AND

(I'1l) THE PERSONS ENTITLED TO RECEIVE THE REPORT MAY DI SCLOSE THE
SUPPLEMENTAL APPENDI X TO THE REPORT TO THEIR PROFESSI ONAL STAFF, BUT
SHALL NOT OTHERW SE PUBLI CALLY DI SCLOSE SUCH CONFI DENTI AL OR SECURE
| NFORMATI ON.

S 2. This act shall take effect imediately.



