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STATE OF NEW YORK

5171
2013- 2014 Regul ar Sessi ons
I N SENATE
May 13, 2013

Introduced by Sen. HOYLMAN -- read twi ce and ordered printed, and when
printed to be comritted to the Conmittee on Consuner Protection

AN ACT to anend the general business law, in relation to restricting the
di scl osure of personal information by businesses

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. This act shall be known and may be cited as the "right to
know act of 2013".

S 2. The legislature hereby finds and declares that the right to
privacy is a personal and fundanental right protected by the United
States Constitution. Al individuals have a right of privacy in inform-
tion pertaining to them

This state recogni zes the inportance of providing consumers with tran-
sparency about how their personal information has been shared by busi-
nesses. For free narket forces to have a role in shaping the privacy
practices and for "opt-in" and "opt-out” renedies to be effective,
consuners nust be nore than vaguely informed that a business m ght share
personal information with third parties. Consuners nust be better
i nformed about what kinds of personal information are purchased by busi -
nesses for direct marketing purposes. Wth these specifics, consuners
can know edgeably choose to opt-in or opt-out or choose anong busi nesses
that disclose information to third parties for direct narketing purposes
on the basis of how protective the business is of consumers' privacy.

Busi nesses are now collecting personal information and sharing and
selling it in ways not contenplated or properly covered by the current
| aw. Sone web sites are installing up to one hundred tracking tools when
consuners visit web pages and sendi ng very personal information such as
age, gender, race, incone, health concerns, and recent purchases to
third-party advertising and narketing conpani es. Third-party data broker
conmpani es are buying, selling, and tradi ng personal information obtained

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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from nobile phones, financial institutions, social nedia sites, and
ot her online and brick and nortar conpani es.

Some nobile applications are sharing personal information, such as
| ocation information, unique phone identification nunbers, and age,
gender, and other personal details with third-party conpani es.

Consuners need to know the ways that their personal information is
bei ng col | ected by conpani es and then shared or sold to third parties in
order to properly protect their privacy, personal safety, and financi al
security.

S 3. The article heading of article 39-F of the general business |aw,
as added by chapter 442 of the laws of 2005, is anmended to read as
fol | ows:

[ NOTI FI CATI ON OF UNAUTHORI ZED] ACQUI SI TI ON AND USE
OF PRI VATE | NFORMATI ON

S 4. The general business |aw is anmended by adding a new section 899-
bb to read as foll ows:

S 899-BB. DI SCLOSURE OF A CUSTOVER S PERSONAL | NFORMATION TO A THIRD
PARTY. 1. (A) A BUSINESS THAT RETAINS A CUSTOVER S PERSONAL | NFORVATI ON
SHALL MAKE AVAI LABLE TO THE CUSTOVER FREE OF CHARGE ACCESS TO, OR COPI ES
OF, ALL OF THE CUSTOVER S PERSONAL | NFORMATI ON RETAI NED BY THE BUSI NESS.

(B) A BUSINESS THAT DI SCLOSES A CUSTOVER S PERSONAL | NFORMATION TO A
TH RD PARTY SHALL MAKE THE FOLLOWNG | NFORMATI ON AVAI LABLE TO THE
CUSTOVER FREE OF CHARCE:

(1) ALL CATEGORI ES OF THE CUSTOVER S PERSONAL | NFORMATI ON THAT WERE
DI SCLOSED, | NCLUDI NG THE CATEGORI ES SET FORTH | N PARAGRAPH (A) OF SUBDI -
VI SI ON FOUR OF THI' S SECTI ON.

(2) THE NAVES AND CONTACT | NFORMATI ON OF ALL OF THE THI RD PARTI ES THAT
RECEI VED THE CUSTOVER S PERSONAL | NFORMATI ON FROM THE BUSI NESS, | NCLUD-
I NG THE THI RD PARTY' S DESI GNATED REQUEST ADDRESS OR ADDRESSES | F  AVAI L-
ABLE.

2. A BUSINESS REQUI RED TO COVPLY W TH SUBDI VI SION ONE OF THI S SECTI ON
SHALL MAKE THE REQUI RED | NFORMATI ON AVAI LABLE BY ONE OR MORE OF THE
FOLLOW NG MEANS:

(A) BY PROVIDI NG A DESI GNATED REQUEST ADDRESS AND, UPON RECEI PT OF A
REQUEST UNDER THI S SECTI ON TO THE DESI GNATED REQUEST ADDRESS, PROVI DI NG
THE CUSTOMER WTH N TH RTY DAYS W TH THE REQUI RED | NFORVATI ON FOR ALL
DI SCLOSURES OCCURRI NG | N THE PRI OR TWELVE MONTHS, PROVI DED THAT:

(1) I'F THE BUSI NESS HAS AN ONLI NE PRI VACY PCOLI CY, THAT PCLI CY | NCLUDES
A DESCRI PTION OF A CUSTOVER S RI GHTS PURSUANT TO THI'S SECTI ON ACCOWPA-
Nl ED BY ONE OR MORE DESI GNATED REQUEST ADDRESSES; PROVI DED THAT A BUSI -
NESS W TH MULTI PLE ONLI NE PRI VACY POLI CI ES MUST | NCLUDE THI S | NFORVATI ON
IN THE POLI CY OF EACH PRODUCT OR SERVI CE THAT COLLECTS PERSONAL | NFORVA-
TI ON THAT MAY BE DI SCLOSED TO A THI RD PARTY;

(2) THE BUSI NESS ENSURES THAT ALL PERSONS RESPONSIBLE FOR HANDLI NG
CUSTOVER | NQUIRIES ABOUT THE BUSI NESS' PRI VACY PRACTI CES OR THE BUSI -
NESS' COWPLIANCE WTH THIS SECTION ARE |NFORMED OF ALL DESI GNATED
REQUEST ADDRESSES; AND

(3) THE BUSINESS PROVIDES | NFORMATION PERTAINING TO THE SPECI FI C
CUSTOMER | F THAT | NFORMATI ON | S REASONABLY AVAI LABLE TO THE BUSI NESS,
AND PROVI DES | NFORVATI ON | N STANDARDI ZED FORMVAT | F | NFORVATI ON PERTAI N-
I NG TO THE SPECI FI C CUSTOVER | S NOT REASONABLY AVAI LABLE.

(B) FOR | NFORMATI ON REQUI RED TO BE PROVI DED BY PARAGRAPH (B) OF SUBDI -
VISION ONE OF THFS SECTION, BY PROVIDING THE CUSTOVER W TH NOTI CE
| NCLUDI NG THE REQUI RED | NFORMATI ON PRI OR TO OR | MVEDI ATELY FOLLOW NG A
DI SCLOSURE.
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(C) BY PROVI DI NG THE CUSTOMER THE DI SCLOSURE REQUI RED BY SECTION 6803
OF TITLE 15 OF THE UNI TED STATES CODE, BUT ONLY | F THE DI SCLOSURE ALSO
COWPLI ES W TH THI' S SECTI ON.

3. (A) A BUSINESS IS NOT OBLI GATED TO PROVI DE MORE THAN ONE NOTI CE
UNDER PARAGRAPH (B) OF SUBDIVISION TWO OF THIS SECTION TO THE SAME
CUSTOMER IN A TWELVE-MONTH PERIOD ABOUT THE DI SCLOSURE OF THE SAME
PERSONAL | NFORMATI ON TO THE SAME THI RD PARTY AND |'S NOT OBLI GATED UNDER
PARAGRAPH (A) OF SUBDI VI SION TWD OF THI'S SECTI ON TO RESPOND TO A REQUEST
BY THE SAME CUSTOVER MORE THAN ONCE W THI N A Gl VEN TVELVE- MONTH PER!I OD.

(B) A BUSINESS |'S NOT OBLI GATED TO PROVI DE | NFORMATI ON TO THE CUSTOMVER
PURSUANT TO SUBDIVISION ONE OF TH'S SECTION | F THE BUSI NESS CANNOT
REASONABLY VERI FY THAT THE | NDI VI DUAL MAKI NG THE REQUEST IS THE CUSTOW
ER.

4. FOR PURPOSES OF THI'S SECTI ON, THE FOLLON NG TERMS HAVE THE FOLLOW
| NG MEANI NGS:

(A) "CATEGORI ES OF PERSONAL | NFORMATI ON' | NCLUDES, BUT IS NOT LIM TED
TO, THE FOLLOW NG

(1) [IDENTITY |NFORVATION [NCLUDING BUT NOT LIM TED TO, REAL NAME,
ALI AS, NI CKNAME, AND USER NAME.

(2) ADDRESS | NFORMATI ON, | NCLUDI NG BUT NOT LIM TED TO, POSTAL ADDRESS
OR E- MAI L.

(3) TELEPHONE NUMBER.

(4) ACCOUNT NAME.

(5) SOCI AL SECURI TY NUMBER OR OTHER GOVERNMENT- | SSUED | DENTI FI CATI ON
NUVBER, | NCLUDING BUT NOT LIM TED TO, SOCI AL SECURI TY NUMBER, DRI VER S
LI CENSE NUVBER, | DENTI FI CATI ON CARD NUMBER, AND PASSPORT NUVBER.

(6) Bl RTHDATE OR AGE.

(7) PHYSI CAL CHARACTERI STI C | NFORMATI ON, | NCLUDING BUT NOT LIM TED
TO, HEI GHT AND VAEI GHT.

(8) SEXUAL | NFORMATION, | NCLUDING BUT NOT LIM TED TO, SEXUAL ORI EN-
TATI ON, SEX, GENDER STATUS, GENDER | DENTI TY, AND GENDER EXPRESSI ON.

(9) RACE OR ETHNI CI TY.

(10) RELI G OUS AFFI LI ATI ON OR ACTI VI TY.

(11) POLI TI CAL AFFI LI ATI ON OR ACTI VI TY.

(12) PROFESSI ONAL OR EMPLOYMENT- RELATED | NFORMATI ON.

(13) EDUCATI ONAL | NFORMATI ON.

(14) MEDI CAL | NFORMATION, [INCLUDING BUT NOT LIMTED TO  MEDI CAL
CONDI TIONS OR DRUGS, THERAPIES, MENTAL HEALTH, OR MEDI CAL PRODUCTS OR
EQUI PMENT USED.

(15) FINANCI AL | NFORMATI ON, | NCLUDING BUT NOT LIMTED TO  CREDIT,
DEBI T, OR ACCOUNT NUVBERS, ACCOUNT BALANCES, PAYMENT H STORY, OR | NFOR-
MATI ON RELATED TO ASSETS, LIABILITIES, OR GENERAL CREDI TWORTHI NESS.

(16) COWMMERCI AL | NFORMATI ON, | NCLUDI NG BUT NOT LIM TED TO, RECORDS OF
PROPERTY, PRODUCTS OR SERVI CES PROVI DED, OBTAINED, OR CONSIDERED, OR
OTHER PURCHASI NG OR CONSUM NG HI STORI ES OR TENDENCI ES.

(17) LOCATI ON | NFORMATI ON.

(18) [INTERNET OR MOBILE ACTIVITY |NFORMATION, | NCLUDING BUT NOT
LIM TED TO, | NTERNET PROTOCOL ADDRESSES OR | NFORMATI ON CONCERNI NG THE
ACCESS OR USE OF ANY | NTERNET OR MOBI LE- BASED SI TE OR SERVI CE.

(19) CONTENT, | NCLUDI NG TEXT, PHOTOGRAPHS, AUDI O OR VI DEO RECORDI NGS,
OR OTHER MATERI AL GENERATED BY OR PROVI DED BY THE CUSTOMER.

(20) ANY OF THE ABOVE CATEGORI ES OF | NFORMATI ON AS THEY PERTAIN TO THE
CHI LDREN OF THE CUSTOMER.

(B) (1) "CUSTOVER' MEANS AN | NDI VI DUAL WHO | S A RESIDENT OF NEW YORK
STATE WHO PROVI DES PERSONAL | NFORMATI ON TO A BUSI NESS, W TH OR W THOUT
AN EXCHANGE OF CONSI DERATION, IN THE GCOURSE OF PURCHASING VI EW NG
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ACCESSI NG RENTI NG, LEASI NG OR OTHERW SE USI NG REAL OR PERSONAL PROPER-
TY, OR ANY I NTEREST THEREIN, OR OBTAI NI NG A PRODUCT OR SERVI CE FROM THE
BUSI NESS | NCLUDI NG ADVERTI SI NG OR ANY OTHER CONTENT.

(2) AN IND VIDUAL IS ALSO THE CUSTOVER OF A BUSI NESS | F THAT BUSI NESS
OBTAI NED THE PERSONAL | NFORVATI ON OF THAT | NDIVIDUAL FROM ANY OTHER
BUSI NESS.

(©) "DESI GNATED REQUEST ADDRESS' MEANS A MAILING ADDRESS, E-MAlL
ADDRESS, WEB PAGE, TOLL-FREE TELEPHONE NUMBER, OR OTHER APPLI CABLE
CONTACT | NFORVATI ON, WHEREBY CUSTOMERS MAY REQUEST OR OBTAI N THE | NFOR-
MATI ON REQUI RED TO BE PROVI DED UNDER SUBDI VI SI ON ONE OF THI S SECTI ON.

(D) (1) "D SCLOSE" MEANS TO DI SCLOSE, RELEASE, SHARE, TRANSFER,
DI SSEM NATE, MAKE AVAI LABLE, OR OTHERW SE COVMUNI CATE ORALLY, | N WRI T-
I NG OR BY ELECTRONI C OR ANY OTHER MEANS TO ANY THI RD PARTY AS DEFI NED
IN TH' S SECTI ON.

(2) "DI SCLOSE" DOES NOT | NCLUDE:

(A) DI SCLOSURE OF PERSONAL | NFORVATI ON BY A BUSI NESS TO A THI RD PARTY
PURSUANT TO A VWRI TTEN CONTRACT AUTHORI ZI NG THE THHRD PARTY TO UTILIZE
THE PERSONAL | NFORVATI ON TO PERFORM SERVI CES ON BEHALF OF THE BUSI NESS,
I NCLUDI NG MAI NTAI NI NG OR SERVI CI NG ACCOUNTS, PROVI DI NG CUSTOVER SERVI CE,
PROCESSI NG OR FULFI LLI NG CRDERS AND TRANSACTIONS, VERI FYI NG CUSTOMER
| NFORVATI ON, PROCESSI NG PAYMENTS, PROVIDING FINANCING OR SIMLAR
SERVI CES, BUT ONLY IF (1) THE CONTRACT PROH BITS THE THI RD PARTY FROM
USI NG THE PERSONAL | NFORVATI ON FOR ANY REASON OTHER THAN PERFORM NG THE
SPECI FI ED SERVICE OR SERVICES ON BEHALF OF THE BUSINESS AND FROM
DI SCLOSI NG ANY SUCH PERSONAL | NFORMATI ON TO ADDI TI ONAL THI RD PARTI ES AND
(1) THE BUSI NESS EFFECTI VELY ENFORCES THESE PROCH BI TI ONS.

(B) DI SCLOSURE OF PERSONAL | NFORMATI ON BY A BUSI NESS TO A THI RD PARTY
BASED ON A GOOD- FAI TH BELI EF THAT DI SCLOSURE | S REQUI RED TO COWLY W TH
APPLI CABLE LAW REGULATI ON, LEGAL PROCESS, OR COURT ORDER.

(©) DI SCLOSURE OF PERSONAL | NFORVATI ON BY A BUSI NESS TO A THI RD PARTY
THAT 1S REASONABLY NECESSARY TO ADDRESS FRAUD, SECURITY, OR TECHN CAL
| SSUES;, TO PROTECT THE DI SCLOSI NG BUSI NESS' RI GHTS OR PROPERTY; OR TO
PROTECT CUSTOVERS OR THE PUBLI C FROM | LLEGAL ACTIVITIES AS REQU RED OR
PERM TTED BY LAW

(D) DI SCLOSURE OF PERSONAL | NFORVATI ON BY A BUSI NESS TO A THI RD PARTY
THAT IS OTHERW SE LAWFULLY AVAI LABLE TO THE CGENERAL PUBLIC, PROVI DED
THAT THE BUSI NESS DI D NOT' DI RECT THE THI RD PARTY TO THE PERSONAL | NFOR-
MATI ON.

(E) "PERSONAL | NFORVATI ON' MEANS:

(1) ANY | NFORVATI ON THAT | DENTI FI ES OR REFERENCES A PARTI CULAR | NDI -
VI DUAL OR ELECTRONI C DEVI CE, | NCLUDI NG, BUT NOT LIMTED TO, A REAL NAME,
ALI' AS, POSTAL ADDRESS, TELEPHONE NUMBER, ELECTRONI C MAI L ADDRESS, | NTER-
NET PROTOCOL ADDRESS, ACCOUNT NAME, SOCI AL SECURI TY NUMBER, DRI VER S
LI CENSE NUMBER, PASSPORT NUMBER, OR ANY OIHER | DENTIFIER | NTENDED OR
ABLE TO BE UNI QUELY ASSOCI ATED W TH A PARTI CULAR | NDI VI DUAL OR DEVI CE.

(2) ANY | NFORVATI ON THAT RELATES TO OR DESCRI BES AN | NDI VI DUAL | F SUCH
I NFORVATI ON |'S DI SCLOSED | N CONNECTI ON W TH ANY | DENTI FYI NG OR REFERENC-
I NG | NFORVATI ON AS DEFI NED | N SUBPARAGRAPH ONE OF THI S PARAGRAPH.

(F) (1) "RETAINS' MEANS TO STORE OR OTHERW SE HOLD | NFORVATI ON, WHETH-
ER THE | NFORMATI ON | S COLLECTED OR OBTAI NED DI RECTLY FROM THE SUBJECT OF
THE | NFORMATI ON OR FROM ANY THI RD PARTY.

(2) "RETAINS' DCES NOT | NCLUDE | NFORMATI ON THAT IS STORED OR OTHERW SE
HELD SOLELY FOR ONE OR MORE OF THE FOLLOW NG PURPGOSES, SO LONG AS THE
| NFORVATI ON | S DELETED AS SOON AS IT IS NO LONGER NEEDED FOR THOSE
PURPOSES:
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(A) TO PERFORM A SERVI CE OR COVPLETE A TRANSACTI ON | NI TI ATED BY OR ON
BEHALF OF THE CUSTOMER, | NCLUDI NG NMAINTAINING OR SERVICING ACCOUNTS,
PROVI DI NG CUSTOVER SERVI CE, PROCESSI NG OR FULFI LLI NG ORDERS AND TRANS-
ACTI ONS, VERI FYI NG CUSTOVER | NFORMATI ON, PROCESSI NG PAYMENTS, PROVI DI NG
FI NANCI NG OR SI M LAR SERVI CES.

(B) TO ADDRESS FRAUD, SECURITY, OR TECHNI CAL | SSUES; TO PROTECT THE
DI SCLOSI NG BUSI NESS' RI GHTS OR PROPERTY; OR TO PROTECT CUSTOMVERS OR THE
PUBLI C FROM | LLEGAL ACTIVI TIES AS REQUI RED OR PERM TTED BY LAW

(© TO COWPLY W TH APPLI CABLE LAW OR REGULATI ON OR WTH A COURT ORDER
OR OTHER LEGAL PROCESS WHERE THE BUSI NESS HAS A GOOD- FAI TH BELI EF THAT
THE LAW REGULATI ON, COURT ORDER, OR LEGAL PROCESS REQUI RES THE | NFORNMA-
TION TO BE STORED OR HELD.

(G "TH RD PARTY" OR "TH RD PARTI ES" MEANS ONE OR MORE OF THE FOLLOW
I NG

(1) A BUSINESS THAT | S A SEPARATE LEGAL ENTI TY FROM THE BUSI NESS THAT
HAS DI SCLOSED PERSONAL | NFORMATI ON.

(2) A BUSINESS THAT DOES NOT SHARE COMMON OWNERSHI P OR COMMON CORPO
RATE CONTROL W TH THE BUSI NESS THAT HAS DI SCLOSED PERSONAL | NFORMATI ON.

(3) A BUSINESS THAT DCES NOT SHARE A BRAND NAME OR COVMON BRANDI NG
W TH THE BUSI NESS THAT HAS DI SCLOSED PERSONAL | NFORMATI ON SUCH THAT THE
AFFI LI ATE RELATIONSHI P IS CLEAR TO THE CUSTOVER

5. THE PROVI SIONS OF THI S SECTI ON ARE SEVERABLE. |F ANY PROVISION OF
THIS SECTION OR ITS APPLI CATION IS HELD | NVALI D, THAT | NVALI DI TY SHALL
NOT AFFECT OTHER PROVI SI ONS OR APPLI CATI ONS THAT CAN BE G VEN EFFECT
W THOUT THE | NVALI D PROVI SI ON OR APPLI CATI ON.

6. A VIOLATION OF THI S SECTI ON CONSTI TUTES AN | NJURY TO A CUSTOVER. A
ClVIL ACTION TO RECOVER PENALTIES MAY BE BROUGHT BY A CUSTOMVER, THE
ATTORNEY GENERAL, A DI STRICT ATTORNEY, A CITY ATTORNEY, OR A CI TY PROCSE-
CUTOR, I N A COURT OF COVPETENT JURI SDI CTI ON.

S 5. This act shall take effect immediately.



