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STATE OF NEW YORK

8631
I N ASSEMBLY
January 29, 2014

Introduced by M of A DINONTZ, GOITFRI ED, ROSENTHAL, GALEF, M LLMAN,
CRESPO, CAHI LL, JAFFEE, BRAUNSTEIN, ROBINSON, CLARK, COOK, MAYER,
Orl'S, ABINANTI, MONTESANO, RAIA -- Milti-Sponsored by -- M of A
ARROYO, CAMARA, CROUCH, JACOBS, McDONOUGH, RIVERA, SCH MEL, WElI SENBERG
-- read once and referred to the Conmttee on Consunmer Affairs and
Pr ot ecti on

AN ACT to amend the general business law, in relation to providing
consuners with access to personal information retained by businesses

THE PEOPLE OF THE STATE OF NEW YORK, REPRESENTED | N SENATE AND ASSEM
BLY, DO ENACT AS FOLLOWE:

Section 1. The general business |law is anended by addi ng a new section
391-t to read as foll ows:

S 391-T. CONSUMER PRIVACY DI SCLOSURE. 1. FOR THE PURPCSES OF THI S
SECTI ON, THE FOLLOW NG TERMS SHALL HAVE THE FOLLOW NG MEANI NGS:

(A) "BUSI NESS" MEANS ANY PERSON, FIRM CORPCRATION, LIMTED LIABILITY
COVPANY, PARTNERSHI P OR ASSOCI ATI ON, PROVI DED, HOWEVER, THAT " BUSI NESS"
DOES NOT MEAN OR | NCLUDE:

(1) ANY CHARI TABLE ORGANI ZATI ON REG STERED PURSUANT TO SECTION ONE
HUNDRED SEVENTY- TWO OF THE EXECUTI VE LAW

(1) ANY RELI G OQUS CORPORATI ON AS DEFI NED I N SECTI ON TWO OF THE RELI -
G OUS CORPORATI ONS LAW

(1'11) ANY PARTY AS DEFINED I N SUBDI VI SION THREE OF SECTION 1-104 OF
THE ELECTI ON LAW

(1'V) ANY POLI TI CAL COW TTEE AS DEFI NED I N SUBDI VI SI ON ONE OF SECTI ON
14-100 OF THE ELECTI ON LAW

(V) ORGANI ZATI ONS THAT ARE CLASSIFIED AS CHARI TABLE ORGANI ZATI ONS
UNDER SECTION 501 (C) (3) OF THE U.S. | NTERNAL REVENUE CODE; AND

(V1) ANY CORPORATI ON FORMED UNDER THE NOT- FOR- PROFI T CORPORATI ON LAW

(B) "CATEGORIES OF PERSONAL | NFORVATI ON' SHALL | NCLUDE, BUT NOT BE
LIMTED TO

(1) I'DENTITY | NFORVATI ON, | NCLUDI NG NAME, ALIAS, AND/ OR USER NAME;

(1'l) ADDRESS |NFORMATIQON, |INCLUDING AN EMAIL ADDRESS OR EMAIL
ADDRESSES;

(1'1'l) TELEPHONE NUVBER OR NUMBERS;

EXPLANATI ON- - Matter in I TALICS (underscored) is new, matter in brackets
[ ] is oldlawto be onmtted.
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(1V) ACCOUNT NAME OR NAMES;
(V)" SOCI AL SECURI TY NUMBER OR OTHER GOVERNMENT- | SSUED | DENTI FI CATI ON
NUMBER, DRI VER S LI CENSE NUMBER, | DENTI FI CATI ON CARD NUMBER, OR PASSPORT
NUVBER:
(V) Bl RTHDATE OR AGE;
(VIT) PHYSI CAL CHARACTERI STI C | NFORMATI ON;
111) SEXUAL ORI ENTATI ON OR GENDER | DENTI TY | NFORMATI ON;
X) RACE AND/ OR ETHNI CI TY;

RELI G OUS AFFI LI ATI ON;

POLI TI CAL AFFI LI ATI ON;
) EDUCATI ONAL, PROFESSI ONAL, OR EMPLOYMENT- RELATED | NFORMATI ON;

1) MEDI CAL | NFORMATI ON;

FI NANCI AL | NFORMATI ON;
COWWERCI AL | NFORMATI ON:
) LOCATI ON | NFORMATI ON;
1) INTERNET OR MOBI LE ACTI VI TY | NFORMATI ON;
1) CONTENT, [INCLUDING TEXT, PHOTOGRAPHS, AUDIO OR VIDEO
RECORDI NGS, OR OTHER MATERI AL GENERATED BY OR PROVI DED BY THE CONSUMER,
AND

(XIX) ANY OF THE ABOVE CATEGORI ES OF | NFORMATI ON AS THEY PERTAIN TO
THE CHI LDREN OF A CONSUMER

(C) "CONSUMER' MEANS AN | NDI VI DUAL WHO |'S A RESI DENT OF NEW YORK WHO
PROVI DES PERSONAL | NFORMATI ON TO A BUSI NESS, W TH OR W THOUT AN EXCHANGE
OF CONSI DERATI ON, | N THE COURSE OF PURCHASI NG VI EW NG ACCESSI NG RENT-
NG, LEASING OR OTHERW SE USING REAL OR PERSONAL PROPERTY, OR ANY
| NTEREST THEREIN, OR OBTAI NING A PRODUCT OR SERVI CE FROM THE BUSI NESS
| NCLUDI NG ADVERTI SI NG OR ANY OTHER CONTENT.

(D) "DESI GNATED REQUEST ADDRESS' MEANS A MAILING ADDRESS, EMAIL
ADDRESS, WEB PAGE, TOLL-FREE TELEPHONE NUMVBER, OR OTHER APPLI CABLE
CONTACT | NFORMATI ON,  WHEREBY CONSUMERS MAY REQUEST OR OBTAIN THE | NFOR-
MATI ON REQUI RED TO BE PROVI DED UNDER SUBDI VI SION TWD OF THI'S SECTI ON.

(E) "DISCLOSE' MEANS TO DI SCLOSE, RELEASE, SHARE, TRANSFER, DI SSEM
| NATE, MAKE AVAI LABLE, OR OTHERW SE COMMUNI CATE ORALLY, IN WRITING OR
BY ELECTRONIC OR ANY OTHER MEANS TO ANY THI RD PARTY AS DEFINED IN TH 'S
SECTI ON, PROVI DED, HOAEVER, THAT "DI SCLOSE" DOES NOT MEAN OR | NCLUDE THE
DI SCLOSURE OF PERSONAL | NFORMATI ON BY A BUSI NESS TO A THI RD PARTY:

(1) PURSUANT TO A WRI TTEN CONTRACT AUTHORI ZING THE THIRD PARTY TO
UTILI ZE THE PERSONAL | NFORMATI ON TO PERFORM SERVI CES ON BEHALF OF THE
BUSI NESS, | NCLUDI NG MAI NTAI NI NG OR SERVI CI NG ACCOUNTS, PROVI DI NG CONSUM
ER SERVI CE, PROCESSI NG OR FULFI LLI NG ORDERS AND TRANSACTI ONS, VERI FYI NG
CONSUMER | NFORMATI ON,  PROCESSI NG PAYMENTS, PROVI DI NG FI NANCI NG, OR SI M -
LAR SERVICES, BUT ONLY |F THE CONTRACT PROH BI TS THE TH RD PARTY FROM
USI NG THE PERSONAL | NFORMATI ON FOR ANY REASON OTHER THAN PERFORM NG THE
SPECI FIED SERVICE OR SERVICES ON BEHALF OF THE BUSI NESS AND FROM
DI SCLOSI NG ANY SUCH PERSONAL | NFORMATI ON TO ADDI TI ONAL THI RD PARTI ES;

(I'1) BASED ON A GOOD- FAI TH BELIEF THAT DISCLOSURE IS REQU RED TO
COVPLY W TH APPLI CABLE LAW REGULATI ON, LEGAL PROCESS, OR COURT ORDER:

(111) THAT |'S REASONABLY NECESSARY TO

(1) ADDRESS FRAUD, SECURI TY, OR TECHNI CAL | SSUES; OR

(2) PROTECT CONSUMERS OR THE PUBLIC FROM |LLEGAL ACTIVITIES AS
REQUI RED OR PERM TTED BY LAW

(V) THAT |'S OTHERW SE LAWFULLY AVAILABLE TO THE GENERAL PUBLIC,
PROVIDED THAT THE BUSINESS DID NOT DIRECT THE TH RD PARTY TO THE
PERSONAL | NFORMATI ON;

WHERE SUCH DI SCLOSURE | S REQUI RED FOR THE PROTECTI ON OF THE BUSI -
NESS' S RI GHTS OR PROPERTY.
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(F) "PERSONAL | NFORVATI ON' MEANS:

(1) ANY | NFORVATI ON THAT | DENTI FI ES OR REFERENCES A PARTI CULAR | NDI -
VI DUAL OR ELECTRONI C DEVI CE, | NCLUDI NG, BUT NOT LIMTED TO ANY AND ALL
OF THOSE DESCRI BED | N SUBPARAGRAPHS (1) THROUGH (XI X) OF PARAGRAPH ( B)
OF TH' S SUBDI VI SION OR ANY OTHER | DENTIFIER |INTENDED OR ABLE TO BE
UNI QUELY ASSOCI ATED W TH A PARTI CULAR | NDI VI DUAL OR DEVI CE;

(1) ANY | NFORVATION THAT RELATES TO OR DESCRI BES AN | NDI VI DUAL,
I NCLUDI NG BUT NOT LIMTED TO ANY AND ALL OF THOSE DESCRI BED | N SUBPARA-
GRAPHS (1) THROUGH (XI X) OF PARAGRAPH (B) OF THIS SUBDI VI SION PROVI DED
THAT SUCH | NFORVATI ON DOES NOT | NCLUDE PUBLI CLY AVAI LABLE | NFORVATI ON
THAT IS LAWFULLY MADE AVAI LABLE TO THE GENERAL PUBLIC FROM FEDERAL,
STATE, OR LOCAL GOVERNMENT RECORDS.

(G "RETAINS' NMEANS TO STORE OR OTHERW SE HOLD | NFORMATI ON, WHETHER
THE | NFORMATI ON | S COLLECTED OR OBTAI NED DI RECTLY FROM THE SUBJECT OF
THE | NFORVATION OR FROM ANY TH RD PARTY, PROVIDED, HOAEVER, THAT
"RETAI'NS" DCES NOT | NCLUDE | NFORMATI ON THAT IS STORED OR OTHERW SE  HELD
SOLELY FOR ONE OR MORE OF THE FOLLOW NG PURPGSES, SO LONG AS THE | NFOR-
MATI ON | S DELETED AS SOON AS | T IS NO LONGER NEEDED FOR SUCH PURPCSE OR
PURPOSES:

(1) TO PERFORM A SERVI CE OR COVPLETE A TRANSACTI ON | NI TI ATED BY OR ON
BEHALF OF THE CONSUMER, | NCLUDI NG NMNAI NTAINING OR SERVICl NG ACCOUNTS,
PROVI DI NG CUSTOVER SERVI CE, PROCESSI NG OR FULFI LLI NG ORDERS AND TRANS-
ACTI ONS, VERI FYI NG CONSUMER | NFORVATI ON, PROCESSI NG PAYMENTS, PROVI DI NG
FI NANCI NG OR SIM LAR SERVI CES;

(1'l') TO ADDRESS FRAUD, SECURI TY OR TECHNI CAL | SSUES;

(I'11) TO PROTECT CONSUMERS OR THE PUBLI C FROM | LLEGAL ACTI VI TI ES AS
REQUI RED OR PERM TTED BY LAW AND

(1 TO COVPLY W TH APPLI CABLE LAW OR REGULATI ON W TH A COURT ORDER OR
OTHER LEGAL PROCESS WHERE THE BUSI NESS HAS A GOOD- FAI TH BELI EF THAT THE
LAW REGULATI ON, COURT ORDER, OR LEGAL PROCESS REQUI RES SUCH SPECI FI C
I NFORVATI ON TO BE STORED OR HELD.

(H "TH RD PARTY" OR "TH RD PARTI ES" MEANS ONE OR MORE OF THE FOLLOW
NG

(1) A BUSINESS THAT | S A SEPARATE LEGAL ENTITY FROM THE BUSI NESS THAT
HAS DI SCLOSED PERSONAL | NFORMATI ON,

(1) A BUSINESS THAT DOES NOT SHARE COVMON OMNERSHI P OR COMMON  CORPO
RATE CONTROL W TH THE BUSI NESS THAT HAS DI SCLOSED PERSONAL | NFORMATI ON;
OR

(1'11) A BUSI NESS THAT DOES NOT SHARE A BRAND NAME OR COVMON BRANDI NG
WTH THE BUSI NESS THAT HAS DI SCLOSED PERSONAL | NFORMATI ON SUCH THAT THE
AFFI LI ATE RELATIONSHI P I S CLEAR TO THE CONSUMER

2. (A) A BUSINESS THAT RETAINS A CONSUMER S PERSONAL | NFORVATI ON SHALL
MAKE AVAI LABLE TO THE CONSUMER FREE OF CHARGE ACCESS TO, OR COPIES OF,
ALL OF THE CONSUMER S PERSONAL | NFORMATI ON RETAI NED BY THE BUSI NESS.

(B) A BUSI NESS THAT DI SCLOSES A CONSUMER S PERSONAL | NFORVATI ON TO A
TH RD PARTY SHALL MAKE THE FOLLOW NG | NFORVATION AVAILABLE TO THE
CONSUMER FREE OF CHARCE:

(1) ALL CATEGORIES OF THE CONSUMER S PERSONAL | NFORVATI ON THAT W\ERE
DI SCLOSED, | NCLUDI NG THE CATEGORI ES SET FORTH | N PARAGRAPH (B) OF SUBDI -
VISION ONE OF TH S SECTI ON;  AND

(1'l) THE NAMES AND CONTACT | NFORVATION OF ALL OF THE TH RD PARTIES
THAT RECEIVED THE CONSUMER S PERSONAL | NFORVATI ON FROM THE BUSI NESS,
I NCLUDI NG THE THI RD PARTY' S DESI GNATED REQUEST ADDRESS OR ADDRESSES, |IF
AVAI LABLE;
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(© A BUSINESS REQUI RED TO COWLY W TH PARAGRAPHS (A) AND (B) OF THI'S
SUBDI VI SI ON SHALL MAKE THE REQUI RED | NFORVATI ON AVAI LABLE IN A CLEAR AND
CONSPI CUOUS MANNER BY ONE OR MORE OF THE FOLLOW NG MEANS:

(1) BY PROVIDI NG A DESI GNATED REQUEST ADDRESS AND, UPON RECEI PT CF A
REQUEST UNDER THI S SECTI ON TO THE DESI GNATED REQUEST ADDRESS, PROVI DI NG
THE CONSUMER, W THI N THI RTY DAYS, W TH THE REQUI RED | NFORVATI ON FOR ALL
DI SCLOSURES OCCURRI NG W THI N THE PAST TWELVE MONTHS, PROVI DED THAT:

(1) I'F THE BUSI NESS HAS AN ONLI NE PRI VACY PCLI CY, EACH PCLI CY | NCLUDES
A DESCRI PTI ON OF A CONSUMER S RI GHTS PURSUANT TO THI'S SECTI ON  ACCOVPA-
NI ED BY ONE OR MORE DESI GNATED REQUEST ADDRESSES;

(2) THE BUSINESS PROVIDES | NFORVATION PERTAINING TO THE SPECI FI C
CONSUMER | F THAT | NFORMATI ON | S REASONABLY AVAI LABLE TO THE BUSI NESS;
AND

(3) THE BUSINESS PROVIDES | NFORVATION | N A STANDARDI ZED FORNAT | F
I NFORVATI ON PERTAI NI NG TO THE SPECI FI C CONSUMVER |'S NOT REASONABLY AVAI L-
ABLE;

(1) FOR I NFORVATI ON REQUI RED TO BE PROVI DED BY PARAGRAPH (B) OF THI'S
SUBDI VI SI ON, BY PROVIDING THE CONSUMER W TH A NOTICE | NCLUDI NG THE
REQUI RED | NFORVATI ON PRI OR TO OR | MVEDI ATELY FOLLOW NG A DI SCLOSURE;

(1'11) BY PROVI DING THE CONSUMER W TH A DI SCLOSURE REQUI RED BY FEDERAL
LAW BUT ONLY | F THE DI SCLOSURE | S AT LEAST AS STRI NGENT AS PROVI DED FOR
IN TH' S SECTI ON.

(D) (I) A BUSINESS IS NOT OBLI GATED TO PROVI DE MORE THAN ONE NOTI CE
UNDER PARAGRAPH (B) OF THIS SUBDIVISION TO THE SAME CONSUMER IN A
TWELVE- MONTH PERI GD ABQUT THE DI SCLOSURE OF THE SAME PERSONAL | NFORMA-
TION TO THE SAME TH RD PARTY AND |'S NOT OBLI GATED UNDER SUBPARAGRAPH (1)
OF PARAGRAPH (C) OF THI'S SUBDI VI SI ON TO RESPOND TO A REQUEST BY THE SAME
CONSUMER MORE THAN ONCE W THIN A G VEN TWELVE- MONTH PERI OD.

(1'l') A BUSINESS IS NOT OBLI GATED TO PROVI DE | NFORVMATI ON TO THE CONSUM
ER PURSUANT TO SUBPARAGRAPH (1) OF THI S PARAGRAPH | F THE BUSI NESS CANNOT
REASONABLY VERI FY THAT THE | NDI VI DUAL MAKI NG THE REQUEST IS THE CONSUM
ER.

3. (A WHEREVER THERE SHALL BE A VI CLATION OF THI S SECTI ON, AN APPLI -
CATI ON MAY BE MADE BY THE ATTORNEY GENERAL | N THE NAME OF THE PEOPLE OF
THE STATE OF NEW YORK TO A COURT OR JUSTI CE HAVI NG JURI SDI CTI ON BY A
SPECI AL PROCEEDI NG TO | SSUE AN | NJUNCTION, AND UPON NOTICE TO THE
DEFENDANT OF NOT LESS THAN FI VE DAYS, TO ENJO N OR RESTRAI N THE CONTI N-
UANCE OF SUCH VI OLATION;, AND IF I T SHALL APPEAR TO THE SATI SFACTI ON OF
THE COURT OR JUSTICE THAT THE DEFENDANT HAS, | N FACT, VIOLATED TH S
SECTI ON, AN | NJUNCTI ON MAY BE | SSUED BY SUCH COURT OR JUSTI CE, ENJO NI NG
AND RESTRAI NI NG ANY FURTHER VI OLATI ON, W THOUT REQUI RI NG PROOF THAT ANY
PERSON HAS, |IN FACT, BEEN INJURED OR DAVMAGED THEREBY. | N ANY SUCH
PROCEEDI NG, THE COURT MAY MAKE ALLOMNCES TO THE ATTORNEY GENERAL AS
PROVIDED I N PARAGRAPH SIX OF SUBDI VISION (A) OF SECTI ON ElI GATY- THREE
HUNDRED THREE OF THE CI VIL PRACTI CE LAW AND RULES, AND DI RECT RESTI TU-
TION. VWHENEVER THE COURT SHALL DETERM NE THAT A VIOCLATION OF TH' S
SECTI ON HAS OCCURRED, THE COURT MAY | MPCSE A CIVIL PENALTY OF NOI' MORE
THAN FI VE HUNDRED DCOLLARS FOR EACH VI OLATI ON, EXCEPT THAT THE COURT MNAY
| MPOSE A CIVIL PENALTY OF NOT MORE THAN THREE THOUSAND DOLLARS |F THE
VIOLATION |S KNOW NG | NTENTI ONAL, OR WLLFUL. I'N CONNECTI ON W TH ANY
SUCH PROPOSED APPLI CATI ON, THE ATTORNEY GENERAL |S AUTHORI ZED TO TAKE
PROOF AND MAKE A DETERM NATION OF THE RELEVANT FACTS AND TO | SSUE
SUBPCENAS | N ACCORDANCE WTH THE CVIL PRACTICE LAW AND RULES. A
PREVAI LI NG PLAI NTI FF | N ANY ACTI ON COMMENCED UNDER THI S SECTI ON MAY ALSO
BE ENTI TLED TO RECOVER H' S OR HER REASONABLE ATTORNEY' S FEES AND COSTS.
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THE RI GHTS AND REMEDI ES AVAI LABLE UNDER THI S SECTI ON ARE CUMULATIVE TO
EACH OTHER AND TO ANY OTHER RI GHTS AND REMEDI ES AVAI LABLE UNDER LAW

(B) UNLESS THE VI CLATI ON IS KNOW NG, | NTENTI ONAL, OR W LLFUL, A BUSI -
NESS THAT IS ALLEGED TO HAVE NOT PROVI DED ALL THE | NFORMATI ON REQUI RED,
PROVI DED | NACCURATE | NFORVATI ON, OR FAI LED TO PROVI DE | NFORMATI ON | N THE
TI ME PERI OD REQUI RED BY SUBPARAGRAPH (1) OF PARAGRAPH (C) OF SuUBDI VI SI ON
TWO OF TH'S SECTION, MAY ASSERT AS A COVPLETE DEFENSE | N ANY ACTION I N
LAWOR EQUI TY THAT I T THEREAFTER PROVIDED THE | NFORMATION THAT WAS
ALLEGED TO BE | NCOWPLETE, NOT PROVI DED AT ALL, | NACCURATE, OR UNTI MELY
TO ALL NECESSARY CONSUMERS W THI N NI NETY DAYS OF THE DATE THE BUSI NESS
KNEW | T HAD FAILED TO PROVIDE ANY OR ALL OF THE | NFORMATI ON, ACCURATE
| NFORMATI ON, OR TI MELY | NFORMATI ON.

(© NO BUSI NESS SHALL BE DEEMED TO HAVE VIOLATED THE PROVISIONS OF
THIS SECTION | F SUCH PERSON SHOA5, BY A PREPONDERANCE OF THE EVI DENCE,
THAT THE VI OLATI ON WAS NOT | NTENTI ONAL AND RESULTED FROM A BONA FIDE
ERROR MADE NOTW THSTANDI NG THE MAI NTENANCE OF PROCEDURES REASONABLY
ADOPTED TO AVO D SUCH ERROR.

(D) THE PROVI SIONS OF THI' S SECTI ON MAY BE ENFORCED CONCURRENTLY BY THE
DI RECTOR OF A MUNI Cl PAL CONSUMER AFFAI RS OFFICE, OR BY THE TOM ATTOR-
NEY, CITY CORPORATION COUNSEL, OR OTHER LAWFUL DESI GNEE OF A MUNI CI -
PALI TY OR LOCAL GOVERNMENT, AND ALL MONEYS COLLECTED UNDER THI S SECTI ON
SHALL BE RETAI NED BY SUCH MUNI Cl PALI TY OR LOCAL GOVERNVENT.

S 2. If any clause, sentence, paragraph or part of this section shall
be adj udged by any court of conpetent jurisdiction to be invalid, such
judgnment shall not affect, inpair or invalidate the remainder thereof,
but shall be confined in its operation to the clause, sentence, para-
graph or part thereof directly involved in the controversy in which such
judgnment shall have been rendered.

S 3. This act shall take effect one year after it shall have becone a
| aw; provided, however, that effective inmediately, the addition, anend-
ment, and/or repeal of any rule or regulation necessary for the inple-
mentation of this act on its effective date are authorized and directed
to be nade and conpleted on or before such effective date.



